command prompt

box>

Disconnect A

enable disable

box(confi g)#

int ser O
int eth O

config interface mode

box(config-if)#

config router mode

box(confi g-router)#

[] Repeat command as necessary

N2

N2

show version

ping n.n.n.n
traceroute n.n.n.n
telnet n.n.n.n

show int eth O

show int ser O

show ip route

show arp

show ip ospf [int | neighbor | database]

p

ip subnet-zero

no ip domain-lookup
service passwor d-encryption

U ip route n.n.n.n mm.m.mg.g.g.g

enable secret word
hostname name

0 network n.n.n.n x.x.x.x area 0

redistribute connected subnets
redistribute static subnets
default-information originate

Hardware and software info

Cisco Router
Basic Configuration

No XXXXX... t0 remove any setting
Type ? at any point for parameter help

(Ctrl-6 to abort output)

Show status of ethernet O
Show status of serial O
Show IP forwarding table
Show ARP cache

Show OSPF state

vari gth p

Also required to enable CIDR [default in 12.0]
Prevent traceroute from doing reverse DNS lookups

Obscure passwords when displaying configuration (not secure!)

Add static route to forwarding table: network, netmask, next hop gateway

Set the enable password (to restrict enable mode)
Set router name ("box" in this example)

Speak OSPF on this network (n.n.n.n = network number, x.x.X.X is "wildmask"
which is a netmask with 0 and 1 inverted; e.g. /28 wildmask is 0.0.0.15)

Announce directly-connected networks (including those not talking OSPF)
Announce manually-inserted static routes, except default
Announce static default route



config mode snmp community password ro [1-99] Enable read-only SNMP access (optional: limit to access list)
box(config)# access-list 1-99 permit n.n.n.n X.x.x.x Add entry to basic access list - source | P address and wildmask

ip cef [not 2500 series] Enable Cisco Express Forwarding - route caching and |oad-sharing
clock timezone EST 1 Set timezone/hours offset from GMT
ntp server X.x.xX.X Synchronise clock to ntp server

linevty 04 exit logging buffered 16384 debugging Allocate more |ogging memory _ _ _ )
service timestamps log datetime localtime Enable "real" timestamps on log entries; otherwise you get time since
service timestamps debug datetime localtime last reboot. Use "show log" to view log entries.

nfig vty lines

ox(config-line)#

2000-04-28



