


Authenticating senders

* Embedded MUA uses inter-process call to send to MTA
May use pipe, file, or internal SMTP over a pipe
MTA knows the identity of the sender

Normally inserts Sender: header if differs from From:

* Freestanding MUA uses SMTP to send mail

MTA cannot easily distinguish local/remote clients

No authentication in basic protocol
AUTH command in extended SMTP
Use of security additions (TLS/SSL)
MUA can point at any MTA whatsoever

Need for relay control

Host and network hlocks

A message in transit (1) A message in transit (2)
* Headers added by the MUA before sending * Headers added by MTAs

From: Philip Hazel <phlO@cus.cam.ac.uk> Received: from taurllls.cus.cellm.ac.uk
To: Julius Caesar <julius@ancient-rome.net> ([192.168.34.54] ident=exim)
cc: Mark Anthony <MarkA@cleo.co.uk> by mauve.csi.cam.ac.uk with esmtp

: . ; (Exim 4.00) id 101gxX-00011X-00;
Date: Fri, 10 May 2002 11:29:24 +0100 (BST) Fri, 10 May 2002 11:50:39 +0100
Message-ID: <Pine.SOL.3.96.990117111343. Received: from phl0 (helo=localhost)

19032A-100000@taurus. cus. cam. ac. uk> by taurus.cus.cam.ac.uk with local-smtp
MIME-Version: 1.0 (Exim 4.10) id 101gin-0005PB-00;
Content-Type: TEXT/PLAIN; charset=US-ASCII Fri, 10 May 2002 11:50:25 +0100
From: Philip Hazel <phlO@cus.cam.ac.uk>

Julius, To: Julius Caesar <julius@ancient-rome.net>

I'm going to be running a course on ... cc: Mark Anthony <MarkA@cleo.co.uk>


















