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NETWORK DESIGN 101NETWORK DESIGN 101
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Tutorial #1: Gathering RequirementsTutorial #1: Gathering Requirements

 Here we outline a formal five-phase approach toHere we outline a formal five-phase approach to
network design.network design.

 This phased process covers the majority of areasThis phased process covers the majority of areas
that must be considered in most networking analysisthat must be considered in most networking analysis
and design projects.and design projects.

 TopicsTopics
1 - The Network Design Process1 - The Network Design Process

                2 - Business Requirements2 - Business Requirements
3 - User Requirements3 - User Requirements
4 - Application Requirements4 - Application Requirements
5 - Computing Platform Requirements5 - Computing Platform Requirements
6 - Network Requirements6 - Network Requirements
7 - Developing a Requirements Specification7 - Developing a Requirements Specification  DocumentDocument
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 Analysis is the second phase of the network designAnalysis is the second phase of the network design
process. The lessons of the unit focus on the Trafficprocess. The lessons of the unit focus on the Traffic
Specification and Requirements SpecificationSpecification and Requirements Specification
elements of this process, and explain generalelements of this process, and explain general
concepts of network performance and traffic.concepts of network performance and traffic.

 TopicsTopics
1 - Review of Internetworking Devices1 - Review of Internetworking Devices
2 - Network Performance Concepts2 - Network Performance Concepts
3 - Estimating Traffic Volumes and Patterns3 - Estimating Traffic Volumes and Patterns
4 - Taking Baseline Measurements of LAN Traffic4 - Taking Baseline Measurements of LAN Traffic
5 - Developing a Traffic Specification Document5 - Developing a Traffic Specification Document

Tutorial # 2: Analyzing the Network
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Tutorial # 3: Logical Network DesignTutorial # 3: Logical Network Design

 Here we focus on the Logical Design phase.Here we focus on the Logical Design phase.
 Each topic focuses on a different technological designEach topic focuses on a different technological design

consideration, such as physical media characteristics, wide-consideration, such as physical media characteristics, wide-
area performance, network management, security, andarea performance, network management, security, and
Transmission Control Protocol/Internet Protocol (TCP/IP)Transmission Control Protocol/Internet Protocol (TCP/IP)
addressing flexibility.addressing flexibility.

 Topics:Topics:
1 - Overview of the Logical Design Phase1 - Overview of the Logical Design Phase
2 - Physical Layer Considerations2 - Physical Layer Considerations

          3 - Internetworking Device Considerations3 - Internetworking Device Considerations
4 - Optimizing WAN Performance4 - Optimizing WAN Performance
5 - Network Management with SNMP and RMON5 - Network Management with SNMP and RMON
6 - TCP/IP Addressing Considerations6 - TCP/IP Addressing Considerations

          7 - Security Considerations7 - Security Considerations
8 - Firewall Considerations8 - Firewall Considerations

          9 - Developing a Logical Design Document9 - Developing a Logical Design Document
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Tutorial # 4: Physical Network DesignTutorial # 4: Physical Network Design

 This unit provides an overview of transmissionThis unit provides an overview of transmission
media basics, including a look at structured wiringmedia basics, including a look at structured wiring
systems, cable characteristics, wireless LANs, andsystems, cable characteristics, wireless LANs, and
installation.installation.

       TopicsTopics
1 - Overview of a Structured Cable Plant1 - Overview of a Structured Cable Plant
2 - Copper Cables2 - Copper Cables
3 - Fiber Optic Cable3 - Fiber Optic Cable
4 - Wireless LANs4 - Wireless LANs
5 - Developing a Physical Design5 - Developing a Physical Design  DocumentDocument
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Unit 5: Designing a Small NetworkUnit 5: Designing a Small Network

 The lessons in this unit apply the network design processThe lessons in this unit apply the network design process
as we gather requirements, analyze, and design a smallas we gather requirements, analyze, and design a small
network for an imaginary company.network for an imaginary company.

 LessonsLessons
Lesson 1 - Requirements Gathering and AnalysisLesson 1 - Requirements Gathering and Analysis
Lesson 2 - Logical DesignLesson 2 - Logical Design
Lesson 3 - Physical DesignLesson 3 - Physical Design
Lesson 4 - Project Summary and Project ScheduleLesson 4 - Project Summary and Project Schedule
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Tutorial # 6: Large Network Case StudiesTutorial # 6: Large Network Case Studies

 In this tutorial, we broaden our perspective toIn this tutorial, we broaden our perspective to
consider more general goals, such as:consider more general goals, such as:

(a) network availability(a) network availability
(b) performance and(b) performance and
(c ) Internet connectivity.(c ) Internet connectivity.

 TutorialTutorial
1 - Designing for Internet Connectivity1 - Designing for Internet Connectivity
2 - Designing for Performance: Gigabit Ethernet2 - Designing for Performance: Gigabit Ethernet
3 - Designing for Performance: ATM3 - Designing for Performance: ATM
4 - A Three-Stage ATM Migration4 - A Three-Stage ATM Migration
5 - Converged Networks5 - Converged Networks
6 - Designing for Availability6 - Designing for Availability
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Tutorial #1  1: Gathering RequirementsTutorial #1  1: Gathering Requirements

 Here we outline a formal five-phase approach to network design.Here we outline a formal five-phase approach to network design.
 This phased process covers the majority of areas that must beThis phased process covers the majority of areas that must be

considered in most networking analysis and design projects.considered in most networking analysis and design projects.
  It can be used by an outside consultant or an internal Information It can be used by an outside consultant or an internal Information

Services (IS) group.Services (IS) group.
 This network development process, as presented here, is veryThis network development process, as presented here, is very

methodical.methodical.
 This level of detail helps ensure that the designer gathers all necessaryThis level of detail helps ensure that the designer gathers all necessary

information, considers all options, and keeps all key players wellinformation, considers all options, and keeps all key players well
informed.informed.

 Experienced network developers have found that this approach isExperienced network developers have found that this approach is
essential to keep large projects on track.essential to keep large projects on track.

 However, although there are many benefits to following a formal process,However, although there are many benefits to following a formal process,
not every project requires such a detailed approach.not every project requires such a detailed approach.

 Once you understand the reasons and methods of this process, you canOnce you understand the reasons and methods of this process, you can
modify it to fit the size and scope of most projects.modify it to fit the size and scope of most projects.
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1 - The Network Development Process1 - The Network Development Process

IntroductionIntroduction

 Here we introduces the five-phase network analysis and designHere we introduces the five-phase network analysis and design
process that we will follow throughout this tutorial, and shows how itprocess that we will follow throughout this tutorial, and shows how it
is similar to the phased development approach commonly used inis similar to the phased development approach commonly used in
software development and engineering.software development and engineering.

 We will discuss why a formal process can prevent many of the mostWe will discuss why a formal process can prevent many of the most
common problems in any technical design work, then describe howcommon problems in any technical design work, then describe how
each phase of the network development process forms a logicaleach phase of the network development process forms a logical
sequence of events referred to as the systems development life cyclesequence of events referred to as the systems development life cycle
(SDLC).(SDLC).
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1 - The Network Development Process1 - The Network Development Process

The Case for FormalityThe Case for Formality
 As with any technical discipline, a process needs to beAs with any technical discipline, a process needs to be

followed when designing a network that fills a particularfollowed when designing a network that fills a particular
business need.business need.

 Rather than a bureaucratic burden that interferes with theRather than a bureaucratic burden that interferes with the
"real work" of network building, a good formal"real work" of network building, a good formal
development process makes the developer's workdevelopment process makes the developer's work
simpler, more productive, and more satisfying.simpler, more productive, and more satisfying.
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 Time pressure is a fact of life, and many technical professionalsTime pressure is a fact of life, and many technical professionals
are continually tempted to skip a formal design and "get right toare continually tempted to skip a formal design and "get right to
work.work.““

 However, even the simplest development process can help aHowever, even the simplest development process can help a
network avoid the following problems:network avoid the following problems:

a)a) Failure to meet requirements-Failure to meet requirements--If you do not find out what the-If you do not find out what the
requirements actually are, it is impossible to create a network thatrequirements actually are, it is impossible to create a network that
meets them.meets them.

b)b) "Creeping" requirements-"Creeping" requirements--Specification additions and changes can-Specification additions and changes can
disastrously increase the amount of time, effort, and money spent ondisastrously increase the amount of time, effort, and money spent on
a project. All change requests must be clearly documented,a project. All change requests must be clearly documented,
communicated, and evaluated.communicated, and evaluated.

c)c) Missed deadlines and budget overruns-Missed deadlines and budget overruns--Haphazard projects almost-Haphazard projects almost
always take longer and cost more than well-planned ones, oftenalways take longer and cost more than well-planned ones, often
because work must be redone. Also, when you "shoot from the hip,"because work must be redone. Also, when you "shoot from the hip,"
it is easy to miss cost-saving opportunities.it is easy to miss cost-saving opportunities.

d)d) Dissatisfied end users-Dissatisfied end users--Regardless of how good a network appears,-Regardless of how good a network appears,
it is a failure if it does not satisfy those who must use it.it is a failure if it does not satisfy those who must use it.

e)e) Dissatisfied management-Dissatisfied management--A haphazard and unprofessional-A haphazard and unprofessional
development project can hurt your credibility and create ill willdevelopment project can hurt your credibility and create ill will
among decision makers.among decision makers.
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 A formal process does not have to beA formal process does not have to be
burdensome, or any more complex thanburdensome, or any more complex than
necessary.necessary.

 A development process is like a constructionA development process is like a construction
blueprint. Large office buildings requireblueprint. Large office buildings require
many complex drawings and schedules, butmany complex drawings and schedules, but
even a tool shed should start with a simpleeven a tool shed should start with a simple
sketch.sketch.

 Therefore, a small network project may onlyTherefore, a small network project may only
require a process as simple as documentingrequire a process as simple as documenting
the initial requirements, implementing thethe initial requirements, implementing the
solution, and documenting the resultingsolution, and documenting the resulting
changes in the network.changes in the network.

 Larger and more complex jobs often requireLarger and more complex jobs often require
a formal, highly documented process.a formal, highly documented process.
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The Systems Development Life CycleThe Systems Development Life Cycle

 The process of creating a new system, or changingThe process of creating a new system, or changing
an existing system, is called a life cycle. During thisan existing system, is called a life cycle. During this
cycle, a new network or feature is planned,cycle, a new network or feature is planned,
implemented, and maintained. The process beginsimplemented, and maintained. The process begins
anew with each change. This cycle is very similar toanew with each change. This cycle is very similar to
the SDLC long used by software engineers andthe SDLC long used by software engineers and
system analysts.system analysts.

 Although no single life cycle perfectly describes allAlthough no single life cycle perfectly describes all
development projects, two general life cycledevelopment projects, two general life cycle
patterns have been identified by softwarepatterns have been identified by software
engineers:engineers:

a)a) the waterfall cycle andthe waterfall cycle and
b)b) the spiral cycle.the spiral cycle.

One of these life cycles describes every networkOne of these life cycles describes every network
development project to some extent.development project to some extent.
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Waterfall CycleWaterfall Cycle

The waterfall life cycle is defined by distinctThe waterfall life cycle is defined by distinct
stages. Different waterfall-based processes havestages. Different waterfall-based processes have
different names for the stages, but they all tend todifferent names for the stages, but they all tend to
follow these five general steps, in order:follow these five general steps, in order:

1.1. AnalyzeAnalyze
2.2. DesignDesign
3.3. BuildBuild
4.4. TestTest
5.5. DeployDeploy
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This life cycle is called a waterfall, because workThis life cycle is called a waterfall, because work
"flows down" from one stage into the next, as shown"flows down" from one stage into the next, as shown
on the Waterfall Cycle Diagram. After the system ison the Waterfall Cycle Diagram. After the system is
deployed, the life cycle begins again for the nextdeployed, the life cycle begins again for the next
update.update.

Waterfall Cycle
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When a development process follows the waterfall model, eachWhen a development process follows the waterfall model, each
stage must be completed before the next stage can begin.stage must be completed before the next stage can begin.
Returning to a previous stage is often not permissible. In this case,Returning to a previous stage is often not permissible. In this case,
changes that are not possible during the current developmentchanges that are not possible during the current development
cycle are scheduled to be part of the next. When returning to ancycle are scheduled to be part of the next. When returning to an
earlier stage is permissible, there are usually repercussions. Theearlier stage is permissible, there are usually repercussions. The
completion date is often extended as a result, and significantcompletion date is often extended as a result, and significant
budget overruns are common.budget overruns are common.

The major advantage of the waterfall cycle is that all planning isThe major advantage of the waterfall cycle is that all planning is
done in the early stages. All system stakeholders know exactlydone in the early stages. All system stakeholders know exactly
what is expected and what stage the process is currently in.what is expected and what stage the process is currently in.
Completion dates can be determined at an early stage, andCompletion dates can be determined at an early stage, and
coordination is simplified.coordination is simplified.

Although the rigidity of the waterfall is appealing to manyAlthough the rigidity of the waterfall is appealing to many
developers (who can use it as a shield against users who suggestdevelopers (who can use it as a shield against users who suggest
late project changes), it can be cumbersome for any but thelate project changes), it can be cumbersome for any but the
smallest projects. In addition, because the requirements of asmallest projects. In addition, because the requirements of a
project often change before the project has been completed, theproject often change before the project has been completed, the
rigidity of the waterfall cycle can lead to development setbacks.rigidity of the waterfall cycle can lead to development setbacks.
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Spiral CycleSpiral Cycle

The spiral cycle, or whirlpool cycle, is aThe spiral cycle, or whirlpool cycle, is a
variation of the waterfall cycle. It is a morevariation of the waterfall cycle. It is a more
recent approach, meant to overcome some ofrecent approach, meant to overcome some of
the limitations of the waterfall cycle. This cyclethe limitations of the waterfall cycle. This cycle
is often used in multiple-version softwareis often used in multiple-version software
development projects; however, some of itsdevelopment projects; however, some of its
principles can be applied to networkprinciples can be applied to network
development as well.development as well.
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The guiding principle behind the spiral cycle is changeThe guiding principle behind the spiral cycle is change
management. Unlike the waterfall cycle, the spiral cycle canmanagement. Unlike the waterfall cycle, the spiral cycle can
adapt quickly to new requirements. This is accomplished byadapt quickly to new requirements. This is accomplished by
looping through all stages several times, producing a limitedlooping through all stages several times, producing a limited
version of the project each time, as shown on the Spiral Cycleversion of the project each time, as shown on the Spiral Cycle
Diagram.Diagram.

Spiral Cycle
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By building a subset of the eventual features in eachBy building a subset of the eventual features in each
iteration of the network design, its users get aniteration of the network design, its users get an
opportunity to provide feedback on the project before itopportunity to provide feedback on the project before it
is finished. Their feedback is then incorporated into theis finished. Their feedback is then incorporated into the
next iteration of the spiral. With each iteration, newnext iteration of the spiral. With each iteration, new
features are incorporated and prior problems are fixed.features are incorporated and prior problems are fixed.

Although the spiral life cycle handles changingAlthough the spiral life cycle handles changing
requirements much better than the waterfall cycle, itrequirements much better than the waterfall cycle, it
also has significant limitations. Because there is no wayalso has significant limitations. Because there is no way
to guess what new features may be requested, it isto guess what new features may be requested, it is
difficult to estimate the total eventual cost and releasedifficult to estimate the total eventual cost and release
date. In addition, major features that require longerdate. In addition, major features that require longer
development times are difficult to implement. Mostdevelopment times are difficult to implement. Most
importantly, when following a spiral development lifeimportantly, when following a spiral development life
cycle, it is very easy to fall into a never-ending series ofcycle, it is very easy to fall into a never-ending series of
upgrades.upgrades.
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The Network Design ProcessThe Network Design Process

The waterfall and spiral cycles do not perfectly describeThe waterfall and spiral cycles do not perfectly describe
all network development projects, and a single projectall network development projects, and a single project
may change from one cycle to another. For example, amay change from one cycle to another. For example, a
waterfall model may describe the process of designingwaterfall model may describe the process of designing
and launching a new network, while a spiral modeland launching a new network, while a spiral model
might better describe its ongoing updates andmight better describe its ongoing updates and
maintenance.maintenance.

The network development process describes theThe network development process describes the
general tasks that must be accomplished whengeneral tasks that must be accomplished when
developing a network. However, each project has itsdeveloping a network. However, each project has its
own unique needs that may require a different processown unique needs that may require a different process
with different tasks.with different tasks.
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Process PhasesProcess Phases

The phases of a process break a large project downThe phases of a process break a large project down
into understandable, manageable pieces. If you think ofinto understandable, manageable pieces. If you think of
a project as a long list of tasks, these phases area project as a long list of tasks, these phases are
simply task categories. In other words, each phasesimply task categories. In other words, each phase
includes certain jobs that must be performed toincludes certain jobs that must be performed to
prepare the project to move to the next phase. The lifeprepare the project to move to the next phase. The life
cycle of a typical network development project consistscycle of a typical network development project consists
of the following phases, as illustrated on the Networkof the following phases, as illustrated on the Network
Design Process Diagram:Design Process Diagram:
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1.1. Requirements GatheringRequirements Gathering
2.2. Analysis of the Existing NetworkAnalysis of the Existing Network
3.3. Logical Design (also referred to as Conceptual Design)Logical Design (also referred to as Conceptual Design)
4.4. Physical Design (also referred to as Final Design)Physical Design (also referred to as Final Design)
5.5. Installation and MaintenanceInstallation and Maintenance

Network Design Process

This process can apply to either a waterfall or spiral SDLC. In other words,
the process only defines the phases of a life cycle. The decision whether to
complete each phase before starting another (waterfall), or work through
several iterations of the process in one life cycle (spiral), is up to an
organization.
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DeliverablesDeliverables

You can also think of a project in terms of what it is trying to produce--itsYou can also think of a project in terms of what it is trying to produce--its
"deliverable." For example, if someone asks, "What is the project's"deliverable." For example, if someone asks, "What is the project's
deliverable?" you could answer, "a network." However, to get to the finaldeliverable?" you could answer, "a network." However, to get to the final
goal of a functioning network, the development team must produce manygoal of a functioning network, the development team must produce many
supporting products, such as design documents, estimates, or reports.supporting products, such as design documents, estimates, or reports.
Each phase produces its own deliverables that become the input to theEach phase produces its own deliverables that become the input to the
next phase.next phase.

Like the invisible foundation of a building, these deliverables form a strongLike the invisible foundation of a building, these deliverables form a strong
structure that strengthens the overall design. Therefore, all documentationstructure that strengthens the overall design. Therefore, all documentation
that records your design assumptions, technical alternatives, customerthat records your design assumptions, technical alternatives, customer
information, and management approval should be retained for easy accessinformation, and management approval should be retained for easy access
and future reference.and future reference.

As you work through this course, it is important to remember that not allAs you work through this course, it is important to remember that not all
projects require all of these phases or deliverables. Smaller projects mayprojects require all of these phases or deliverables. Smaller projects may
skip some phases, or combine them. Once you understand the reason forskip some phases, or combine them. Once you understand the reason for
each phase, task, and deliverable, you can decide how much of this formaleach phase, task, and deliverable, you can decide how much of this formal
process is necessary for each of your development projects.process is necessary for each of your development projects.
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The Network Development ProcessThe Network Development Process

       Phase 1: Requirements GatheringPhase 1: Requirements Gathering

This is the most crucial phase in the development process,This is the most crucial phase in the development process,
because requirements provide the target your network designbecause requirements provide the target your network design
must hit. However, although requirements analysis ismust hit. However, although requirements analysis is
fundamental to the network design, it is often overlooked orfundamental to the network design, it is often overlooked or
ignored because it is one of the most difficult phases of theignored because it is one of the most difficult phases of the
overall design process.overall design process.

Gathering requirements means talking to users, managers, andGathering requirements means talking to users, managers, and
other network personnel, then summarizing and interpreting theother network personnel, then summarizing and interpreting the
results. Often, it means resolving conflicting needs and desiresresults. Often, it means resolving conflicting needs and desires
among user groups. However, network personnel are oftenamong user groups. However, network personnel are often
distanced from the users, and do not have a clear idea of whatdistanced from the users, and do not have a clear idea of what
they want or need.they want or need.
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Requirements analysis is time-consuming, and it mayRequirements analysis is time-consuming, and it may
appear to produce no immediate results. On theappear to produce no immediate results. On the
contrary, requirements analysis helps the designer tocontrary, requirements analysis helps the designer to
better understand how the new network shouldbetter understand how the new network should
perform. Therefore, Requirements Gathering producesperform. Therefore, Requirements Gathering produces
immediate payoffs in:immediate payoffs in:

 Better view of current networkBetter view of current network
 Objective decision-makingObjective decision-making
 Ability to plan for network migrationAbility to plan for network migration
 Ability to deliver appropriate resources to all usersAbility to deliver appropriate resources to all users



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 2929

Requirements for All Types of NeedsRequirements for All Types of Needs

Just as different types of users have differentJust as different types of users have different
networking needs, each aspect of the organizationnetworking needs, each aspect of the organization
has its own requirements. In this course, we discusshas its own requirements. In this course, we discuss
the need to gather requirements for:the need to gather requirements for:

 The business or organization as a wholeThe business or organization as a whole
 UsersUsers
 ApplicationsApplications
 Computing platformsComputing platforms
 The network itself, and the network staffThe network itself, and the network staff
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The Areas of Requirements Diagram shows these in aThe Areas of Requirements Diagram shows these in a
layered format with the associated services andlayered format with the associated services and

requirements at each layer.requirements at each layer.

The Requirements Gathering process is a series of steps. We begin by
gathering requirements from upper management or the owners of the
business. Next, we work with the user community, gathering the network
requirements for supporting the users, their applications, and the base of
installed computing equipment. The network itself is the last
consideration; we gather all other requirements before considering the
network or network technologies.

Areas of Requirements
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Qualities of Good RequirementsQualities of Good Requirements
 The concept of "garbage in, garbage out" applies to requirements Gathering.The concept of "garbage in, garbage out" applies to requirements Gathering.
 Good results depend on gathering good requirements that are both user- andGood results depend on gathering good requirements that are both user- and

business-centered, as well as detailed and specific.business-centered, as well as detailed and specific.
 It is common for network professionals to base a network design solely on aIt is common for network professionals to base a network design solely on a

particular technology, service, or vendor (typically ones the designer has the mostparticular technology, service, or vendor (typically ones the designer has the most
experience with). However, this makes as much sense as designing a house withoutexperience with). However, this makes as much sense as designing a house without
knowing anything about the people who will live there.knowing anything about the people who will live there.
A network is not an end in itself; it is a highly customized tool that helps people doA network is not an end in itself; it is a highly customized tool that helps people do
their work. Thus, designers must deliberately postpone any technical decision-their work. Thus, designers must deliberately postpone any technical decision-
making, and focus instead on discovering what factors make a real difference tomaking, and focus instead on discovering what factors make a real difference to
users. Do they have enough storage space? Do their applications perform well? Areusers. Do they have enough storage space? Do their applications perform well? Are
people waiting too long for print jobs? Is the security system understandable andpeople waiting too long for print jobs? Is the security system understandable and
usable? Do any network problems really get in their way? A network designer mustusable? Do any network problems really get in their way? A network designer must
provide the customer with the proper equipment design to match the specificprovide the customer with the proper equipment design to match the specific
business.business.

 Network designers cannot be expected to understand the jobs of system users.Network designers cannot be expected to understand the jobs of system users.
However, users often assume that certain "essential" features will be part of aHowever, users often assume that certain "essential" features will be part of a
network, even though they never explicitly ask for them.network, even though they never explicitly ask for them.

 The Requirements Gathering phase is a chance to define, as precisely as possible,The Requirements Gathering phase is a chance to define, as precisely as possible,
what users want and need. Detailed requirements make it more likely the finalwhat users want and need. Detailed requirements make it more likely the final
network will satisfy its users. Specific requirements help guard against "scopenetwork will satisfy its users. Specific requirements help guard against "scope
creep," the process of gradually adding requirements until a project becomescreep," the process of gradually adding requirements until a project becomes
unrecognizable.unrecognizable.

 Good Requirements Gathering techniques will not only help individuals do theirGood Requirements Gathering techniques will not only help individuals do their
work, but will also improve the overall productivity of the organization, providing awork, but will also improve the overall productivity of the organization, providing a
competitive edge in the marketplace.competitive edge in the marketplace.
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 Looking to the FutureLooking to the Future
The Requirements Gathering process must consider both the current and futureThe Requirements Gathering process must consider both the current and future
needs of the organization. Without proper planning for future growth, it will beneeds of the organization. Without proper planning for future growth, it will be
difficult to expand the network later.difficult to expand the network later.

 Deliverable: Requirements Specification DocumentDeliverable: Requirements Specification Document
The network designer must formally record the requirements in a RequirementsThe network designer must formally record the requirements in a Requirements
Specification document that describes exactly what the organization and usersSpecification document that describes exactly what the organization and users
need from the network. This document should not propose solutions or designsneed from the network. This document should not propose solutions or designs
(that will come later); instead the Requirements Specification should clearly and(that will come later); instead the Requirements Specification should clearly and
specifically summarize the needs and desires of the organization and users.specifically summarize the needs and desires of the organization and users.

After the Requirements Specification document has been written, management andAfter the Requirements Specification document has been written, management and
network designers should formally agree that it is correct. In other words, thenetwork designers should formally agree that it is correct. In other words, the
responsible stakeholders must all sign off on the requirements. At this point, theresponsible stakeholders must all sign off on the requirements. At this point, the
requirements document becomes an agreement between the development team andrequirements document becomes an agreement between the development team and
management. Management agrees that the requirements document describes themanagement. Management agrees that the requirements document describes the
system they want; the network developers agree to deliver that system.system they want; the network developers agree to deliver that system.

After the Requirements Specification document has been formally accepted, theAfter the Requirements Specification document has been formally accepted, the
development process can move forward to the next phase. However, althoughdevelopment process can move forward to the next phase. However, although
formal requirements documents are vitally important, they are not written in stone.formal requirements documents are vitally important, they are not written in stone.
Things change, new factors arise, and the key players should always be willing toThings change, new factors arise, and the key players should always be willing to
renegotiate the network requirements. However, a formal requirements processrenegotiate the network requirements. However, a formal requirements process
helps makes it clear to everyone that there is always a price (in time, money, orhelps makes it clear to everyone that there is always a price (in time, money, or
features) for any requirements changes.features) for any requirements changes.
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Phase 2: Analysis of the Existing DocumentPhase 2: Analysis of the Existing Document

When a network design project upgrades or enhances an existingWhen a network design project upgrades or enhances an existing
network, it is essential to analyze the existing network architecturenetwork, it is essential to analyze the existing network architecture
and performance. The Analysis phase complements theand performance. The Analysis phase complements the
Requirements Gathering phase; requirements show you where youRequirements Gathering phase; requirements show you where you
need to be, and analysis tells you where you currently are.need to be, and analysis tells you where you currently are.

The effectiveness of a new network design depends on whether theThe effectiveness of a new network design depends on whether the
current computing infrastructure can support the newcurrent computing infrastructure can support the new
requirements. The existing network installation and its supportingrequirements. The existing network installation and its supporting
systems may be an asset to the new development, or a liability.systems may be an asset to the new development, or a liability.
Therefore, after the Requirements Specification has been written,Therefore, after the Requirements Specification has been written,
but before the design process begins, the development team mustbut before the design process begins, the development team must
thoroughly analyze the existing network and any other resourcesthoroughly analyze the existing network and any other resources
the new network may depend on.the new network may depend on.

A thorough analysis should gather both qualitative informationA thorough analysis should gather both qualitative information
(such as user estimates of storage and traffic) and quantitative(such as user estimates of storage and traffic) and quantitative
data (such as traffic measurements and network managementdata (such as traffic measurements and network management
statistics). A Traffic Specification Document is created during thisstatistics). A Traffic Specification Document is created during this
phase of the design, and is considered a formal deliverable beforephase of the design, and is considered a formal deliverable before
proceeding to the Logical Design Phase.proceeding to the Logical Design Phase.
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Deliverable: Traffic Specification DocumentDeliverable: Traffic Specification Document

The network Analysis phase should produceThe network Analysis phase should produce
deliverables such as:deliverables such as:

 Logical diagram of the current topologyLogical diagram of the current topology
 Estimated traffic volumes and patterns that describe theEstimated traffic volumes and patterns that describe the

network capacity required for each application, eachnetwork capacity required for each application, each
network segment, and the network as a wholenetwork segment, and the network as a whole

 Detailed statistics, baseline measurements, and anyDetailed statistics, baseline measurements, and any
other direct measurements that describe the network'sother direct measurements that describe the network's
current level of performancecurrent level of performance

 A report on the quality of service provided by suppliersA report on the quality of service provided by suppliers
of Internet connections or wide area network (WAN)of Internet connections or wide area network (WAN)
linkslinks

 A list of design constraints, such as the need to useA list of design constraints, such as the need to use
existing cabling or devicesexisting cabling or devices
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Phase 3: Logical DesignPhase 3: Logical Design

 The Logical Design describes what the network mustThe Logical Design describes what the network must
do, and how it must perform, to meet thedo, and how it must perform, to meet the
requirements.requirements.

 A Logical Design specifies how data flows through aA Logical Design specifies how data flows through a
network, not where particular network elements arenetwork, not where particular network elements are
physically located (that comes in the next phase).physically located (that comes in the next phase).

 The designer creates a logical network structureThe designer creates a logical network structure
based on the Requirements Specification and resultsbased on the Requirements Specification and results
of the network analysis.of the network analysis.

 If the current hardware or software cannot meet theIf the current hardware or software cannot meet the
needs of the new network, they must be upgraded. Ifneeds of the new network, they must be upgraded. If
current systems can be reused, the new design cancurrent systems can be reused, the new design can
integrate them.integrate them.

 If not, the team can find new systems, and test themIf not, the team can find new systems, and test them
to confirm they meet the requirements.to confirm they meet the requirements.
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Deliverable: Logical DesignDeliverable: Logical Design

 A Logical Design identifies the services,A Logical Design identifies the services,
equipment, network architecture, and addressingequipment, network architecture, and addressing
structure necessary to create a network thatstructure necessary to create a network that
satisfies its requirements. This phase shouldsatisfies its requirements. This phase should
produce a Logical Design document thatproduce a Logical Design document that
includes:includes:

a)a) Logical network diagramsLogical network diagrams
b)b) Addressing strategyAddressing strategy
c)c) Security schemeSecurity scheme
d)d) Specification of hardware components, software, WANSpecification of hardware components, software, WAN

links, and general serviceslinks, and general services
e)e) Specification of new hires or training for the network staffSpecification of new hires or training for the network staff
f)f) Initial cost estimates for hardware, software, services,Initial cost estimates for hardware, software, services,

personnel, and trainingpersonnel, and training
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Phase 4: Physical DesignPhase 4: Physical Design

 The Physical Design shows how to make theThe Physical Design shows how to make the
Logical Design work in the real world.Logical Design work in the real world.

 In this phase, the network designer creates aIn this phase, the network designer creates a
detailed specification of the hardware,detailed specification of the hardware,
software, links, services, and cablingsoftware, links, services, and cabling
necessary to implement the Logical Design.necessary to implement the Logical Design.
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Deliverable: Physical DesignDeliverable: Physical Design

 Physical Design outputs guide thePhysical Design outputs guide the
equipment procurement and installation,equipment procurement and installation,
thus the Physical Design document must bethus the Physical Design document must be
as specific and detailed as possible, oftenas specific and detailed as possible, often
including:including:

a)a) Physical network diagrams and to-scale wiring plansPhysical network diagrams and to-scale wiring plans
b)b) Detailed lists of equipment and partsDetailed lists of equipment and parts
c)c) Cost estimates for hardware, software, and installation laborCost estimates for hardware, software, and installation labor
d)d) Installation schedule that specifies the time and duration ofInstallation schedule that specifies the time and duration of

physical or service disruptionsphysical or service disruptions
e)e) Post-installation testing planPost-installation testing plan
f)f) User training planUser training plan
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Phase 5: Installation and MaintenancePhase 5: Installation and Maintenance

InstallationInstallation
 A smooth installation is the reward for thorough work in theA smooth installation is the reward for thorough work in the

first four phases. When network developers are disciplinedfirst four phases. When network developers are disciplined
enough to invest real effort in the earlier phases, they findenough to invest real effort in the earlier phases, they find
that they have already solved or prevented many commonthat they have already solved or prevented many common
installation problems.installation problems.

 Of course, the main output of the Installation phase is theOf course, the main output of the Installation phase is the
network itself. However, a good installation should alsonetwork itself. However, a good installation should also
produce:produce:

a)a) Updated diagramsUpdated diagrams ( (logical logical and and physicalphysical) that include all) that include all
last-minute changeslast-minute changes

b)b) CablingCabling, , connectionsconnections, and , and devicesdevices that are  that are clearly labeledclearly labeled
c)c) Any Any notes or documentsnotes or documents that can simplify later that can simplify later

maintenance or troubleshootingmaintenance or troubleshooting, such as , such as test resultstest results or or
new traffic measurementsnew traffic measurements
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 Any necessary hardware or software must be purchased and testedAny necessary hardware or software must be purchased and tested
before installation can proceed.before installation can proceed.

 In a broader sense, any resources the network needs before its finalIn a broader sense, any resources the network needs before its final
deployment should also be arranged.deployment should also be arranged.

 New employees, consulting services, training, and service contracts areNew employees, consulting services, training, and service contracts are
all resources that may need to be in place.all resources that may need to be in place.

 The procurement of these resources should always occur beforeThe procurement of these resources should always occur before
installation begins in earnest.installation begins in earnest.

 If a vital system cannot be procured and tested prior to installation, aIf a vital system cannot be procured and tested prior to installation, a
complete or partial redesign may be necessary.complete or partial redesign may be necessary.

 Although painful, it is better to deal with it before the network staff hasAlthough painful, it is better to deal with it before the network staff has
already dismantled sections of the existing network.already dismantled sections of the existing network.

 The objective of the whole design process is to answer questions, makeThe objective of the whole design process is to answer questions, make
decisions, and discover problems before the Installation phase begins.decisions, and discover problems before the Installation phase begins.

 However, nobody is perfect, and the best plans cannot always preventHowever, nobody is perfect, and the best plans cannot always prevent
unexpected problems.unexpected problems.

 Therefore, it is important that the designer participate in the network'sTherefore, it is important that the designer participate in the network's
installation.installation.



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 4141

MaintenanceMaintenance

 After the network has been installed, theAfter the network has been installed, the
network staff shifts its focus to gettingnetwork staff shifts its focus to getting
input from the user community andinput from the user community and
monitoring the network itself for potentialmonitoring the network itself for potential
problems.problems.

 As each set of additional requirementsAs each set of additional requirements
arises, the network life cycle repeats.arises, the network life cycle repeats.
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Tutorial #2 Tutorial #2 –– University/Business Requirements University/Business Requirements

IntroductionIntroduction

 As we all know, a network is a tool that helps people doAs we all know, a network is a tool that helps people do
work.work.

 Like any user, a University or an organization is an entityLike any user, a University or an organization is an entity
with its own with its own needsneeds, , problemsproblems, and , and plans for the futureplans for the future..

 Therefore, in the first part of the requirements gatheringTherefore, in the first part of the requirements gathering
process, we focus on the needs of the University or businessprocess, we focus on the needs of the University or business
as a whole.as a whole.

 Just as a network can influence the Just as a network can influence the productivity of anproductivity of an
individual userindividual user, a network can also contribute to the success, a network can also contribute to the success
or or failure of an organizationfailure of an organization..

 Key PointKey Point
Designing a network without requirements is likeDesigning a network without requirements is like
starting a trip without a destination.starting a trip without a destination.
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Requirements from the OrganizationRequirements from the Organization’’s Perspectives Perspective

 To gather business requirements for a network, you must firstTo gather business requirements for a network, you must first
understand the nature of the organization that will use it.understand the nature of the organization that will use it.

 Each network is Each network is a a uniqueunique, , customized solutioncustomized solution. Therefore, we must. Therefore, we must
make design choices that are best for each individual type ofmake design choices that are best for each individual type of
organization.organization.

 If you are employed by the University or Organization, you probablyIf you are employed by the University or Organization, you probably
already understand its already understand its objectivesobjectives  and and business needsbusiness needs. This puts you. This puts you
in a better position to in a better position to match network requirementsmatch network requirements to the organization to the organization
strategy.strategy.

 If you are an If you are an independent consultantindependent consultant, it will be more difficult to create a, it will be more difficult to create a
network design that fits the strategic intent of the University or thenetwork design that fits the strategic intent of the University or the
organizationorganization..

 You can begin your research through World Wide Web (Web) siteYou can begin your research through World Wide Web (Web) site
analysis, then conduct detailed interviews with management and keyanalysis, then conduct detailed interviews with management and key
personnel.personnel.

 Knowing the Knowing the strategic nature of the organization strategic nature of the organization will help determinewill help determine
some of the some of the general network requirementsgeneral network requirements, such as , such as securitysecurity,,
redundancyredundancy, and , and reliabilityreliability..
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 Whether you work from the inside orWhether you work from the inside or
outside, you must still gather the sameoutside, you must still gather the same
detailed organization requirements for alldetailed organization requirements for all
projects. These include:projects. These include:

a)a) Key playersKey players
b)b) Major milestonesMajor milestones
c)c) Funding levelsFunding levels
d)d) Type of university or business activityType of university or business activity
e)e) Estimated growthEstimated growth
f)f) Reliability and availabilityReliability and availability
g)g) SecuritySecurity
h)h) Web site and Internet connectivityWeb site and Internet connectivity
i)i) Remote accessRemote access
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Key PlayersKey Players

 Human contacts are not part of the technical networkHuman contacts are not part of the technical network
requirementsrequirements. However, before you can begin gathering. However, before you can begin gathering
the technical requirements, you the technical requirements, you must know who to askmust know who to ask..

 To identify the key players and key groups in theTo identify the key players and key groups in the
organization, an organization chart is a good place toorganization, an organization chart is a good place to
start.start.

 As you gather requirements, you will start at the top of theAs you gather requirements, you will start at the top of the
organizational structure and work your way down. Inorganizational structure and work your way down. In
general, you will work with two types of key players:general, you will work with two types of key players:

a)a) Information sources can explain Information sources can explain organizationorganization
strategiesstrategies, , long-term planslong-term plans, and other , and other generalgeneral
business requirementsbusiness requirements..

b)b) Decision makers will approve the overallDecision makers will approve the overall
network design, or establish funding levels.network design, or establish funding levels.
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 Occasionally, a key information source Occasionally, a key information source may also be amay also be a
decision makerdecision maker. However, . However, it is common to gatherit is common to gather
information and requirementsinformation and requirements from  from some peoplesome people, and, and
seek approval from others.seek approval from others.

 CommunicationCommunication is a critical component to the success of is a critical component to the success of
the analysis, design, and implementation of a networkthe analysis, design, and implementation of a network..

 As an outside consultant, or member of an internalAs an outside consultant, or member of an internal
Management Information Services (MIS) staff or IT or ICTManagement Information Services (MIS) staff or IT or ICT
department, you department, you must establish contacts with themust establish contacts with the
appropriate levels of managementappropriate levels of management and  and technical stafftechnical staff
before beginning the Requirements Gathering phasebefore beginning the Requirements Gathering phase..

 As you make these contacts, As you make these contacts, learn which of these keylearn which of these key
players will oversee the network design processplayers will oversee the network design process..

 Then, work within the Then, work within the existing reporting structure toexisting reporting structure to
keep these decision makers well informedkeep these decision makers well informed, using the, using the
methods (methods (telephone, electronic mail [e-mail], etctelephone, electronic mail [e-mail], etc.) that each.) that each
one prefers.one prefers.
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Major MilestonesMajor Milestones

 TimingTiming is a key factor in any network implementation is a key factor in any network implementation. The. The
most common time constraint is a completion deadline.most common time constraint is a completion deadline.

 However, the organization may have other importantHowever, the organization may have other important
requirements, such as a requirements, such as a particular start dateparticular start date, , limitedlimited
period of downtime during installationperiod of downtime during installation, or , or particularparticular
activity the project must not disrupt.activity the project must not disrupt.

 Large-scale projects Large-scale projects require a project planrequire a project plan to  to tracktrack
project activitiesproject activities, , key playerskey players, and , and required datesrequired dates..

 Like the network design itself, a project plan begins as aLike the network design itself, a project plan begins as a
general outline that you refine as you work.general outline that you refine as you work.

 At the beginning, At the beginning, establish dates for the major projectestablish dates for the major project
phasesphases, and , and add details as you gather more informationadd details as you gather more information..
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Funding LevelsFunding Levels
 CostCost, both for , both for implementationimplementation and  and ongoing maintenanceongoing maintenance, is , is a majora major

constraint in the design of a network.constraint in the design of a network.
 At least one key player (such as an MIS/ICT/IT director or VCAt least one key player (such as an MIS/ICT/IT director or VC’’ss

/President/President’’s of University or VP for Finance & Admin or MD etc.) wills of University or VP for Finance & Admin or MD etc.) will
have the authority to determine the amount of money that can be spenthave the authority to determine the amount of money that can be spent
on the project.on the project.

 Because funding is Because funding is a management issuea management issue, , the organizationthe organization
managementmanagement  must be intimately involved in the network designmust be intimately involved in the network design
process.process. How? How?

 When When summarizing costs and features for managementsummarizing costs and features for management, , considerconsider
both recurringboth recurring and  and nonrecurring costsnonrecurring costs..

 The The Funding Considerations Table lists cost categories that youFunding Considerations Table lists cost categories that you
should consider when reviewing costsshould consider when reviewing costs for: for:

(a)(a)network designnetwork design
(b)(b)ImplementationImplementation
(c)(c) and ongoing maintenance and support. and ongoing maintenance and support.
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Funding ConsiderationsFunding Considerations

××××Energy (ex. Diesel Fuel)Energy (ex. Diesel Fuel)

××××TrainingTraining

××MaintenanceMaintenance
××PersonnelPersonnel
××××Telecom Line ChargesTelecom Line Charges

××Diagnostic EquipmentDiagnostic Equipment
××Network UtilitiesNetwork Utilities

××××ApplicationsApplications
××××Virus ProtectionVirus Protection

××RAIDRAID
××UPS & GeneratorsUPS & Generators
××Networking SoftwareNetworking Software
××Networking HardwareNetworking Hardware

Recurring CostsRecurring CostsNonrecurring CostsNonrecurring CostsCost FactorCost Factor
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Type of Business ActivityType of Business Activity

 A network is a tool that helps peopleA network is a tool that helps people
perform their work. Thus, perform their work. Thus, before you canbefore you can
design the right tooldesign the right tool, you , you mustmust
understand the work it must dounderstand the work it must do..

a)a) For example, 50 University Staff using word processors willFor example, 50 University Staff using word processors will
strain a network much less than 50 architects usingstrain a network much less than 50 architects using
computer-aided design (CAD) systems.computer-aided design (CAD) systems.
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Estimated GrowthEstimated Growth
 A good network is A good network is scalablescalable; it can expand as the company grows.; it can expand as the company grows.
 Therefore, to know Therefore, to know how much scalability a network needshow much scalability a network needs, , you must have some estimate of howyou must have some estimate of how

much your organization plans to grow.much your organization plans to grow.
 You can estimate growth by:You can estimate growth by:

a)a) the number of new employees your organization plans to hire over the next threethe number of new employees your organization plans to hire over the next three
to five yearsto five years,,

b)b) or or by the estimated increase in the amount of network traffic.by the estimated increase in the amount of network traffic.

 An estimate of new hires is easier to get, but is also less precise. An estimate of new hires is easier to get, but is also less precise. If possible, it is bestIf possible, it is best
to combine hiring rateto combine hiring rate with  with estimates of increased application trafficestimates of increased application traffic..

 We also need to know:We also need to know:
a)a) where the growth is expected. Will your organization open remotewhere the growth is expected. Will your organization open remote

locations in the near future?locations in the near future?
b)b) Does your organization plan to implement or expand a Web site?Does your organization plan to implement or expand a Web site?
c)c) Location of network nodes is a key requirement that will also driveLocation of network nodes is a key requirement that will also drive

the design of the network.the design of the network.
 Forecasting future growth can have an impact on the network design, as well theForecasting future growth can have an impact on the network design, as well the

applications and underlying software and hardware systems.applications and underlying software and hardware systems.
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    Reliability and AvailabilityReliability and Availability

 To determine your organization's need for network reliability andTo determine your organization's need for network reliability and
availability, simply ask, "What will happen if the network goes down?"availability, simply ask, "What will happen if the network goes down?"

 To some organizations, occasional network downtime is only a minorTo some organizations, occasional network downtime is only a minor
nuisance. To others, such situations can cause serious damage,nuisance. To others, such situations can cause serious damage,
including:including:

a)a) Lost productivity because of idle employeesLost productivity because of idle employees
b)b) Lost revenue caused by business going elsewhereLost revenue caused by business going elsewhere
c)c) The direct expense of support needed to get the local areaThe direct expense of support needed to get the local area

network (LAN) running againnetwork (LAN) running again
 Most LANs provide 99+ percent availability; however, this may not beMost LANs provide 99+ percent availability; however, this may not be

enough for some organizations. In a 24 x 7 business (a business openenough for some organizations. In a 24 x 7 business (a business open
24 hours per day, 7 days per week), even 97 or 98 percent availability24 hours per day, 7 days per week), even 97 or 98 percent availability
means that the network is down approximately 30 to 45 minutes permeans that the network is down approximately 30 to 45 minutes per
day.day.

 What happens to a bank if its network of automatic teller machines isWhat happens to a bank if its network of automatic teller machines is
down for 45 minutes on a Friday afternoon? What happens to an onlinedown for 45 minutes on a Friday afternoon? What happens to an online
stock brokerage if its network fails for 30 minutes during a period ofstock brokerage if its network fails for 30 minutes during a period of
frantic market activity?frantic market activity?
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SecuritySecurity

 Security requirements also vary from organization to organization.Security requirements also vary from organization to organization.
Many businesses have only modest security needs, usually to protectMany businesses have only modest security needs, usually to protect
customer or student information or financial records.customer or student information or financial records.

 However, some organizations require extremely high security, such asHowever, some organizations require extremely high security, such as
government agencies or companies conducting top-secret developmentgovernment agencies or companies conducting top-secret development
work. This type of organization might require high levels of securitywork. This type of organization might require high levels of security
clearances for employees, and strict procedures to control informationclearances for employees, and strict procedures to control information
entering or leaving the facility.entering or leaving the facility.

 However, even purely private-sector companies are becoming moreHowever, even purely private-sector companies are becoming more
security-conscious, because security breaches can affect organizationssecurity-conscious, because security breaches can affect organizations
in unusual and subtle ways.in unusual and subtle ways.

 Even high-security organizations may not need the same level ofEven high-security organizations may not need the same level of
security for all of its activities. A firm may have high securitysecurity for all of its activities. A firm may have high security
requirements for certain types of information, while other information isrequirements for certain types of information, while other information is
considered public domain. Therefore, network designers should noteconsidered public domain. Therefore, network designers should note
the security requirements of each type of application and data.the security requirements of each type of application and data.
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Web Site and Internet ConnectivityWeb Site and Internet Connectivity

 E-commerce is becoming a mainstay of business; theE-commerce is becoming a mainstay of business; the
question is not whether to use the Web, but how.question is not whether to use the Web, but how.

 While retail merchants continue to find new ways toWhile retail merchants continue to find new ways to
make money directly from the Web, other types ofmake money directly from the Web, other types of
businesses are finding new ways to use the Web tobusinesses are finding new ways to use the Web to
enhance and streamline their existing businessenhance and streamline their existing business
processes.processes.

 A corporate Web site or intranet A corporate Web site or intranet adds its own layer ofadds its own layer of
business requirements to a network designbusiness requirements to a network design, whether, whether
the company builds the site on its own network or usesthe company builds the site on its own network or uses
the hosting services of an Internet Service Providerthe hosting services of an Internet Service Provider
(ISP).(ISP).

 To design a network with the To design a network with the right levels of reliabilityright levels of reliability,,
availabilityavailability, and , and securitysecurity, , you must fully understandyou must fully understand
the details of an organization's Internet businessthe details of an organization's Internet business
strategystrategy..
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Remote AccessRemote Access

 The proliferation of LANs is making a profound impact onThe proliferation of LANs is making a profound impact on
the way organizations do business. Not only do usersthe way organizations do business. Not only do users
expect to have computers at their desks, they expectexpect to have computers at their desks, they expect
remote network connectivity as well.remote network connectivity as well.

 The need, and desire, to work anywhere and at any timeThe need, and desire, to work anywhere and at any time
is creating the need for secure and reliable remote LANis creating the need for secure and reliable remote LAN
access.access.

 Remote access allows users to function as full networkRemote access allows users to function as full network
peers from distant locations, such as a customer's office,peers from distant locations, such as a customer's office,
employee's home, or a hotel or airport.employee's home, or a hotel or airport.

 In addition to file transfers and e-mail access, printIn addition to file transfers and e-mail access, print
service and other special LAN applications are essentialservice and other special LAN applications are essential
for telecommuters, traveling professionals, and fieldfor telecommuters, traveling professionals, and field
service or delivery personnel.service or delivery personnel.
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Output: Business Requirements ListOutput: Business Requirements List

 As you interview key management players about the overallAs you interview key management players about the overall
business requirements, capture this information in some form thatbusiness requirements, capture this information in some form that
you can use throughout the design process.you can use throughout the design process.

 Every business is different, so the format of this information willEvery business is different, so the format of this information will
vary from project to project.vary from project to project.

 However, most business requirements documents should addressHowever, most business requirements documents should address
the items we have discussed in this lesson:the items we have discussed in this lesson:

Key PlayersKey Players
a)a) Names of information sourcesNames of information sources
b)b) Names of decision makersNames of decision makers
c)c) Contact information (addresses, numbers, and preferredContact information (addresses, numbers, and preferred

contact methods)contact methods)
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MilestonesMilestones
 Required project start or end datesRequired project start or end dates
 Availability of key players (upcoming vacations orAvailability of key players (upcoming vacations or

business travel)business travel)

Tactical versus Strategic InformationTactical versus Strategic Information
 Request management list specific functions that areRequest management list specific functions that are

required in the system.required in the system.
 Reasons to consider specific features on the newReasons to consider specific features on the new

design are:design are:
a)a) improve productivity,improve productivity,
b)b) competitive advantage, andcompetitive advantage, and
c)c) reduce operation costs.reduce operation costs.
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Tutorial # 3 - User RequirementsTutorial # 3 - User Requirements
IntroductionIntroduction

 In our earlier discussions, the importance of gathering requirements In our earlier discussions, the importance of gathering requirements from thefrom the  point ofpoint of
view of the organization as a whole.view of the organization as a whole.

 In this part of the requirements Analysis phase, we gather network requirements In this part of the requirements Analysis phase, we gather network requirements from thefrom the
users' perspective.users' perspective.

 At this point in the Requirements Gathering process, we are interested in general things,At this point in the Requirements Gathering process, we are interested in general things,
such as:such as:

a)a) overall usage patternsoverall usage patterns
b)b) common problemscommon problems
c)c) rough traffic estimates, andrough traffic estimates, and
d)d) subjective perceptions of service qualitysubjective perceptions of service quality

 We want to We want to identify potential trouble spotsidentify potential trouble spots, and , and we want users to suggest featureswe want users to suggest features
that can help them be more productivethat can help them be more productive..

 We will We will not decide how to fulfill these requests until later phases of the designnot decide how to fulfill these requests until later phases of the design
processprocess; at this point we are only gathering information.; at this point we are only gathering information.

 However, However, it is important to gather good, clear information, because these broadit is important to gather good, clear information, because these broad
impressions will guide the exact measurements we will make during the networkimpressions will guide the exact measurements we will make during the network
Analysis phase.Analysis phase.

Key PointKey Point
User perceptions are often subjective and imprecise, but containUser perceptions are often subjective and imprecise, but contain
important design information.important design information.
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The Users' PerspectiveThe Users' Perspective

 To To design a network that meets users' needsdesign a network that meets users' needs, we , we must find out what networkmust find out what network
services or functions are important for users to get their work doneservices or functions are important for users to get their work done..

 These services These services may or may not need a networkmay or may not need a network. Some user services are provided by. Some user services are provided by
local applications that only need the user's computer and attached peripherals.local applications that only need the user's computer and attached peripherals.

 Other services Other services need network connectivity provided by a workgroup server,need network connectivity provided by a workgroup server,
corporate mainframe, or Web servercorporate mainframe, or Web server..

 In many cases, a number of alternatives may provide the service needed by a user.In many cases, a number of alternatives may provide the service needed by a user.
 The The process of gathering user requirementsprocess of gathering user requirements is also complicated by the fact that  is also complicated by the fact that usersusers

rarely state their requirements in a technically precise wayrarely state their requirements in a technically precise way. For example, commonly. For example, commonly
heard user requirements are:heard user requirements are:

a)a) "It takes too long to load files from the server."It takes too long to load files from the server.””
b)b) "I can't print to the color printer from my desktop."I can't print to the color printer from my desktop.””
c)c) "The network seems to constantly be down."The network seems to constantly be down.””
d)d) "If we ever lost these files, the company would be out of"If we ever lost these files, the company would be out of

business!business!””
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 As a network designer, it is up to you to make theAs a network designer, it is up to you to make the
connection between user requirements, stated inconnection between user requirements, stated in
common language, and network attributes.common language, and network attributes.

For example, "The network seems to constantly be down"For example, "The network seems to constantly be down"
identifies a problem with reliability and availability.identifies a problem with reliability and availability.

 User-stated requirements are also subjective andUser-stated requirements are also subjective and
variable, depending on the user's environment.variable, depending on the user's environment.

 However, at this stage, all input should be noted;However, at this stage, all input should be noted;
eventually, you can use these subjective clues toeventually, you can use these subjective clues to
guide more precise measurements.guide more precise measurements.

For example, if one department frequently complains ofFor example, if one department frequently complains of
slow response times, but the other does not, that is aslow response times, but the other does not, that is a
clue to investigate further.clue to investigate further.
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Common User ConcernsCommon User Concerns

 User-level requirements, which impactUser-level requirements, which impact
applications, computing platforms, andapplications, computing platforms, and
ultimately the network, include factors such asultimately the network, include factors such as
the following, shown on the User Requirementsthe following, shown on the User Requirements
Diagram:Diagram:

a)a) Timely delivery of informationTimely delivery of information
b)b) Predictable response timesPredictable response times
c)c) AvailableAvailable
d)d) AdaptableAdaptable
e)e) ScalableScalable
f)f) SecurableSecurable
g)g) AffordableAffordable
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User Requirements
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Tutorial # 4 - Application RequirementsTutorial # 4 - Application Requirements

IntroductionIntroduction
 Each type of Each type of software applicationsoftware application has its  has its own needs for network servicesown needs for network services. Therefore,. Therefore,

determining the application requirements is the next step in the Requirementsdetermining the application requirements is the next step in the Requirements
Gathering process.Gathering process.

 In general, this step describes the kind of work people will perform on a network. ForIn general, this step describes the kind of work people will perform on a network. For
example:example:

a)a) Will the network support standard office activities, such as word processing orWill the network support standard office activities, such as word processing or
b)b) accounting? Publishing or imaging? Video or audio production? Engineering oraccounting? Publishing or imaging? Video or audio production? Engineering or

architecture? Software development? Manufacturing or industrial processarchitecture? Software development? Manufacturing or industrial process
control?control?

 The business activity of an organization strongly influences its network design, becauseThe business activity of an organization strongly influences its network design, because
each type of work has its own requirements for each type of work has its own requirements for applicationsapplications, , computing platformscomputing platforms, and, and
network communicationsnetwork communications..

 As you gather application requirements, As you gather application requirements, it is also important to note whether the sameit is also important to note whether the same
kind of activity occurs across the entire network, or whether different groups ofkind of activity occurs across the entire network, or whether different groups of
users perform different types of work.users perform different types of work.

 For example, a manufacturing plant may have completely differentFor example, a manufacturing plant may have completely different
needs on the factory floor and the front office.needs on the factory floor and the front office.

 Key PointKey Point
User and application requirements are closely related.User and application requirements are closely related.
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Typical Application RequirementsTypical Application Requirements

 When gathering information about an organization'sWhen gathering information about an organization's
applicationsapplications, consider the following factors:, consider the following factors:

a)a) Application type and locationApplication type and location
b)b) Usage of applicationsUsage of applications
c)c) GrowthGrowth
d)d) Reliability and availability needsReliability and availability needs
e)e) Network response needsNetwork response needs
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Tutorial # 5 - Computing Platform RequirementsTutorial # 5 - Computing Platform Requirements
IntroductionIntroduction
 Computing platform requirements are the next requirements to be gatheredComputing platform requirements are the next requirements to be gathered

during this information gathering phase of the network design process.during this information gathering phase of the network design process.
 There are several reasons why it is important to understand the current level ofThere are several reasons why it is important to understand the current level of

an organization's computing hardware.an organization's computing hardware.
a)a) FirstFirst, the Requirements Gathering process can help determine the, the Requirements Gathering process can help determine the

true causes of problems. Users often blame the network for slowtrue causes of problems. Users often blame the network for slow
performance; however, the quality of desktop computerperformance; however, the quality of desktop computer
microprocessors, memory, or input/output (I/O) bus can alsomicroprocessors, memory, or input/output (I/O) bus can also
degrade the performance of a user's system.degrade the performance of a user's system.

b)b)SecondSecond, inadequate components can also degrade the performance, inadequate components can also degrade the performance
of network servers. Network performance bottlenecks are oftenof network servers. Network performance bottlenecks are often
caused by overworked servers.caused by overworked servers.

c)c) ThirdThird, while a network redesign may provide an opportunity to, while a network redesign may provide an opportunity to
upgrade servers or desktop systems, it is more likely that anupgrade servers or desktop systems, it is more likely that an
organization's installed base of hardware can be a powerfulorganization's installed base of hardware can be a powerful
constraint on a network design.constraint on a network design.

 For example, plans for Fast Ethernet can quickly evaporate if itFor example, plans for Fast Ethernet can quickly evaporate if it
means replacing 2,000 10-megabits per second (Mbps) networkmeans replacing 2,000 10-megabits per second (Mbps) network
interface cards (interface cards (NICsNICs).).

Key PointKey Point
The performance of individual computers is a key factor in overall networkThe performance of individual computers is a key factor in overall network
performance.performance.
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Types of Computing PlatformsTypes of Computing Platforms

 Networks include a wide variety of computing hardware. InNetworks include a wide variety of computing hardware. In
general, computing platforms fall into three categories:general, computing platforms fall into three categories:

a)a) PC'sPC's
-Desktop-Desktop
-Server-Server

b)b) WorkstationsWorkstations
-Desktop-Desktop
-Server-Server

c)c) MidrangeMidrange
d)d) MainframeMainframe
e)e) EtcEtc……..
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 Because both Because both the hardware characteristics and softwarethe hardware characteristics and software of each of each
type of computer type of computer have implications for the network design, thehave implications for the network design, the
Requirements Gathering process must collect detailedRequirements Gathering process must collect detailed
information about every computer that will connect to theinformation about every computer that will connect to the
networknetwork..

 The Computing Platforms Requirements Diagram illustrates whereThe Computing Platforms Requirements Diagram illustrates where
this process fits within the overall Requirements Gathering process.this process fits within the overall Requirements Gathering process.



Tutorial# 6 - Network RequirementTutorial# 6 - Network Requirement
IntroductionIntroduction
Finally, we consider the requirements of the network itself, as well as theFinally, we consider the requirements of the network itself, as well as the
network staff that must maintain it. The Network Requirements Diagramnetwork staff that must maintain it. The Network Requirements Diagram
demonstrates some of the network-specific considerationdemonstrates some of the network-specific consideration

Network Requirements
In this part of the Requirements Gathering phase, we examine the existing network to
understand its current topologies, performance, and software. We also consider other
broad requirements that should be reflected in the new network design.
Key Point
Network requirements describe the basic desirable qualities of a
network.
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   Types of Network Requirements   Types of Network Requirements

 Just as users and applications have their ownJust as users and applications have their own
requirements, the network itself (and therequirements, the network itself (and the
network staff) has its own set of needs thatnetwork staff) has its own set of needs that
must be considered in the network design.must be considered in the network design.
Some of these are:Some of these are:

a)a) LAN functionsLAN functions
b)b) Physical topologiesPhysical topologies
c)c) PerformancePerformance
d)d) Networking softwareNetworking software
e)e) SecuritySecurity
f)f) Economy and cost controlEconomy and cost control
g)g) Metropolitan area network (MAN)Metropolitan area network (MAN)  //  WAN optionsWAN options
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LAN Functions

•  When evaluating a LAN, whether it is the initial implementation of a LAN or an existing
LAN, there are many factors to consider.

• A good starting point is to summarize the functions necessary for the LAN to meet the
particular organizational needs.

• A matrix, such as the LAN Function Matrix, can help you determine what functions are
most important for individual portions of the LAN. For example, an engineering
department that contains highly sensitive information may place a higher value on
security and redundancy than other parts of the organization.

•To use such a matrix, you would use the requirements (business, users, applications,
and platforms) you have already gathered. Based on that information, you can then rate
the overall priority of each function.
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LAN Function Matrix
• Your application may require high-speed file transfer capabilities.
•Your environment may be distributed or centralized, or inter-networked or not--
or maybe in the future it will need one of these features.
•You may need quick and constant access to the Internet, or the Internet may
be the only feasible wide area alternative.
•If these decisions are not self-evident, the matrix is a way to resolve them.
•A matrix like this can also improve communication between the network
design team and key players in an organization
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 Physical Topologies
•Understanding the current LAN and WAN topologies will provide insight into the
current operation and potential modifications or upgrades that may be
required.
•Networks are physically configured in many different ways, and a single network
typically consists of multiple topologies.
•Most organizations will have a diagram of the existing network, that can provide
some initial insight into its logical structure.
•The Multiple Topologies Diagram shows a switched Ethernet network
consisting of three separate locations connected by means of a MAN
backbone ring.

Multiple Topologies

Multiple Topologies



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 7373

 Performance

•Several performance metrics should be considered during the requirements Analysis process,
including:

c) Recoverabilityc) Recoverability

b) Availabilityb) Availability

a) Capacity and response timea) Capacity and response time

•These requirements are not always important to the user in the initial installation of
a network; however, they should always be considered by the designer.

Capacity and Response Time
• Knowing the type of traffic the network will support will assist in
understanding your LAN.
• If users have provided estimates of their average transaction or file
transfer sizes, as well as the number of times they access particular
applications or resources, you can use these figures in simple calculations to
estimate current and future network bandwidth requirements.

As a general rule of thumb, most Token Ring LANs running at 4 Mbps, or Ethernet
LANs running at 10 Mbps, can easily handle 20 to 25 users. Response time is not a
problem in typical file transfer applications, but becomes critical in transaction-driven
systems.
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•  If performance is not a specified design criterion, using general rules of
thumb or rough estimations may be sufficient.

• If your design criteria are more precise, you can use network design
tools to model the behavior of a LAN under a given load. These tools can
give you an accurate picture of a LAN's performance, given a certain
number of users, applications, and telecommunications links.

• Some tools include application profiles that provide estimates for traffic
for specific applications. They may also have user libraries that contain
performance profiles for various pieces of equipment, such as bridges and
routers.

• These can be plugged into the model without doing a lot of research,
and provide reasonable estimates of device throughput and latency.
Many networking products have built-in capabilities to determine CPU
utilization against network traffic.

•Purchasing separate design tools is expensive. However, if you need an
engineered network with high reliability, the cost of failure far
outweighs that of the tool.
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 Vendors--When requirements are high, a company's reputation, product track Vendors--When requirements are high, a company's reputation, product track
record, and support quality become critical issues.record, and support quality become critical issues.

 Network operating system (NOS) selection and backup methodology--Do you Network operating system (NOS) selection and backup methodology--Do you
need disk and/or server mirroring and/or need disk and/or server mirroring and/or duplexingduplexing??

 Uninterruptible power supply (UPS)--What kind of supply is needed, and how Uninterruptible power supply (UPS)--What kind of supply is needed, and how
long must the system provide power? Which components must use the UPS?long must the system provide power? Which components must use the UPS?

 Mass storage, such as a redundant array of inexpensive disks (RAID) Mass storage, such as a redundant array of inexpensive disks (RAID)

Server hardware--You may need redundant features, such as redundant powerServer hardware--You may need redundant features, such as redundant power
supplies and hard drives, or even redundant servers.supplies and hard drives, or even redundant servers.

LAN topologyLAN topology

Availability

The importance of availability affects the choice of the following:
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                                    Recoverability
 The information stored on servers or a key individual's hard drive is the lifeblood of your
organization. Losing mission-critical information can be devastating. Therefore, keeping
data properly backed up is a key element of a network's recoverability.

• Before you can develop backup policies and choose technologies, you must assess the
overall risk to the organization, and determine the relative importance of various types of data.
In other words, not all data is mission-critical.

• And, of your mission-critical data, you must decide how frequently to back it up; some data
changes by the minute, while other data can be archived once a year.

At a minimum, your recovery plan should include:

 Secure off-site storage to preserve backups even after the total destruction of the original Secure off-site storage to preserve backups even after the total destruction of the original
building. Some organizations offer services that frequently replicate data at a securebuilding. Some organizations offer services that frequently replicate data at a secure
storage facility. In the event of total failure or disaster, operations can be quickly moved tostorage facility. In the event of total failure or disaster, operations can be quickly moved to
an alternate site.an alternate site.

 Secure on-site storage that can protect backup media in the event of a small fire, flood, Secure on-site storage that can protect backup media in the event of a small fire, flood,
or other natural disaster. Usually, a small fireproof safe or storage box is adequate.or other natural disaster. Usually, a small fireproof safe or storage box is adequate.

 A backup procedure that copies all files on a regular basis (the frequency depends on A backup procedure that copies all files on a regular basis (the frequency depends on
the business and data). Many media options exist, including digital audio tape (DAT) whichthe business and data). Many media options exist, including digital audio tape (DAT) which
has a storage capability of many gigabytes.has a storage capability of many gigabytes.

• Good backup and archival procedures are only the beginning. An organization-
wide disaster prevention and recovery policy should be developed, if one is not
already in place.
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                                            Networking Software
There are several categories of networking software that should be considered, along
with the desktop and server applications software mentioned earlier. These include:

a)    NOS
b)    Backup management and archiving
c)    Network management

Networking Operating Systems (NOSs)

There are at least six NOSs commonly encountered in computer networks, some of these are
 intended for large-scale networks,  others for specialized or small-scale networks.
The six primary NOSs found in networks today are:

LANtasticLANtastic

AppleTalkAppleTalk

UNIXUNIX  //  LinuxLinux

Banyan VinesBanyan Vines

Microsoft's NTMicrosoft's NT  //  20002000

Novell's NetWare andNovell's NetWare and
IntranetWareIntranetWare

 LANtasticLANtastic

 AppleTalkAppleTalk

 UNIXUNIX  //  LinuxLinux

 Banyan VinesBanyan Vines

 Microsoft's NTMicrosoft's NT  //  20002000

 Novell's NetWare and Novell's NetWare and IntranetWareIntranetWare
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                            Backup Management and Archiving                            Backup Management and Archiving

Automatic backup software makes it simple and painless to performAutomatic backup software makes it simple and painless to perform  regular full andregular full and
incremental backups of all servers.incremental backups of all servers. The whole process occurs in the background,  The whole process occurs in the background, usuallyusually
in the eveningsin the evenings, and , and takes anywhere from one to several hours, depending on thetakes anywhere from one to several hours, depending on the
speed of the network.speed of the network.

Virus Protection
Virus prevention software is essential, because a single virus can infect an
entire network within minutes. Excellent applications are available; however, all
virus prevention programs are blind to new viruses that use new and unknown
techniques. Therefore, any virus protection plan must emphasize user
education and procedures that reduce the chance that users will introduce a
virus in the first place
.
Network Management
 In most networks, remote management of networking components is essential.
Fortunately, there are many software and hardware solutions that support the
Simple Network Management Protocol (SNMP). When documenting your
requirements for a network management system, there are two major factors
to consider:

Modes of operation--Modes of operation--The degree of control you want to maintain over the system, orThe degree of control you want to maintain over the system, or
the amount of automation you requirethe amount of automation you require

Tasks-- Tasks-- The type of jobs you want the network management system to performThe type of jobs you want the network management system to perform
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Before we discuss these factors, let us briefly review the basics of SNMP network management
systems.

SNMP Network Management Review

A typical SNMP network management system is composed of three main parts, as illustrated on the
Manager/Agent Model Diagram:

  SNMP used to exchange management information between the NMS and agent  SNMP used to exchange management information between the NMS and agent

  Network management station (NMS) that runs the management application  Network management station (NMS) that runs the management application
(manager)(manager)

  Individual network elements (devices or resources), including agent software  Individual network elements (devices or resources), including agent software
that runs in each managed elementthat runs in each managed element

Manager/Agent Model
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• The management application (manager), running on the NMS, provides the interface
between the human network administrator and network elements being managed.

•The manager commands the agent in each managed element to provide management
data, and can also adjust network performance by sending agents commands to
change the configuration of their managed elements.

• Vendors have built into their products, either by means of software or firmware, increased
network management functionality. The Types of Managed Elements Diagram provides a
representative sampling of the different kinds of managed entities that typically exist
in today's networks.

Types of Managed Elements

Types of Managed Elements
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   These goals could (and often do) apply to a single network device, such   These goals could (and often do) apply to a single network device, such
as a router. For example, if we list these categories under the headingas a router. For example, if we list these categories under the heading
of a "managed router," we would have:of a "managed router," we would have:

 Fault management--Fault management--Monitoring the state of the router's LAN and WANMonitoring the state of the router's LAN and WAN
linkslinks

 Configuration--Configuration--Reading and changing the router's routing tables andReading and changing the router's routing tables and
route costsroute costs

 Accounting--Accounting--Gathering statistics on path usage for billing purposesGathering statistics on path usage for billing purposes
 Performance--Performance--Discovering how many Discovering how many datagramsdatagrams were forwarded and were forwarded and

how many were discardedhow many were discarded
 Security--Security--Changing the valid authentication codes for routing protocolsChanging the valid authentication codes for routing protocols

such as Open Shortest Path First (OSPF)such as Open Shortest Path First (OSPF)

Network Management Tasks

The Management Task Categories Diagram illustrates some typical functional goals
of a network management system. Your network management requirements should
specify the relative importance of these tasks to your overall network design.

Management Task Categories
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Modes of Operation

Your network management requirements should also specify whether you want to retain
complete control over the network, or you want the management system to automate some
control activities. Network management can be categorized into three general modes of
operation:

• Passive management--The manager polls agents to gather information. Data is
stored in each managed element's management information base (MIB), and is available
upon request. For example, the management station can poll a Traffic Monitor for the
status of the current network utilization. The Passive Management Diagram illustrates a
network management station polling an agent to collect information about specific data for
that device.

PassivePassive
ManagementManagement

Passive Management
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Active management

• The manager changes the characteristics and operating parameters of a managed
element.

For example, if the managed element is a bridge, the network
manager may add additional filtering parameters to the bridge
configuration to prevent the bridge from forwarding certain
frames to another network segment. The Active Management
Diagram illustrates an NMS changing variables on managed
nodes

Active Management
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Exception management
•  Agents may notify the manager of conditions that require some action.

 For example, an agent process can notify the manager if a previously
configured parameter has been exceeded.
A network administrator can also take a more proactive posture by
configuring agents to inform the manager of potential problem areas before
they become critical.
The value of this type of proactive management to the networking support
groups' effectiveness and credibility cannot be overstated.
The Exception Management Diagram illustrates an example of a condition,
or exception, that has triggered a network management action.

Exception Management
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Security

•All data flowing through networks, or cached temporarily on network nodes, is at risk. By
identifying the points of greatest network vulnerability, steps can be taken to protect and
monitor those areas for intrusion.

•Network security involves deploying physical products and operating procedures to protect
the integrity, accessibility, and reliability of networks and systems. Modern network security
takes basic security concepts into the distributed networking environment.

•The goal of network security is resource protection. A secure network can be defined by the
following three attributes

 AuthenticityAuthenticity--Data, or information about data (such as a sender's name), cannot be--Data, or information about data (such as a sender's name), cannot be
falsified.falsified.

 IntegrityIntegrity--Data cannot be changed without authorization.--Data cannot be changed without authorization.

 ConfidentialityConfidentiality--Data is kept private.--Data is kept private.
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Risk Analysis
•  Before you can develop a security strategy, you must first describe exactly what systems
or data you need to protect.

•Risk analysis is the process of identifying the financial worth of network systems and
data.

•This analysis must identify these computing systems and data, and estimate the cost to
restore the data if it is destroyed, compromised, or corrupted. This cost estimate must go
beyond the immediate cash cost, to include factors such as:

a)a)  Potential impact to stockholders or officers (loss of confidentiality, personal Potential impact to stockholders or officers (loss of confidentiality, personal
exposure to fraud, etc.)exposure to fraud, etc.)

a)a)  Direct impact to financial records data Direct impact to financial records data

a)a)  Loss of customer confidence Loss of customer confidence

a)a)  Loss of competitive advantage Loss of competitive advantage
a)a)  Business exposure to fraud Business exposure to fraud

The risk analysis produces the facts that upper management needs to make
informed decisions about the organization's overall security priorities.

•As part of that overall policy, an external access policy should define how many levels
of access challenges, and what kinds of challenges, are appropriate for each type of
requested data or system.
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Tutorial # 7 - Developing A Requirements Specification Document

 Introduction
• As you approach the end of the Requirements Gathering phase, you should have
collected a large amount of input from representative managers and users.
This collection of individual requirements, ranging from overall business
needs to specific application and user requirements, is a rich source of
information; however, it is not very usable as a large collection of individual
forms or database entries.
Key Point
The Requirements Specification summarizes the most important needs of
the organization and its users, and reveals conflicts among requirements.

Components of the Requirements Specification
• The objective of any design document is to provide managers the information they
need to make good business decisions. Because managers are usually pressed for
time, any design document should be as short and clear as possible, while
presenting all important information.
• Just as all networks are unique, so are all network design documents. In general,
however, a Requirements Specification should usually include the following
major elements:

Approval SectionApproval Section

Prioritized Requirements ListPrioritized Requirements List

Summary of Requirements DataSummary of Requirements Data

Overview of the RequirementsOverview of the Requirements
PhasePhase

Executive OverviewExecutive Overview

––  Overview of the Requirements Phase & Summary of   Requirements Data  Overview of the Requirements Phase & Summary of   Requirements Data
––Prioritized Requirements List &  Approval SectionPrioritized Requirements List &  Approval Section

––  Executive Overview  Executive Overview
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 Executive Overview

• Begin any network design document with a brief introduction to remind a busy
manager of the highlights of the project. An executive overview should include:

 The project status, including completed phases and the phase in The project status, including completed phases and the phase in
progressprogress

 A list of the phases of the design process A list of the phases of the design process
 A short description of the project (one or two sentences) A short description of the project (one or two sentences)

Overview of the Requirements Phase

• Briefly describe the work done in this phase. Name the groups and individuals you contacted,
and describe the methods you used to gather information from them (interviews, focus groups,
surveys, etc.).
• Provide the total number of interviews, surveys, etc. Also mention any important constraints
on the process, such as a requirement for short surveys, or an inability to meet with key
people.

Summary of Requirements Data
•Clearly summarize the things you learned from the data. Depending on the data and the
information it reveals, you may find it easier to use all words, all drawings, or all numbers.

•However, it is usually effective to use a combination of all three. As you develop your
summary, keep these points in mind:
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Keep it Simple and Focused

•  Respect your manager's busy schedule by getting directly to the point.

•  Present the overall pattern of information, without getting deep into details.

•Use simple language and layman-level terms whenever possible; if you must use specialized
terms, define them.

Identify Sources and Priorities

• Clearly show which requirements are business-level needs, user desires, application needs,
and so on.

•Note the high-priority requirements and, when appropriate, the source of a requirement. For
example, a request for a firewall carries more weight coming from the network administrator
than from a salesman.
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Use Images Whenever Possible

•To make it easier for your readers to visualize data patterns, present data as graphs
or charts instead of tables of numbers. For example, the following table and bar chart
present the same data. Which form is easier to understand?
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Point Out Conflicting Requirements

• It is normal for some requirements to conflict with others.

•The Requirements Specification should clearly reveal those conflicts, so that
management can decide how to resolve them.

•It is appropriate to suggest a resolution, but the organization's management must
set its
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Tutorial # 8 ANALYZING THE NETWORK

 Overview
Analysis is the second phase of the network design process, as the Network Design Process
Diagram illustrates.

Network Design Process

•  A Traffic Specification typically includes the following elements that describe the current
network:

a)a)   Baseline measurements  Baseline measurements

a)a)   Estimates of local segment and backbone traffic  Estimates of local segment and backbone traffic

a)a)   Inventory of internetworking devices and servers  Inventory of internetworking devices and servers

a)a)   Logical network diagram  Logical network diagram
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1 - Review of Internetworking Devices

   Introduction:

Before we discuss the process of analyzing a network, it is helpful to briefly review the
internetworking devices that control the way data travels through a network. This lesson
summarizes the most important features, advantages, and disadvantages of repeaters,
hubs, bridges, switches, routers, and gateways (protocol converters).

Key Point
A few type of devices can be combined to create a nearly endless variety of
internetworking solutions.

Repeaters
Repeaters, working at the Physical Layer, are the simplest type of internetworking device.
Repeaters receive a signal (bits) on a local area network (LAN) segment and regenerate
the bit pattern to boost the signal and extend the physical length of the segment.
Because a repeater operates at the Physical Layer of the OSI model, as illustrated on the
Repeater and OSI Model Diagram, the job of a repeater is to repeat bits. If a "1" bit is
received on the input port of a repeater, a "1" bit is regenerated, with a stronger signal, at
the output of the repeater. If a "0" bit is received on the input port of a repeater, a "0" bit is
regenerated at the output of the repeater. A repeater is considered a "no discriminating"
device, because all incoming signals are passed on to each connected segment. These
devices are also transparent to the sending and receiving (end) devices.
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Repeater and OSI Model

Because a repeater reproduces exactly what it receives, bit by bit, it can reproduce errors.
However, repeaters are very fast (10 megabits per second [Mbps] for Ethernet) and cause very
little delay.
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Repeater Advantages

There are several advantages to using repeaters as follows.

 Repeaters can be used to attach "link segments" to extend the overall distance of aRepeaters can be used to attach "link segments" to extend the overall distance of a
network, subject to the Ethernet "5/4/3 rule." This rule states that there can be anetwork, subject to the Ethernet "5/4/3 rule." This rule states that there can be a
maximum of five segments connected by four repeaters with a maximum of threemaximum of five segments connected by four repeaters with a maximum of three
segments containing network nodes.segments containing network nodes.

 Repeaters are fast, simple to use, and inexpensive.Repeaters are fast, simple to use, and inexpensive.

 A repeater can connect one segment of a LAN to another, possibly connecting differentA repeater can connect one segment of a LAN to another, possibly connecting different
types of media. For example, a repeater can connect thin Ethernet cables to unshieldedtypes of media. For example, a repeater can connect thin Ethernet cables to unshielded
twisted pair (UTP) Ethernet cables.twisted pair (UTP) Ethernet cables.



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 9696

Repeater Disadvantages

Disadvantages to using repeaters are listed below.

  The Ethernet specification allows no more than four repeater regenerations of a signal.  The Ethernet specification allows no more than four repeater regenerations of a signal.
This may constrain large topologies.This may constrain large topologies.

  As internetworking devices for Ethernet LANs, repeaters are feasible only for relatively  As internetworking devices for Ethernet LANs, repeaters are feasible only for relatively
small LANs (less than 100 nodes), confined to a small geographical area such as one orsmall LANs (less than 100 nodes), confined to a small geographical area such as one or
two floors of an office building. A repeater should not be used to connect heavily usedtwo floors of an office building. A repeater should not be used to connect heavily used
LANs, because it cannot isolate traffic between LAN segments. Because each bit isLANs, because it cannot isolate traffic between LAN segments. Because each bit is
copied to the attached segments, all data passes through a repeater in both directions.copied to the attached segments, all data passes through a repeater in both directions.
Therefore, if we connect multiple LAN segments using a repeater, we may experienceTherefore, if we connect multiple LAN segments using a repeater, we may experience
performance problems, because total network traffic will increase.performance problems, because total network traffic will increase.

 Because it is only a signal-boosting device, working at the Physical Layer, a repeater Because it is only a signal-boosting device, working at the Physical Layer, a repeater
cannot connect two different media access types (Data Link protocols) such as Tokencannot connect two different media access types (Data Link protocols) such as Token
Ring and Ethernet. It cannot recognize the contents or format of a frame, or convert oneRing and Ethernet. It cannot recognize the contents or format of a frame, or convert one
type of Data Link header to another.type of Data Link header to another.
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When to Use Repeaters
The main function of a repeater is to extend the physical distance of a LAN segment.
Repeaters are not normally used to add more devices to a network, only to extend the
distance a workstation or group of workstations can be located from other parts of a
network.

Repeater Considerations
When analyzing repeaters in an existing network, note the following
factors:

 Network management capabilitiesNetwork management capabilities

 Cable type (s) supportedCable type (s) supported

 LatencyLatency
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Hubs
Hubs are Physical Layer devices that logically function as a shared bus, or a
multiport repeater. All devices connected to a hub belong to the same collision
domain, because every device connected to a hub receives frames transmitted by
any other device on that hub. They are mainly a convenient way to implement
multiple repeaters on twisted pair cable.

Hub Advantage
Using hubs offers several advantages as follows:

 As a network grows and more hub ports are needed to connect additional nodes or a server, it is simple toAs a network grows and more hub ports are needed to connect additional nodes or a server, it is simple to
add additional hubs. Many hubs allow one of the hub ports to be used to connect a device or another hub.add additional hubs. Many hubs allow one of the hub ports to be used to connect a device or another hub.
A switch is normally mounted under this uplink port, to enable either device connectivity or hub connectivity.A switch is normally mounted under this uplink port, to enable either device connectivity or hub connectivity.
The Ethernet Hub-to-Hub Connectivity Diagram illustrates this principle.The Ethernet Hub-to-Hub Connectivity Diagram illustrates this principle.

 The technologies that can be included in a high-performance hub seem almost limitless, and most hubsThe technologies that can be included in a high-performance hub seem almost limitless, and most hubs
support multiple LAN and wide area network (WAN) protocols. Although this might seem to complicatesupport multiple LAN and wide area network (WAN) protocols. Although this might seem to complicate
matters, most network administrators prefer to manage multiple technologies in a single box, rather than inmatters, most network administrators prefer to manage multiple technologies in a single box, rather than in
a nonintegrated network.a nonintegrated network.

 A network can be designed so that all traffic flows through one or more hubs. This makes it easier toA network can be designed so that all traffic flows through one or more hubs. This makes it easier to
manage traffic flow, avoid bottlenecks, and provide security.manage traffic flow, avoid bottlenecks, and provide security.

 Hubs are inexpensive, and can be used very widely to connect individual devices. Hubs create a simpleHubs are inexpensive, and can be used very widely to connect individual devices. Hubs create a simple
star topology in which all cables run into the hub. Problems can be solved in the wiring closet, which savesstar topology in which all cables run into the hub. Problems can be solved in the wiring closet, which saves
time chasing after cabling problems or changing wiring patterns.time chasing after cabling problems or changing wiring patterns.
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Hub Disadvantages

Some disadvantages of hubs are listed below.

 A network connected by simple hubs is one large collision domain. As more usersA network connected by simple hubs is one large collision domain. As more users
share the same collision domain, performance gradually decreases until it isshare the same collision domain, performance gradually decreases until it is
unacceptable. In other words, the bandwidth shared by all devices in the broadcastunacceptable. In other words, the bandwidth shared by all devices in the broadcast
network will no longer be adequate. When this happens, Ethernet switches are oftennetwork will no longer be adequate. When this happens, Ethernet switches are often
used to increase performance.used to increase performance.

 The Ethernet specification allows no more than four repeater regenerations of aThe Ethernet specification allows no more than four repeater regenerations of a
signal. A hub is a multiple-port repeater, so it automatically counts as the firstsignal. A hub is a multiple-port repeater, so it automatically counts as the first
regeneration. This may constrain large topologies.regeneration. This may constrain large topologies.

 As the center of a star topology, a faulty central hub can cause the entire LAN to fail,As the center of a star topology, a faulty central hub can cause the entire LAN to fail,
or break the network into isolated sections. This failure can also happen if power toor break the network into isolated sections. This failure can also happen if power to
the hub is lost.the hub is lost.
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Hub Considerations
When analyzing hubs in an existing network, note the following
factors:

 Network management capabilities Network management capabilities

 Migration capabilities Migration capabilities

 Segment-switching capabilities Segment-switching capabilities

 Port-switching capabilities Port-switching capabilities

 LAN topology support LAN topology support

 Redundancy features Redundancy features
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Bridges
Bridges operate at the media access control (MAC) sub layer of the OSI Data Link Layer.
They listen to all traffic on their connected network segments, examine each destination
network interface card (NIC) address, and use an internal table of addresses to decide
whether to forward a frame to the rest of the network.

Bridge Advantages
There are several advantages to using bridges.

 Bridges can connect networks running different high-level protocols, without requiringBridges can connect networks running different high-level protocols, without requiring
additional software. They operate at the Data Link Layer of the OSI model; networkadditional software. They operate at the Data Link Layer of the OSI model; network
managers do not need to know in advance which high-level protocols will be used.managers do not need to know in advance which high-level protocols will be used.

 Bridges are simple to install. To use advanced bridging features, such as custom filters, aBridges are simple to install. To use advanced bridging features, such as custom filters, a
minimal amount of configuration is required. The presence of a bridge is transparent tominimal amount of configuration is required. The presence of a bridge is transparent to
users from the instant it is first installed, and bridges adapt automatically to networkusers from the instant it is first installed, and bridges adapt automatically to network
changes. Bridge-based changes. Bridge-based internetworksinternetworks can be modified and reconfigured very easily. can be modified and reconfigured very easily.

 One of the primary benefits of a bridge is to isolate traffic between LAN segments that haveOne of the primary benefits of a bridge is to isolate traffic between LAN segments that have
nodes that only occasionally send traffic across the bridge. Bridges divide a network intonodes that only occasionally send traffic across the bridge. Bridges divide a network into
separate collision domains, because they use NIC addresses to filter or forward trafficseparate collision domains, because they use NIC addresses to filter or forward traffic
between different network segments. This segmentation provides a larger share of thebetween different network segments. This segmentation provides a larger share of the
available bandwidth to each end station in each smaller collision domain. For example, aavailable bandwidth to each end station in each smaller collision domain. For example, a
bridge could isolate the traffic of diverse departments such as engineering and accounting,bridge could isolate the traffic of diverse departments such as engineering and accounting,
giving each department more effective bandwidth.giving each department more effective bandwidth.
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 Bridges can connect two different LAN technologies, such as Ethernet and Token Ring. This type Bridges can connect two different LAN technologies, such as Ethernet and Token Ring. This type
of bridge performs MAC layer conversion between 802.3 and 802.5 formats. These translatingof bridge performs MAC layer conversion between 802.3 and 802.5 formats. These translating
bridges operate at the LLC bridges operate at the LLC sublayersublayer as well as the MAC  as well as the MAC sublayersublayer..

 When traffic on a LAN starts to cause performance problems, bridges allow us to reduce the load When traffic on a LAN starts to cause performance problems, bridges allow us to reduce the load
by segmenting the network, reducing the number of nodes in each collision domain. Bridges canby segmenting the network, reducing the number of nodes in each collision domain. Bridges can
also control traffic between segments and the network backbone.also control traffic between segments and the network backbone.

 Bridges form logically single networks. All interconnected network segments have the same Bridges form logically single networks. All interconnected network segments have the same
network identifier; we can move end stations without configuring new network addresses for them.network identifier; we can move end stations without configuring new network addresses for them.

 Some protocols are simply  Some protocols are simply unroutableunroutable, such as Digital Equipment Corporation's (DEC's) Local, such as Digital Equipment Corporation's (DEC's) Local
Area Transport (DEC-LAT) terminal communications protocol, IBM's Systems Network ArchitectureArea Transport (DEC-LAT) terminal communications protocol, IBM's Systems Network Architecture
(SNA), and network basic input/output system (NetBIOS)/(SNA), and network basic input/output system (NetBIOS)/NetBiosNetBios Enhanced User Interface Enhanced User Interface
(NETBEUI). (NETBEUI). UnroutableUnroutable protocols must be bridged. protocols must be bridged.
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Bridge Disadvantages
Several disadvantages of using bridges are presented
below.

  Bridges cannot prevent broadcast storms that may occur when certain broadcast  Bridges cannot prevent broadcast storms that may occur when certain broadcast
protocols cause frames to be flooded to every port. If there is a malfunction or an incorrectlyprotocols cause frames to be flooded to every port. If there is a malfunction or an incorrectly
configured parameter, these traffic spikes can be severe enough to disable the entireconfigured parameter, these traffic spikes can be severe enough to disable the entire
network.network.

  While network segments attached to a bridge belong to different collision domains, they all  While network segments attached to a bridge belong to different collision domains, they all
belong to the same broadcast domain. This is because bridges allow broadcast frames tobelong to the same broadcast domain. This is because bridges allow broadcast frames to
flood the network. Bridges themselves also create broadcast traffic that congests theflood the network. Bridges themselves also create broadcast traffic that congests the
network, as they attempt to resolve unknown destination NIC addresses.network, as they attempt to resolve unknown destination NIC addresses.

  There is a limit to the size of bridge-based networks. Each time a frame traverses a bridge  There is a limit to the size of bridge-based networks. Each time a frame traverses a bridge
it is delayed as the bridge software reads the source and destination addresses, checks itsit is delayed as the bridge software reads the source and destination addresses, checks its
address database, and determines whether to forward the frame to each port. If the frameaddress database, and determines whether to forward the frame to each port. If the frame
crosses many bridges, this frame latency may cause the destination station to time out andcrosses many bridges, this frame latency may cause the destination station to time out and
request retransmission. This would result in an unnecessary duplication of framerequest retransmission. This would result in an unnecessary duplication of frame
transmissions. As the network grows, so must the bridge's address table. This would alsotransmissions. As the network grows, so must the bridge's address table. This would also
increase the delay of frames traversing the bridge.increase the delay of frames traversing the bridge.
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 Bridges cannot convert protocols above the Data Link Layer. Bridges cannot convert protocols above the Data Link Layer.

 Bridges do not provide significant support for fault isolation or other distributed network Bridges do not provide significant support for fault isolation or other distributed network
management capabilities. Networks become harder to manage and maintain as their size andmanagement capabilities. Networks become harder to manage and maintain as their size and
complexity increase. Because bridges form a single logical network, fault isolation in very largecomplexity increase. Because bridges form a single logical network, fault isolation in very large
bridged networks may become extremely difficult. Bridge-based bridged networks may become extremely difficult. Bridge-based internetworksinternetworks may require extra may require extra
attention from network administrators to track what is running on the network and where.attention from network administrators to track what is running on the network and where.

 Bridges cannot take simultaneous advantage of redundant paths in a network. They cannot Bridges cannot take simultaneous advantage of redundant paths in a network. They cannot
load-split over network segments.load-split over network segments.
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 What you get in the baseWhat you get in the base
   configurationHardwareconfigurationHardware upgrade costs upgrade costs
 Software upgrade costsSoftware upgrade costs
 LAN architectures supported (Ethernet, Token LAN architectures supported (Ethernet, Token Ring,etcRing,etc.).)
 Remote access support for WAN bridgesRemote access support for WAN bridges
 Network management capabilitiesNetwork management capabilities
 Performance (frames per second)Performance (frames per second)

Bridge Considerations

When analyzing bridges in an existing network, consider the
following factors:
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 Switches segment a network into smaller collision domains, providing a larger shareSwitches segment a network into smaller collision domains, providing a larger share
of the available bandwidth to each end station. Their protocol transparency allowsof the available bandwidth to each end station. Their protocol transparency allows
them to be installed in networks running multiple protocols with little or no softwarethem to be installed in networks running multiple protocols with little or no software
configuration.configuration.

 Switches also form logically single networks. Administrative overhead is very low forSwitches also form logically single networks. Administrative overhead is very low for
switches, simplifying adds, moves, and changes.switches, simplifying adds, moves, and changes.

 Switches are totally transparent to end stations. They use existing cabling,Switches are totally transparent to end stations. They use existing cabling,
repeaters/hubs, and end station adapters without expensive hardware upgrades.repeaters/hubs, and end station adapters without expensive hardware upgrades.

 The use of Application-Specific Integrated Circuit (ASIC) technology allows a switchThe use of Application-Specific Integrated Circuit (ASIC) technology allows a switch
to provide greater performance at a lower cost per port than a traditional bridge. Ato provide greater performance at a lower cost per port than a traditional bridge. A
switch can simultaneously forward frames at wire speed across multiple port pairs.switch can simultaneously forward frames at wire speed across multiple port pairs.

 Switching technology allows bandwidth to be scaled in both shared and dedicatedSwitching technology allows bandwidth to be scaled in both shared and dedicated
LAN segments, and can alleviate traffic bottlenecks between LANs. SwitchingLAN segments, and can alleviate traffic bottlenecks between LANs. Switching
products are available for Ethernet, Fast Ethernet, FDDI, Token Ring, and ATMproducts are available for Ethernet, Fast Ethernet, FDDI, Token Ring, and ATM
technologies.technologies.

 A switch provides a high level of performance for a significantly lower cost per portA switch provides a high level of performance for a significantly lower cost per port
than a router. Router prices can be as high as ten times the cost per port as anthan a router. Router prices can be as high as ten times the cost per port as an
Ethernet switch. A switch is easier to configure, manage, and troubleshoot than aEthernet switch. A switch is easier to configure, manage, and troubleshoot than a
router, because more of a switch's functionality is built into hardware.router, because more of a switch's functionality is built into hardware.

Switches
A switch is a device that consists of many high-speed ports connecting either LAN
segments or individual devices on a port-by-port basis. Many types of switches exist,
each supporting different speeds and LAN types such as Ethernet, Token Ring, Fiber
Distributed Data Interface (FDDI), and Asynchronous Transfer Mode (ATM). Unlike a
bridge, which shares the LAN bandwidth among all of its ports, a switch dedicates the
entire LAN media bandwidth (such as 10-Mbps Ethernet) to each port-to-port frame
transmission. In this way, a switch multiplies the amount of effective network bandwidth

Switch Advantages
Switches offer several advantages as described below. .
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                        Switch Considerations                        Switch Considerations

When analyzing switches in an existing network, considerWhen analyzing switches in an existing network, consider
the following factors:the following factors:

 Reliability and redundancyReliability and redundancy
 Performance (frames per second)Performance (frames per second)
 Congestion controlCongestion control
 Bridging optionsBridging options
 Broadcast controlBroadcast control
 Network management optionsNetwork management options
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Routers
- A router operates at the Network Layer of the OSI reference model, distinguishing
between Network Layer protocols and making intelligent packet-forwarding decisions
based on each packet's network address.
- As Network Layer devices, routers are protocol dependent. They can interconnect
networks that have the same communications architecture, but possibly different lower
level architectures.
- Routers are general-purpose devices that can segment a network into separate
broadcast domains, and provide security, control, and redundancy between individual
broadcast domains.
- Routers use specialized routing protocols to maintain and exchange network path
information in their internal routing tables. Depending on the protocol in use, these
tables can allow routers to flexibly choose routing paths based on distance, speed,
quality of service, or other factors.
- A router can also provide firewall service and economical WAN access. Routers are
essentially software devices. They process complex protocol suites, sometimes many
suites, using powerful processors and memory. High-end routers are expensive, and it is
too expensive to connect individual devices to them. Thus, high-end routers are used as
backbone devices and interconnectivity devices.
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Router AdvantagesRouter Advantages
Routers offer several advantages as presentedRouters offer several advantages as presented

belowbelow..
 Like a switch, a router provides users with seamless communication betweenLike a switch, a router provides users with seamless communication between

individual LAN segments. Unlike a switch, a router determines the logical boundariesindividual LAN segments. Unlike a switch, a router determines the logical boundaries
between groups of network segments. A router provides a firewall service, because itbetween groups of network segments. A router provides a firewall service, because it
forwards only traffic specifically addressed to go across the router. This eliminates theforwards only traffic specifically addressed to go across the router. This eliminates the
possibility of broadcast storm propagation, the transmission of frames frompossibility of broadcast storm propagation, the transmission of frames from
unsupported protocols, and the transmission of frames destined for unknownunsupported protocols, and the transmission of frames destined for unknown
networks across the router. Routers keep potentially disastrous events local to thenetworks across the router. Routers keep potentially disastrous events local to the
area in which they occur, preventing them from spreading across the corporatearea in which they occur, preventing them from spreading across the corporate
network.network.

 The enhanced intelligence of a router allows it to support redundant network paths,The enhanced intelligence of a router allows it to support redundant network paths,
and select the best forwarding path based on several factors in addition to theand select the best forwarding path based on several factors in addition to the
destination MAC address. This increased intelligence can also result in enhanceddestination MAC address. This increased intelligence can also result in enhanced
data security, improved bandwidth utilization, and more control over networkdata security, improved bandwidth utilization, and more control over network
operations.operations.

 Routers are the only internetworking devices that can provide efficient WAN access.Routers are the only internetworking devices that can provide efficient WAN access.
Because routers do not forward broadcast traffic, they help control the traffic load onBecause routers do not forward broadcast traffic, they help control the traffic load on
small, expensive WAN pipes. Routers offer access to a wide variety of WANsmall, expensive WAN pipes. Routers offer access to a wide variety of WAN
technologies, allowing network managers to select the best economic value for theirtechnologies, allowing network managers to select the best economic value for their
networking needs. Router-based techniques such as data compression, trafficnetworking needs. Router-based techniques such as data compression, traffic
prioritization, and packet spoofing also help make efficient use of WAN bandwidthprioritization, and packet spoofing also help make efficient use of WAN bandwidth

 Routers can flexibly integrate disparate Data Link Layer technologies, such asRouters can flexibly integrate disparate Data Link Layer technologies, such as
Ethernet, Fast Ethernet, Token Ring, FDDI, and ATM. They can also consolidateEthernet, Fast Ethernet, Token Ring, FDDI, and ATM. They can also consolidate
legacy IBM mainframe networks with personal computer (PC)-based networkslegacy IBM mainframe networks with personal computer (PC)-based networks
through the use of Data Link Switching (through the use of Data Link Switching (DLSwDLSw).).
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Routers also have severalRouters also have several
disadvantages as follows.disadvantages as follows.

 The additional software processing performed by aThe additional software processing performed by a
router router RouterRouter Disadvantages Disadvantages
can increase packet latency, reducing the router'scan increase packet latency, reducing the router's
performance when compared to simpler switchperformance when compared to simpler switch
architecture.architecture.

 To be "routable," an architecture must have aTo be "routable," an architecture must have a
Network Layer. Not all do; those protocols must beNetwork Layer. Not all do; those protocols must be
bridged. "bridged. "UnroutableUnroutable" protocols include DEC-LAT" protocols include DEC-LAT
terminal communications protocol, IBM's SNA, andterminal communications protocol, IBM's SNA, and
NetBIOS/NETBEUI.NetBIOS/NETBEUI.
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When to Use Routers

1. Routers are needed when network applications require limiting broadcast traffic, support
for redundant paths, intelligent packet forwarding, or WAN access. If the application
requires only increased bandwidth to ease a traffic bottleneck, a switch is likely the better
choice. The technology choices appropriate for a specific workgroup, department, or
building backbone depend upon the organization's business and technical requirements.

2.   One of the functions of a router is to provide traffic isolation to help diagnose problems.
Because each port of a router is a separate sub network, broadcast traffic is not
forwarded across the router. The definition of network boundaries makes it easier for a
network manager to provide redundancy and isolate problems resulting from broadcast
storms, misconfigurations, chatty hosts, and equipment failures.

3.   Another important benefit of routers is their ability to support mesh network topologies
that provide active redundant paths. Unlike switches and bridges, which require a loop-
free topology, routing protocols impose no constraints on network topologies, even on
those that contain redundant paths and active loops. In addition, routers can perform
load balancing over parallel equal-cost paths to make the best use of available
bandwidth.

4.   Routers allow the creation of hierarchical network designs that, through delegation of
authority, can foster local management of separate regions of the Internet. Routers are
necessary to connect a private network to the Internet.



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 112112

                      Router Considerations                      Router Considerations

When analyzing routers in an existing network, considerWhen analyzing routers in an existing network, consider
the following factors:the following factors:

 What you get in the base configurationWhat you get in the base configuration
  Hardware upgrade costs Hardware upgrade costs
 Software upgrade costs Support for multiple protocols or aSoftware upgrade costs Support for multiple protocols or a

single protocolsingle protocol
 Network connectivity supportNetwork connectivity support
 Performance characteristics (packets per second)Performance characteristics (packets per second)
 Network management capabilitiesNetwork management capabilities
  LAN architectures supported (Ethernet, Token Ring, etc.) LAN architectures supported (Ethernet, Token Ring, etc.)
  Latency Latency
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                                                          GatewaysGateways
.  .  A gateway, also called a protocol converter, converts data between twoA gateway, also called a protocol converter, converts data between two
distinct types of protocol architectures.distinct types of protocol architectures.

A gateway operates at all protocol levels above the Data Link  Layer, and isA gateway operates at all protocol levels above the Data Link  Layer, and is
transparent to both ends of connection.transparent to both ends of connection.

 A gateway is the only internetworking device that can change the formA gateway is the only internetworking device that can change the form
of a network transmission from that of one communicationsof a network transmission from that of one communications
architecture to that of another. For example, a gateway can connect aarchitecture to that of another. For example, a gateway can connect a
Transmission Control Protocol/Internet Protocol (TCP/IP) network to anTransmission Control Protocol/Internet Protocol (TCP/IP) network to an
SNA network, as shown on the Gateway Diagram. Another example ofSNA network, as shown on the Gateway Diagram. Another example of
a gateway is a node that converts OSI Message-Oriented Texta gateway is a node that converts OSI Message-Oriented Text
Interchange System (MOTIS) mail to Simple Mail Transfer ProtocolInterchange System (MOTIS) mail to Simple Mail Transfer Protocol
(SMTP) for TCP/IP delivery.(SMTP) for TCP/IP delivery.

Gateway Advantages

The advantages of a gateway are described below.
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Gateway

Gateway Disadvantages

Disadvantages of gateways are presented below.
Protocol conversion is a software-intensive (slow) process, different for each specific pairProtocol conversion is a software-intensive (slow) process, different for each specific pair
of protocol stacks. A gateway receives frames from one communications architecture, andof protocol stacks. A gateway receives frames from one communications architecture, and
must convert them to another architecture by building new headers for every layer of themust convert them to another architecture by building new headers for every layer of the
protocol stack.protocol stack.

When to Use Gateways

Gateways are necessary to connect any two networks that use different
communications architectures. For example, we must use a gateway to convert
electronic mail (e-mail) as it moves between SNA and TCP/IP environments.
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Gateway ConsiderationsGateway Considerations
When analyzing gateways in an existing network, considerWhen analyzing gateways in an existing network, consider
the following factors:the following factors:

 What you get in the base configurationWhat you get in the base configuration
 Hardware upgrade costsHardware upgrade costs
 Software upgrade costsSoftware upgrade costs
 System System architecuresarchitecures supported supported
 Network management capabilitiesNetwork management capabilities
 Performance characteristicsPerformance characteristics
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2 2 ––  Network Performance Concepts  Network Performance Concepts

      IntroductionIntroduction

 In the Analysis phase, we take precise measurements of networkIn the Analysis phase, we take precise measurements of network
performance and load.performance and load.

 However, before we can start measuring, we must have some idea ofHowever, before we can start measuring, we must have some idea of
what to look for.what to look for.

 This discussion introduces and explains the major concepts and termsThis discussion introduces and explains the major concepts and terms
used to understand network performance.used to understand network performance.

 The overriding concept of network analysis is the idea of a "bottleneck": aThe overriding concept of network analysis is the idea of a "bottleneck": a
point, or combination of points, that restricts or reduces the flow of data.point, or combination of points, that restricts or reduces the flow of data.

 Here we describe factors that can cause a network component toHere we describe factors that can cause a network component to
become a bottleneck, and shows you what to look for when hunting forbecome a bottleneck, and shows you what to look for when hunting for
bottlenecks.bottlenecks.

 Key PointKey Point
Any part of a network may become a bottleneck.Any part of a network may become a bottleneck.
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Response Time, Delay, and Latency
• Response time, delay, and latency are interrelated terms. Each attribute has an impact on
the performance of a network, and each is based on time. Instead of simply defining each
term, it is helpful to also illustrate each concept with some examples.
•  Response time is the total time it takes to receive a response after a request for a service
has been initiated. It is often used in reference to interactive terminals requesting information
from a host computer.

For example, response time is the time that passes between the moment a
user presses the ENTER key and the moment a full screen of data is
returned to that terminal. It is the time necessary for the user's request to
travel through the network to a host, and for the host's response to travel
back.

Response Time in a Master/Slave Configurations
•  The Response Time Components (Traditional IBM Network) Diagram illustrates typical
response time components in a traditional IBM network.

•As you can see in the diagram, response time is the sum of the time necessary for data to
pass through each component of a network.

•Each device, communication link, and process adds its own delay to the overall response
time. Some of the most common factors in response time are described below:
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Response Time Components (Traditional IBM Network)
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 Polling DelayPolling Delay
 Polling is a method used to control communication between aPolling is a method used to control communication between a

master and slave node in an unbalanced data communicationmaster and slave node in an unbalanced data communication
configuration.configuration.

 If a slave device (dumb terminal) has data to send, it must waitIf a slave device (dumb terminal) has data to send, it must wait
until it is polled by the master device (upstream controller oruntil it is polled by the master device (upstream controller or
host) before it can send data.host) before it can send data.

 Link DelayLink Delay
 Link delays describe the speed at which data can beLink delays describe the speed at which data can be

transferred across a communications link.transferred across a communications link.
 The higher the link speed, the faster data can travel, and theThe higher the link speed, the faster data can travel, and the

lower the delay. Common link speeds in this traditional IBMlower the delay. Common link speeds in this traditional IBM
network configuration are 9.6 or 19.2 Kbps.network configuration are 9.6 or 19.2 Kbps.

•Component Latency
Latency is the amount of time it takes a network device, such as a
bridge or router, to analyze and retransmit a received packet.

Devices that make simple forwarding decisions, such as switches
or bridges, have lower latency than devices that perform complex
processing, such as routers or gateways.
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 CPU DelayCPU Delay
 Central processing unit (CPU) delay describes the time it takes theCentral processing unit (CPU) delay describes the time it takes the

server CPU to process a request from the network.server CPU to process a request from the network.
 In general, the busier the CPU is, the longer it will take to processIn general, the busier the CPU is, the longer it will take to process

the request.the request.

•  NIC Delay
Different types of NICs introduce various delays. After a client
application requests network access, there is a delay while the client
NIC processes the request and transmits the data over the physical
medium.

•  Physical Media Delay
Response time also depends on the transmission speed of the
particular LAN architecture. It will take longer for data to traverse a
4-Mbps Token Ring network than a 100-Mbps FDDI network.
It will also take longer to transfer a file using small frame sizes
versus larger frame sizes because of the amount of overhead
(header and trailer) required for each frame.
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• Server Delay
- Depending on the processor speed of the server and the average
number of requests the server has to process, server response time may
vary widely.
- Other factors in server delay are queue delays and disk access delays.

• Public Network Delay
When request/response traffic travels over a public WAN, response times
can vary drastically.

- For example, wide response time variations can occur when using
the Internet, even to the point of losing connections because
intermediate links "time out" and no longer stay in session.

- Network delays of this type are very hard to predict, and often vary
according to the time of day (as overall Internet traffic increases or
decreases). The Public Network Delay Diagram Illustrates this
concept.
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Public Network Delay
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3 - Estimating Traffic Volumes and Patterns3 - Estimating Traffic Volumes and Patterns
IntroductionIntroduction

 In this step of the Analysis phase, we examine the total volumes ofIn this step of the Analysis phase, we examine the total volumes of
network traffic, as well as individual traffic patterns, or flows, that mightnetwork traffic, as well as individual traffic patterns, or flows, that might
indicate performance bottlenecks.indicate performance bottlenecks.

 Here we introduce the fundamental concepts used to describe networkHere we introduce the fundamental concepts used to describe network
traffic.traffic.

 We then apply those concepts to estimate a network's current traffic andWe then apply those concepts to estimate a network's current traffic and
capacity needs, based on user and application requirements.capacity needs, based on user and application requirements.

 Estimates of traffic volume and directional patterns give us insight into theEstimates of traffic volume and directional patterns give us insight into the
general performance characteristics of a network.general performance characteristics of a network.

 This broad understanding will guide the more exact traffic measurementsThis broad understanding will guide the more exact traffic measurements
to come later in this phase.to come later in this phase.

 These estimates, plus the later measurements, will provide importantThese estimates, plus the later measurements, will provide important
input to the Logical Design phase.input to the Logical Design phase.

 Key PointKey Point
Traffic estimates and traffic measurements are both essential partsTraffic estimates and traffic measurements are both essential parts
of a traffic analysis.of a traffic analysis.
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Traffic DirectionTraffic Direction
 Although it is important to know the traffic volume at keyAlthough it is important to know the traffic volume at key

points in a network, it can be just as important to understandpoints in a network, it can be just as important to understand
the directions in which the traffic flows.the directions in which the traffic flows.

 That's because the direction of traffic can strongly determineThat's because the direction of traffic can strongly determine
the amount of traffic on various network segments.the amount of traffic on various network segments.

 Directional traffic patterns are based on three methods ofDirectional traffic patterns are based on three methods of
communication between endpoints:communication between endpoints:

 Peer-to-peerPeer-to-peer
 Client-to-serverClient-to-server
 Server-to-clientServer-to-client

 Each network node communicates in one or more of theseEach network node communicates in one or more of these
modes, depending on network resources, node, andmodes, depending on network resources, node, and
application capabilities.application capabilities.
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Peer-to-Peer TrafficPeer-to-Peer Traffic
 Peer-to-peer traffic is traffic typically seen between similar nodesPeer-to-peer traffic is traffic typically seen between similar nodes

(clients). The communicating nodes have similar application and(clients). The communicating nodes have similar application and
communications capabilities, and each node is just as likely as any othercommunications capabilities, and each node is just as likely as any other
to communicate with another node in the network.to communicate with another node in the network.

 A common example of peer-to-peer communications is file sharing betweenA common example of peer-to-peer communications is file sharing between
workstations. There is no obvious source or destination traffic pattern, peer-to-workstations. There is no obvious source or destination traffic pattern, peer-to-
peer traffic does not tend to create directional flow patterns. The Peer-to-Peerpeer traffic does not tend to create directional flow patterns. The Peer-to-Peer
Traffic Diagram illustrates this concept.Traffic Diagram illustrates this concept.

Peer-to-peer Traffic



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 126126

Client-to-Server and Server-to-Client TrafficClient-to-Server and Server-to-Client Traffic
 Client-to-server traffic, as the name implies, describes communicationClient-to-server traffic, as the name implies, describes communication

between any end nodes (clients) and a shared resource (server).between any end nodes (clients) and a shared resource (server).
  A client may be any type of node that needs access to a common A client may be any type of node that needs access to a common

resource, such as a central database.resource, such as a central database.
 Servers vary in size and functionality, and can be anything from a PC-Servers vary in size and functionality, and can be anything from a PC-

based server, to a midrange computer, to a mainframe.based server, to a midrange computer, to a mainframe.
 Client-to-server traffic is depicted on the Client-to-Server TrafficClient-to-server traffic is depicted on the Client-to-Server Traffic

Diagram.Diagram.

Client-to-Server Traffic
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4 - Taking Baseline Measurements of LAN Traffic4 - Taking Baseline Measurements of LAN Traffic

IntroductionIntroduction
 In the last discussion, we estimated traffic based on information gathered fromIn the last discussion, we estimated traffic based on information gathered from

the network users. The the network users. The traffic estimates servetraffic estimates serve as  as a rough guide for the morea rough guide for the more
exact process called "exact process called "baseliningbaselining."."

 BaseliningBaselining (also called "benchmarking") (also called "benchmarking") documents the performance of a documents the performance of a
network by measuring its capacity and standard operating efficiency.network by measuring its capacity and standard operating efficiency.

 These measurements can identify long-term trends in network operations andThese measurements can identify long-term trends in network operations and
their impact on network performance.their impact on network performance.

 BaseliningBaselining  can be used with traffic estimation, as previously described in, or ascan be used with traffic estimation, as previously described in, or as
an alternative to estimates.an alternative to estimates.

 Taking baseline measurements requires special monitoring equipment andTaking baseline measurements requires special monitoring equipment and
applications.applications.

 Because both of these are expensive, Because both of these are expensive, many small organizations skip this stepmany small organizations skip this step
and rely on estimates alone.and rely on estimates alone. However, whenever possible, it is best to use both However, whenever possible, it is best to use both
estimating and estimating and baseliningbaselining..
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Tools for Testing ActivityTools for Testing Activity

 If you have an existing LAN, you can probably get detailed reports from theIf you have an existing LAN, you can probably get detailed reports from the
network operating system (NOS) vendor as to the theoretical capacity of thenetwork operating system (NOS) vendor as to the theoretical capacity of the
NOS.NOS.

 Many Many NOSsNOSs run these reports as Value Added Processes ( run these reports as Value Added Processes (VAPsVAPs) or, as in) or, as in
the case with Novell's NetWare, NetWare Loadable Modules (the case with Novell's NetWare, NetWare Loadable Modules (NLMsNLMs).).

 Another traffic measuring tool is a LAN analyzer such as NetworkAnother traffic measuring tool is a LAN analyzer such as Network
Associates' Associates' SnifferSniffer, Hewlett-Packard's LAN Advisor, or Novell's , Hewlett-Packard's LAN Advisor, or Novell's LANalyzerLANalyzer..
SnifferSniffer, Advisor, and , Advisor, and LANalyzerLANalyzer can record traffic over a given period of can record traffic over a given period of
time.time.

 You can also purchase LAN software emulation packages that monitorYou can also purchase LAN software emulation packages that monitor
networks from a PC. These packages provide tools for:networks from a PC. These packages provide tools for:

 Network mappingNetwork mapping
 Physical network managementPhysical network management
 Network designNetwork design
 Network planning and simulationNetwork planning and simulation
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Measuring Shared Resource UtilizationMeasuring Shared Resource Utilization
 Shared resources are network elements, such as Shared resources are network elements, such as servers and printers, that are shared byservers and printers, that are shared by

multiple users.multiple users.

 It is often necessary to measure the utilization of such components when analyzing aIt is often necessary to measure the utilization of such components when analyzing a
problem or estimating the usage of an individual component.problem or estimating the usage of an individual component.

 Normally, Normally, a problem arises between multiple clients and a specific server, the networka problem arises between multiple clients and a specific server, the network
is suspected firstis suspected first. However, . However, the server could also be a network bottleneckthe server could also be a network bottleneck..

 If the designer does not understand If the designer does not understand the interrelationships between clients, network, andthe interrelationships between clients, network, and
server, this can lead to an incorrect solution.server, this can lead to an incorrect solution.

 Typically, only the components that contribute the most delay are used in response timeTypically, only the components that contribute the most delay are used in response time
calculations. However, any of the following items, on the sending station, receiving station,calculations. However, any of the following items, on the sending station, receiving station,
or both, can cause network performance problems:or both, can cause network performance problems:

 ApplicationApplication
 CPU/clock speedCPU/clock speed
 Input/output (I/O) bus type and data rateInput/output (I/O) bus type and data rate
 Operating system (OS) typeOperating system (OS) type
 Number of tasks running (CPU utilization)Number of tasks running (CPU utilization)
 Amount of memoryAmount of memory
 NIC delayNIC delay
 LAN link delayLAN link delay
 WAN link delayWAN link delay
 Protocol stackProtocol stack
 Internetworking device latencyInternetworking device latency
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Measurement ToolsMeasurement Tools

 Each OS offers different ways to measure theEach OS offers different ways to measure the
utilization of shared resources.utilization of shared resources.

 Command-line tools such as the System ActivityCommand-line tools such as the System Activity
Report (SAR) are often used on a UNIX system toReport (SAR) are often used on a UNIX system to
measure CPU utilization.measure CPU utilization.

 On a platform such as Windows NT Server, severalOn a platform such as Windows NT Server, several
graphical user interface (GUI)-based tools cangraphical user interface (GUI)-based tools can
display the performance of the server and thedisplay the performance of the server and the
attached network:attached network:

 PeformancePeformance Monitor Monitor
 Task ManagerTask Manager
 Network MonitorNetwork Monitor
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5 - Developing A Traffic Specification Document5 - Developing A Traffic Specification Document

IntroductionIntroduction
 The Requirements Specification served as the output of the Requirements Gathering phase, andThe Requirements Specification served as the output of the Requirements Gathering phase, and

the input of the Analysis phase. Similarly, the Traffic Specification is the main deliverable of thethe input of the Analysis phase. Similarly, the Traffic Specification is the main deliverable of the
Analysis phase.Analysis phase.

 Together, the Traffic Specification and Requirements Specification provide the two essentialTogether, the Traffic Specification and Requirements Specification provide the two essential
inputs into the Logical Design phase.inputs into the Logical Design phase.

 The Requirements Specification describes what the new network should do in the future, and theThe Requirements Specification describes what the new network should do in the future, and the
Traffic Specification describes what the current network is doing now.Traffic Specification describes what the current network is doing now.

 The Traffic Specification documents network traffic volumes (estimated or measured), as well asThe Traffic Specification documents network traffic volumes (estimated or measured), as well as
any traffic patterns or performance statistics that might indicate bottlenecks.any traffic patterns or performance statistics that might indicate bottlenecks.

 The goal of this document is to accurately summarize what you have learned during your analysisThe goal of this document is to accurately summarize what you have learned during your analysis
of the existing network, and make design recommendations based on that knowledge and theof the existing network, and make design recommendations based on that knowledge and the
Requirements Specification.Requirements Specification.

 The Traffic Specification provides the evidence to support later design choices, such as newThe Traffic Specification provides the evidence to support later design choices, such as new
equipment or segmentation strategies. It is the second design document that management willequipment or segmentation strategies. It is the second design document that management will
formally approve, thus, like the Requirements Specification, it must be both accurate and to theformally approve, thus, like the Requirements Specification, it must be both accurate and to the
point. Most important, it must describe technical issues in terms that non-technical managers canpoint. Most important, it must describe technical issues in terms that non-technical managers can
understand and evaluate.understand and evaluate.

 Key PointKey Point
The Traffic Specification documents network performance, identifies problems, andThe Traffic Specification documents network performance, identifies problems, and
recommends design goals.recommends design goals.
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Preparing the DataPreparing the Data

 Like the Requirements Gathering phase, the Analysis phase also creates a large mass of raw data:Like the Requirements Gathering phase, the Analysis phase also creates a large mass of raw data:
 user traffic estimatesuser traffic estimates
 traffic measurementstraffic measurements
 resource utilization statistics and more.resource utilization statistics and more.

 Thus, like the Requirements Specification, the Traffic Specification must summarize all this data in a formThus, like the Requirements Specification, the Traffic Specification must summarize all this data in a form
that reveals patterns to both the design team and management.that reveals patterns to both the design team and management.

 You can process traffic estimates and measurements using the same spreadsheet applications used toYou can process traffic estimates and measurements using the same spreadsheet applications used to
summarize your requirements data. Better yet, good network analysis tools can conveniently summarizesummarize your requirements data. Better yet, good network analysis tools can conveniently summarize
data in tables and graphs.data in tables and graphs.

 A good Traffic Specification also includes network diagrams. You can use almost any drawing software toA good Traffic Specification also includes network diagrams. You can use almost any drawing software to
produce these, but a technical drawing application such as Visio can be a real time-saver.produce these, but a technical drawing application such as Visio can be a real time-saver.

 Later on, your Physical Design documents will require diagrams drawn to scale. You will save time in theLater on, your Physical Design documents will require diagrams drawn to scale. You will save time in the
long run if you start your early drawings in an application that offers good measurement and scalinglong run if you start your early drawings in an application that offers good measurement and scaling
features.features.

 Preserve all of your analysis data, just as you saved the raw requirements. Managers are often morePreserve all of your analysis data, just as you saved the raw requirements. Managers are often more
inclined to trust a summary when they read the line, "All source data may be reviewed at your request."inclined to trust a summary when they read the line, "All source data may be reviewed at your request."
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Components of a Traffic SpecificationComponents of a Traffic Specification

 A Traffic Specification documents the current stateA Traffic Specification documents the current state
of the network: its configuration, internetworkingof the network: its configuration, internetworking
devices, traffic levels, and utilization of shareddevices, traffic levels, and utilization of shared
resources. It may include some or all of theresources. It may include some or all of the
following major elements:following major elements:

Executive OverviewExecutive Overview
Overview of the Analysis PhaseOverview of the Analysis Phase
Summary of Analysis DataSummary of Analysis Data
Recommended Design ObjectivesRecommended Design Objectives
Approval SectionApproval Section



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 134134

1 - Overview of the Logical Design Phase1 - Overview of the Logical Design Phase

IntroductionIntroduction
 During the Logical Design phase, a network designer uses informationDuring the Logical Design phase, a network designer uses information

learned in the two previous phases to choose the technologies that willlearned in the two previous phases to choose the technologies that will
fulfill the network requirements. However, a good logical design is muchfulfill the network requirements. However, a good logical design is much
more than a simple shopping list.more than a simple shopping list.

 It is a comprehensive plan that considers every aspect of the networkIt is a comprehensive plan that considers every aspect of the network
and the business it serves.and the business it serves.

 Here we present an overview of the Logical Design phase, then focusesHere we present an overview of the Logical Design phase, then focuses
on each of the main factors a network designer must consider.on each of the main factors a network designer must consider.

Key PointKey Point
You cannot have it all. A good network design makes trade-offsYou cannot have it all. A good network design makes trade-offs
based on design priorities.based on design priorities.

3: Logical Network Design
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Establishing Design GoalsEstablishing Design Goals

 Given that every organization and network are unique,Given that every organization and network are unique,
network design goals vary from organization to organization.network design goals vary from organization to organization.

 However, all design goals strive to satisfy requirements,However, all design goals strive to satisfy requirements,
defined in the Requirements Specification, and deliverdefined in the Requirements Specification, and deliver
certain levels of service. For example, design goals mightcertain levels of service. For example, design goals might
include:include:

 Minimize operational costsMinimize operational costs
 Increase overall performanceIncrease overall performance
 Simplify user-level operation Increase securitySimplify user-level operation Increase security
 Add adaptability and flexibilityAdd adaptability and flexibility
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Design Factors and Trade-offsDesign Factors and Trade-offs

 Networks are designed to fulfill a business need, whether it is the initialNetworks are designed to fulfill a business need, whether it is the initial
implementation of a network or an upgrade in response to userimplementation of a network or an upgrade in response to user
demands for better service.demands for better service.

 Both types of designs must consider several factors, as shown on theBoth types of designs must consider several factors, as shown on the
Network Design Factors Diagram.Network Design Factors Diagram.

Network Design Factors
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 Design factors sometimes contradict each other, thusDesign factors sometimes contradict each other, thus
network design is all about establishing priorities and makingnetwork design is all about establishing priorities and making
trade-offs.trade-offs.

 Typically, there are many ways to solve a problem; therefore,Typically, there are many ways to solve a problem; therefore,
trade-offs occur at many points throughout the designtrade-offs occur at many points throughout the design
process.process.

 Much of the work designing a network concerns recognizingMuch of the work designing a network concerns recognizing
conflicting goals and optimizing the design to reconcile them.conflicting goals and optimizing the design to reconcile them.
Consider the trade-offs for the following goals:Consider the trade-offs for the following goals:

 Minimize operational costsMinimize operational costs
 Minimize installation costsMinimize installation costs
 Maximize performanceMaximize performance
 Maximize adaptabilityMaximize adaptability
 Maximize securityMaximize security
 Maximize reliabilityMaximize reliability
 Minimize downtimeMinimize downtime

As you can see, regardless of the design goal, a trade-offAs you can see, regardless of the design goal, a trade-off
usually exists.usually exists.
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Evaluating Network ServicesEvaluating Network Services

 Before you make technology choices, youBefore you make technology choices, you
must consider the services the networkmust consider the services the network
should provide. In other words, first decideshould provide. In other words, first decide
what to dowhat to do, then , then decide how to do it.decide how to do it.

 A wide variety of network services may needA wide variety of network services may need
to be considered during this phase, andto be considered during this phase, and
these services will vary from design tothese services will vary from design to
design. However, two key network servicesdesign. However, two key network services
that most designers must consider are:that most designers must consider are:

Network managementNetwork management
Network securityNetwork security
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Network ManagementNetwork Management

Network management can be divided into several different categories based on the need inNetwork management can be divided into several different categories based on the need in
a particular network. Considerations include:a particular network. Considerations include:

TroubleshootingTroubleshooting

The need for troubleshooting tools varies with the size of the network. Small networks canThe need for troubleshooting tools varies with the size of the network. Small networks can
usually get along with the troubleshooting tools provided by the network operating systemsusually get along with the troubleshooting tools provided by the network operating systems
((NOSsNOSs), plus a few individual products. Large, widely dispersed networks usually require), plus a few individual products. Large, widely dispersed networks usually require
more sophisticated products that support remote troubleshooting.more sophisticated products that support remote troubleshooting.

Configuration and ReconfigurationConfiguration and Reconfiguration

It can be time consuming and expensive to manually upgrade operating systems (It can be time consuming and expensive to manually upgrade operating systems (OSsOSs) or) or
applications at each desktop. Network management tools and policies that can configureapplications at each desktop. Network management tools and policies that can configure
and reconfigure a network and its workstations can be a worthwhile investment.and reconfigure a network and its workstations can be a worthwhile investment.

MonitoringMonitoring

The need for monitoring features also varies with network size and complexity. Do youThe need for monitoring features also varies with network size and complexity. Do you
simply want to be notified of catastrophes, or do you want a monitoring service to watch forsimply want to be notified of catastrophes, or do you want a monitoring service to watch for
potential problems or opportunities for improvement?potential problems or opportunities for improvement?
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Network SecurityNetwork Security

Before designing complex security systems, network designers should take the following steps to determine the optimumBefore designing complex security systems, network designers should take the following steps to determine the optimum
level of a network's security services:level of a network's security services:

Identify Systems That Need ProtectionIdentify Systems That Need Protection

Identify potential network weaknesses that threaten your critical systems, but remember that only some data andIdentify potential network weaknesses that threaten your critical systems, but remember that only some data and
applications are mission-critical or confidential. Instead of spreading your security budget thinly over the entire business,applications are mission-critical or confidential. Instead of spreading your security budget thinly over the entire business,
discover where you should focus a more intense effort.discover where you should focus a more intense effort.

Conduct a Risk AnalysisConduct a Risk Analysis

Review network access and auditing procedures, and other established company guidelines, for security loopholes thatReview network access and auditing procedures, and other established company guidelines, for security loopholes that
could provide intruders or employees unauthorized access to information or resources. If possible, close the loopholescould provide intruders or employees unauthorized access to information or resources. If possible, close the loopholes
immediately; if not, add that information to the Requirements Specification.immediately; if not, add that information to the Requirements Specification.

Keep it SimpleKeep it Simple

Some sophisticated security implementations are not worth the extra expense. Physical security, such as locks, is nearlySome sophisticated security implementations are not worth the extra expense. Physical security, such as locks, is nearly
always inexpensive and easy to accomplish.always inexpensive and easy to accomplish.

After considering these points, the network designer should understand the company's optimum security level, and haveAfter considering these points, the network designer should understand the company's optimum security level, and have
specific ideas about the actions and policies necessary to achieve that level. Network and system managers must thenspecific ideas about the actions and policies necessary to achieve that level. Network and system managers must then
develop a security plan that identifies the technologies, procedures, and policies that will solve each of the identifieddevelop a security plan that identifies the technologies, procedures, and policies that will solve each of the identified
security problems.security problems.

The security plan must be compatible with the political structure and culture of the organization. In other words, securityThe security plan must be compatible with the political structure and culture of the organization. In other words, security
procedures must not be so strict or complex that they interfere with people's work. A security program is certain to fail if itprocedures must not be so strict or complex that they interfere with people's work. A security program is certain to fail if it
ignores the corporate climate or working style of its users. People tend to take the path of least resistance; if securityignores the corporate climate or working style of its users. People tend to take the path of least resistance; if security
procedures become just another obstacle, employees will find ways to circumvent them to get their jobs done.procedures become just another obstacle, employees will find ways to circumvent them to get their jobs done.
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Evaluate Technology OptionsEvaluate Technology Options

Each type of network technology includes characteristicsEach type of network technology includes characteristics
that should be considered in light of the requirements andthat should be considered in light of the requirements and
existing network situation. These characteristics fall intoexisting network situation. These characteristics fall into
three main categories:three main categories:

 Broadcast (background) trafficBroadcast (background) traffic
 Connection typeConnection type
 ScalabilityScalability
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Making Technology ChoicesMaking Technology Choices

 Choosing specific technologies requires a detailedChoosing specific technologies requires a detailed
consideration of the relative advantages and disadvantagesconsideration of the relative advantages and disadvantages
of each approach.of each approach.

 Therefore, each of the next seven lessons focuses on aTherefore, each of the next seven lessons focuses on a
different type of technology, highlighting points to considerdifferent type of technology, highlighting points to consider
in a logical network design.in a logical network design.

 Working our way up from the Physical Layer, here weWorking our way up from the Physical Layer, here we
discuss:discuss:

 Physical Layer considerationsPhysical Layer considerations
 Internetworking devicesInternetworking devices
 WAN performanceWAN performance
 Network managementNetwork management
 TCP/IP addressingTCP/IP addressing
 SecuritySecurity
 FirewallsFirewalls
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2 - Physical Layer Considerations2 - Physical Layer Considerations
IntroductionIntroduction
 The first choice of the Logical Design phase is the network's PhysicalThe first choice of the Logical Design phase is the network's Physical

Layer technologies: the type of cabling and Layer technologies: the type of cabling and NICsNICs it will use. it will use.
  In a network upgrade project, you must determine whether the existing In a network upgrade project, you must determine whether the existing

physical transmission hardware will continue to do the job, or if it must bephysical transmission hardware will continue to do the job, or if it must be
replaced.replaced.

 Key PointKey Point
Physical Layer design decisions involve choices of transmissionPhysical Layer design decisions involve choices of transmission
media and media and NICsNICs..

Using the Requirements and Traffic Specifications as a GuideUsing the Requirements and Traffic Specifications as a Guide
 Before you begin to evaluate various Physical Layer options, review theBefore you begin to evaluate various Physical Layer options, review the

recommendations that summarized your Requirements Specification andrecommendations that summarized your Requirements Specification and
Traffic Specification.Traffic Specification.

 Focus on those requirements that can be met, partially or totally, by aFocus on those requirements that can be met, partially or totally, by a
particular choice of Physical Layer technology.particular choice of Physical Layer technology.
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Network Interface Cards (Network Interface Cards (NICsNICs))

A computer's NIC is a big design consideration, because a NIC must be compatible
with a network's physical medium, topology, and MAC-layer protocol. The NIC
Characteristics Table lists characteristics to consider when choosing a NIC, or
deciding whether your existing NICs meet your requirements.

NIC Characteristics
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Check current vendor specifications.Check current vendor specifications.Price/FunctionPrice/Function

VINEsVINEs, NetWare, , NetWare, AppletalkAppletalk, Microsoft Windows NT, etc., Microsoft Windows NT, etc.O/S SupportedO/S Supported

10Base2, 10BaseT, UTP, STP, Optical10Base2, 10BaseT, UTP, STP, OpticalMedia TypeMedia Type

4, 10, 16, and 100 Mbps, 1 4, 10, 16, and 100 Mbps, 1 GbpsGbpsData RateData Rate

8, 16, and 32 bit8, 16, and 32 bitBus SizeBus Size

8, 16, and 32 Kbps8, 16, and 32 KbpsRAM Buffer SizeRAM Buffer Size

MCA, ISA, EISA, PCI, MCA, ISA, EISA, PCI, NuBusNuBus, VME, USB, VME, USBComputer Bus SupportedComputer Bus Supported

Ethernet, FDDI, Fast Ethernet, Gigabit Ethernet, Ethernet, FDDI, Fast Ethernet, Gigabit Ethernet, ArcnetArcnet, ISDN, Token Ring, ISDN, Token RingLANs SupportedLANs Supported

NIC Characteristics
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3 - Internetworking Device Considerations3 - Internetworking Device Considerations

IntroductionIntroduction

 A logical network design must specify the type of internetworking devices that willA logical network design must specify the type of internetworking devices that will
connect segments of a LAN, or link multiple LANs over wide area links. Theseconnect segments of a LAN, or link multiple LANs over wide area links. These
devices nearly always work in combinations, thus here we present a series ofdevices nearly always work in combinations, thus here we present a series of
examples illustrating how internetworking devices work together in successful designexamples illustrating how internetworking devices work together in successful design
solutions. The examples that follow discuss the benefits and limitations of solutions. The examples that follow discuss the benefits and limitations of usingusing
hubs, switches, and routers in workgroup, backbone, and WAN environments.hubs, switches, and routers in workgroup, backbone, and WAN environments.

 Every network is different, with unique design goals and operational requirements;Every network is different, with unique design goals and operational requirements;
therefore, the examples presented here are not recommended solutions for specifictherefore, the examples presented here are not recommended solutions for specific
problems. As a network designer, you must determine your own priorities and use theproblems. As a network designer, you must determine your own priorities and use the
appropriate technologies to achieve your individual design objectives.appropriate technologies to achieve your individual design objectives.

 The efficiency of a network ultimately depends on the elements and components youThe efficiency of a network ultimately depends on the elements and components you
choose. Therefore, the selection of internetworking devices is not a trivialchoose. Therefore, the selection of internetworking devices is not a trivial
undertaking. To achieve well-managed growth, you must carefully consider bothundertaking. To achieve well-managed growth, you must carefully consider both
current user needs and estimated future requirements.current user needs and estimated future requirements.

Key PointKey Point
Networks can be segmented with switches, routers, or both.Networks can be segmented with switches, routers, or both.
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Workgroup EnvironmentsWorkgroup Environments

A workgroup is a collection of users that share computing resources.A workgroup is a collection of users that share computing resources.
Workgroups may be large or small, located in the same building or dispersedWorkgroups may be large or small, located in the same building or dispersed
across a campus, and have permanent or project-based membership.across a campus, and have permanent or project-based membership.

The Typical Hub Workgroup Diagram shows a typical workgroup environmentThe Typical Hub Workgroup Diagram shows a typical workgroup environment
prior to the installation of an internetworking device. Although the diagram showsprior to the installation of an internetworking device. Although the diagram shows
only two standard hubs, the actual workgroup may contain from 10 to 20 hubsonly two standard hubs, the actual workgroup may contain from 10 to 20 hubs
that support more than 200 users.that support more than 200 users.

Typical Hub Workgroup
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Routing SolutionRouting Solution

The Router Implementation Diagram presents the workgroup topology in theThe Router Implementation Diagram presents the workgroup topology in the
unlikely event that the network manager elects to use a router. Although very fewunlikely event that the network manager elects to use a router. Although very few
network administrators would actually consider a router for this application, wenetwork administrators would actually consider a router for this application, we
will discuss this potential solution to illustrate the differences between installing awill discuss this potential solution to illustrate the differences between installing a
switch and a router.switch and a router.

Router Implementation
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 The router is configured with a dedicated high-speedThe router is configured with a dedicated high-speed
interface for the server and a large number of standardinterface for the server and a large number of standard
Ethernet interfaces assigned to each hub segment andEthernet interfaces assigned to each hub segment and
power user.power user.

 By installing a router, the network administrator divides theBy installing a router, the network administrator divides the
large broadcast/collision domain into several smallerlarge broadcast/collision domain into several smaller
broadcast/collision domains. Each small domain will noticebroadcast/collision domains. Each small domain will notice
improved traffic performance between nodes in the sameimproved traffic performance between nodes in the same
domain.domain.

 However, there are two reasons why a router is not the bestHowever, there are two reasons why a router is not the best
economical or technological choice for this application. First,economical or technological choice for this application. First,
it is more expensive than a switch.it is more expensive than a switch.

 The router has a higher initial cost per port, and the long-The router has a higher initial cost per port, and the long-
term management expenditures will be greater. Second, theterm management expenditures will be greater. Second, the
router is more complex than necessary.router is more complex than necessary.

 The levels of broadcast traffic likely do not justify theThe levels of broadcast traffic likely do not justify the
additional complexity of separate broadcast domainsadditional complexity of separate broadcast domains
created by dividing the workgroup into created by dividing the workgroup into subnetworkssubnetworks..
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Switching SolutionSwitching Solution
The Switched Workgroup Diagram shows the same workgroup after aThe Switched Workgroup Diagram shows the same workgroup after a
LAN switch is installed. In the switched environment, one broadcastLAN switch is installed. In the switched environment, one broadcast
domain is divided into four separate 10 Mbps collision domains.domain is divided into four separate 10 Mbps collision domains.
Dedicated 10 Mbps access for servers and power users eliminatesDedicated 10 Mbps access for servers and power users eliminates
media access contention for those nodes. Power users can bemedia access contention for those nodes. Power users can be
connected right at the switch.connected right at the switch.

Switched Workgroup
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Physical SegmentationPhysical Segmentation
The Physical Segmentation Diagram illustrates how a router physicallyThe Physical Segmentation Diagram illustrates how a router physically
segments a network into broadcast domains. In this example, the networksegments a network into broadcast domains. In this example, the network
administrator installs a router as an insurance policy to guard againstadministrator installs a router as an insurance policy to guard against
effects of a broadcast storm that would bring down the entire network.effects of a broadcast storm that would bring down the entire network.

Physical Segmentation
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Logical SegmentationLogical Segmentation

A more flexible way to divide a network into broadcast domains is by using a router to connectA more flexible way to divide a network into broadcast domains is by using a router to connect
separate virtual local area networks (separate virtual local area networks (VLANsVLANs) created with switches. A VLAN, in its simplest) created with switches. A VLAN, in its simplest
form, allows the creation of virtual broadcast domains within a switched environment,form, allows the creation of virtual broadcast domains within a switched environment,
irrespective of the physical infrastructure. With irrespective of the physical infrastructure. With VLANsVLANs, the network administrator can define a, the network administrator can define a
workgroup based on a logical grouping of individual workstations rather than physical networkworkgroup based on a logical grouping of individual workstations rather than physical network
connections. Traffic within a VLAN is switched at wire speed among members of the VLAN. Aconnections. Traffic within a VLAN is switched at wire speed among members of the VLAN. A
router forwards traffic between different router forwards traffic between different VLANsVLANs..

In the Routing and In the Routing and VLANsVLANs Diagram, the ports of each switch are configured as members of Diagram, the ports of each switch are configured as members of
either VLAN 1 or VLAN 2. If an end station transmits broadcast or multicast traffic, the traffic iseither VLAN 1 or VLAN 2. If an end station transmits broadcast or multicast traffic, the traffic is
forwarded only to ports in the source station's VLAN. Traffic that must flow between the twoforwarded only to ports in the source station's VLAN. Traffic that must flow between the two
VLANsVLANs is forwarded by the router, which provides security and traffic management. The is forwarded by the router, which provides security and traffic management. The
illustration shows a dedicated router; however, a combination switch/router device may alsoillustration shows a dedicated router; however, a combination switch/router device may also
perform the routing function.perform the routing function.

Routing and VLANs
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Router/Switch Selection SummaryRouter/Switch Selection Summary

Either a switch or a router can be deployed to segment aEither a switch or a router can be deployed to segment a
LAN and provide additional bandwidth. If the applicationLAN and provide additional bandwidth. If the application
needs support for redundant paths, intelligent packetneeds support for redundant paths, intelligent packet
forwarding, or WAN access, a router is required. If theforwarding, or WAN access, a router is required. If the
application requires only increased bandwidth to ease aapplication requires only increased bandwidth to ease a
traffic bottleneck, a switch is likely the better choice.traffic bottleneck, a switch is likely the better choice.
Because a switch is a special-purpose device, it providesBecause a switch is a special-purpose device, it provides
wire-speed packet throughput for a lower cost per port thanwire-speed packet throughput for a lower cost per port than
a router.a router.

The cost for a given level of performance is the major factorThe cost for a given level of performance is the major factor
in the decision between a switch or a router in a workgroupin the decision between a switch or a router in a workgroup
environment. Network designers must determine whetherenvironment. Network designers must determine whether
there are other requirements, such as redundancy, security,there are other requirements, such as redundancy, security,
or the need to limit broadcast traffic, that justify the extraor the need to limit broadcast traffic, that justify the extra
expense and complexity of deploying a router within aexpense and complexity of deploying a router within a
workgroup environment.workgroup environment.
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Bandwidth ManagementBandwidth Management
 Bandwidth management features control traffic atBandwidth management features control traffic at

the core, allowing network administrators tothe core, allowing network administrators to
improve network performance while enforcingimprove network performance while enforcing
traffic flows and other network policies.traffic flows and other network policies.

 There are two reasons why traditional Layer 2There are two reasons why traditional Layer 2
switches cannot efficiently distribute and controlswitches cannot efficiently distribute and control
bandwidth across a LAN.bandwidth across a LAN.

 First, they may be based on ASIC technology,First, they may be based on ASIC technology,
and lack the flexibility and complex functionalityand lack the flexibility and complex functionality
required for bandwidth management.required for bandwidth management.

 Second, they may be general-purpose,Second, they may be general-purpose,
processor-based devices that deliver highprocessor-based devices that deliver high
functionality at the cost of slow performance.functionality at the cost of slow performance.
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4 - Optimizing WAN Performance4 - Optimizing WAN Performance

IntroductionIntroduction

 WANs provide communications pathways between dispersedWANs provide communications pathways between dispersed
geographic sites in a corporate intranet. As corporate intranets becomegeographic sites in a corporate intranet. As corporate intranets become
central to an organization's success, the reliability and scalability of itscentral to an organization's success, the reliability and scalability of its
WAN links will determine whether the intranet can effectively support itsWAN links will determine whether the intranet can effectively support its
users' demands.users' demands.

 WAN environments are very different from LAN environments, asWAN environments are very different from LAN environments, as
illustrated in the Differences Between LANs and WANs Table. Theillustrated in the Differences Between LANs and WANs Table. The
design criteria for LANs, where bandwidth is readily available anddesign criteria for LANs, where bandwidth is readily available and
inexpensive and raw performance dominates, are very different frominexpensive and raw performance dominates, are very different from
those for WANs, where bandwidth is scarce and expensive.those for WANs, where bandwidth is scarce and expensive.

 Because the fundamental issues are different, an entirely different set ofBecause the fundamental issues are different, an entirely different set of
solutions is required for WAN designs.solutions is required for WAN designs.
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Differences Between LANs and WANsDifferences Between LANs and WANs

Slower response timeSlower response timeFast response timeFast response time

Expensive bandwidthExpensive bandwidthInexpensive bandwidthInexpensive bandwidth

Limited bandwidthLimited bandwidthPlentiful bandwidthPlentiful bandwidth

Low speedLow speedHigh speedHigh speed

Line costs dominateLine costs dominateEquipment costs dominateEquipment costs dominate

Public telephone company facilitiesPublic telephone company facilitiesPrivate cable plantPrivate cable plant

Geographically dispersed usersGeographically dispersed usersUsers at the same siteUsers at the same site

Routing is dominantRouting is dominantSwitching is dominantSwitching is dominant

WANsWANsLANsLANs

Key Point
A typical WAN circuit is 160 times smaller than a typical LAN.
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5 - Network Management with SNMP and RMON5 - Network Management with SNMP and RMON

IntroductionIntroduction
 Network management, in its broadest sense, is theNetwork management, in its broadest sense, is the

management, control, accounting, and troubleshooting ofmanagement, control, accounting, and troubleshooting of
networking devices and information about network devices.networking devices and information about network devices.

 There are many software and hardware solutions for remoteThere are many software and hardware solutions for remote
management of networking components; most of thesemanagement of networking components; most of these
solutions are based on the Simple Network Managementsolutions are based on the Simple Network Management
Protocol (SNMP).Protocol (SNMP).

 The RMON specification enhances the SNMP model withThe RMON specification enhances the SNMP model with
additional functionality and greater efficiency.additional functionality and greater efficiency.

 Key PointKey Point
Network management features are essential forNetwork management features are essential for
proactive management of any network.proactive management of any network.
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  Limitations to SNMP Manager/Agent CommunicationLimitations to SNMP Manager/Agent Communication

 In In recent years, SNMP has become the dominantrecent years, SNMP has become the dominant
mechanism for the management of distributed networkmechanism for the management of distributed network
equipment.equipment.

  SNMP uses agent software embedded within each SNMP uses agent software embedded within each
network device to collect network traffic information andnetwork device to collect network traffic information and
device statistics, as illustrated on the Manager and Agentdevice statistics, as illustrated on the Manager and Agent
Communication Diagram.Communication Diagram.

 Each agent continually gathers statistics, such as theEach agent continually gathers statistics, such as the
number of packets received, and records them in the localnumber of packets received, and records them in the local
device's management information base (MIB).device's management information base (MIB).

 A network management station (NMS) can then collect thisA network management station (NMS) can then collect this
information by sending queries to each agent's MIB, ainformation by sending queries to each agent's MIB, a
process called polling.process called polling.
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Manager and Agent Communication
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6 - TCP/IP Addressing Considerations6 - TCP/IP Addressing Considerations
IntroductionIntroduction
 Because of the growing demand for Internet connectivity, manyBecause of the growing demand for Internet connectivity, many

NOSsNOSs support TCP/IP addressing at the desktop level. support TCP/IP addressing at the desktop level.
 Therefore, the TCP/IP addressing strategy is an importantTherefore, the TCP/IP addressing strategy is an important

consideration in any network design.consideration in any network design.
 Here we discusses three primary strategies a network designer mustHere we discusses three primary strategies a network designer must

consider:consider:
 Classic IP routing and Classic IP routing and subnettingsubnetting
 Classless Classless InterdomainInterdomain Routing (CIDR) Routing (CIDR)
 Variable-length Variable-length subnettingsubnetting

Review of Internet AddressingReview of Internet Addressing
 IP addressing uses a 32-bit address field divided into two parts.IP addressing uses a 32-bit address field divided into two parts.

 The first part of the address identifies the network on which theThe first part of the address identifies the network on which the
host resides.host resides.

 The second part of the address identifies the host itself.The second part of the address identifies the host itself.
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Classic IP Classic IP SubnettingSubnetting
 Subnet addressing allows an organization to use a single InternetSubnet addressing allows an organization to use a single Internet

network number for multiple physical networks.network number for multiple physical networks.
 Subnets may be used with any class of Internet addressing except classSubnets may be used with any class of Internet addressing except class

D.D.
 A A subnettedsubnetted Internet address incorporates a network address, subnet Internet address incorporates a network address, subnet

address portion, and host address.address portion, and host address.
 These three pieces of information can be combined within the singleThese three pieces of information can be combined within the single

binary word in several ways.binary word in several ways.
 The network address can take 1, 2, or 3 bytes, leaving 3, 2, or 1 bytes forThe network address can take 1, 2, or 3 bytes, leaving 3, 2, or 1 bytes for

the combined subnet/node address, respectively.the combined subnet/node address, respectively.
 To further complicate things, the To further complicate things, the byte(sbyte(s) used for the subnet/node) used for the subnet/node

address can be divided arbitrarily, with certain bits for the subnet addressaddress can be divided arbitrarily, with certain bits for the subnet address
and certain bits for the node address, as explained below.and certain bits for the node address, as explained below.

 Fortunately, as a practical matter in a given network configuration, onlyFortunately, as a practical matter in a given network configuration, only
one of the many possible schemes of addressing is used.one of the many possible schemes of addressing is used.

 In In subnettingsubnetting, the host portion of an IP address is divided into two parts:, the host portion of an IP address is divided into two parts:
The left part is used to identify the subnet number.The left part is used to identify the subnet number.
The right part is used to identify a host on the subnet.The right part is used to identify a host on the subnet.



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 162162

7 - Security Considerations7 - Security Considerations
IntroductionIntroduction

 Providing an effective network security strategy is a balancing act. TProviding an effective network security strategy is a balancing act. T
 o protect the network from threats, both external and internal, an administrator musto protect the network from threats, both external and internal, an administrator must

erect as many barriers and defenses as possible.erect as many barriers and defenses as possible.
 This multiple-layered approach greatly reduces the chances of being breachedThis multiple-layered approach greatly reduces the chances of being breached

because, generally speaking, most intruders are not patient.because, generally speaking, most intruders are not patient.
 They do not want to spend time battling several different types of obstacles whenThey do not want to spend time battling several different types of obstacles when

attempting to access a computing environment.attempting to access a computing environment.
 However, multiple layers of safeguards are potentially frustrating for a network'sHowever, multiple layers of safeguards are potentially frustrating for a network's

users, and can interfere with their ability to perform productive work.users, and can interfere with their ability to perform productive work.
 Therefore, a network designer must balance the need for safety against the users'Therefore, a network designer must balance the need for safety against the users'

need for convenience.need for convenience.
 This need for balance means no system can provide 100 percent security and still beThis need for balance means no system can provide 100 percent security and still be

usable.usable.
 However, several key security technologies present real barriers to criminals whileHowever, several key security technologies present real barriers to criminals while

remaining fairly transparent to users. In this step of the Logical Design phase, you willremaining fairly transparent to users. In this step of the Logical Design phase, you will
consider the technologies and architectures that can safeguard both yourconsider the technologies and architectures that can safeguard both your
organization's network and its productivity.organization's network and its productivity.

Key PointKey Point
If a security system becomes a barrier to productivity, users will likely find aIf a security system becomes a barrier to productivity, users will likely find a
way around it.way around it.
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Security ThreatsSecurity Threats

Threats to network security come in several forms. A great deal of attention is paid to deliberate threatsThreats to network security come in several forms. A great deal of attention is paid to deliberate threats
originating from viruses and criminals; however, accidental damage can be just as devastating. Whetheroriginating from viruses and criminals; however, accidental damage can be just as devastating. Whether
intentional or not, information losses generally fall into three categories:intentional or not, information losses generally fall into three categories:

 ModificationModification
 DestructionDestruction
 DisclosureDisclosure

A person who wants to cause one of these types of damage can attack a computer networking system inA person who wants to cause one of these types of damage can attack a computer networking system in
a number of ways. These attacks can take several forms:a number of ways. These attacks can take several forms:

Crackers-Crackers--Crackers are criminal hackers, either insiders or outsiders, who are motivated by the thrill of-Crackers are criminal hackers, either insiders or outsiders, who are motivated by the thrill of
breaching a secure system.breaching a secure system.

Trojan Horses-Trojan Horses--Trojan horses are covert programs hidden in system or applications software, or within-Trojan horses are covert programs hidden in system or applications software, or within
seemingly innocent utilities. The hidden program may wait to suddenly destroy information usingseemingly innocent utilities. The hidden program may wait to suddenly destroy information using
predetermined parameters, or can gather confidential information such as passwords.predetermined parameters, or can gather confidential information such as passwords.

Viruses-Viruses--Viruses are self-replicating, destructive programs that damage executable programs and-Viruses are self-replicating, destructive programs that damage executable programs and
network data in a variety of ways.network data in a variety of ways.

Denial of service-Denial of service--This type of attack leads to disruption of system availability by crashing or-This type of attack leads to disruption of system availability by crashing or
overloading a critical device such as a server, router, or firewall.overloading a critical device such as a server, router, or firewall.

Theft of information-Theft of information--The attacker, often an insider, acquires proprietary information such as trade-The attacker, often an insider, acquires proprietary information such as trade
secrets or business plans. This can be done by eavesdropping on network transmissions, masqueradingsecrets or business plans. This can be done by eavesdropping on network transmissions, masquerading
as an authorized entity, or a brute-force attack such as the use of a computer program that guessesas an authorized entity, or a brute-force attack such as the use of a computer program that guesses
passwordspasswords

Corruption of data-Corruption of data--The attacker either destroys or corrupts data stored on disk or corrupts data as it is-The attacker either destroys or corrupts data stored on disk or corrupts data as it is
transmitted across a network.transmitted across a network.
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Physical SecurityPhysical Security

 Physical security risks most often involve access to machines or people. A number ofPhysical security risks most often involve access to machines or people. A number of
strategies can be used to enhance physical security:strategies can be used to enhance physical security:
 Provide a secure physical environment for the server (at a minimum, lock theProvide a secure physical environment for the server (at a minimum, lock the

door) that safeguards its console, keyboard, and monitor.door) that safeguards its console, keyboard, and monitor.
 Physical access to a computer is a common opening to an intruder.Physical access to a computer is a common opening to an intruder.
 Depending on the level of physical security needed, organizations may useDepending on the level of physical security needed, organizations may use

receptionists, security guards, physical keys, combination or electronic doorreceptionists, security guards, physical keys, combination or electronic door
locks, or other access controls.locks, or other access controls.

 Destroy sensitive documents, including disks, when no longer used.Destroy sensitive documents, including disks, when no longer used.
 Sophisticated tools can reconstruct files supposedly erased from a disk. Only destroying theSophisticated tools can reconstruct files supposedly erased from a disk. Only destroying the

disk itself guarantees the destruction of the data it once contained.disk itself guarantees the destruction of the data it once contained.
 Store digital encryption keys on smart cards, not on disks. Disks can be duplicated; smartStore digital encryption keys on smart cards, not on disks. Disks can be duplicated; smart

cards are more difficult to copy.cards are more difficult to copy.
 Keep passwords and personal identification numbers (Keep passwords and personal identification numbers (PINsPINs) secure. Remind users to avoid) secure. Remind users to avoid

writing passwords down, sending them through e-mail, or placing them in messages that arewriting passwords down, sending them through e-mail, or placing them in messages that are
archived or incorporated in group discussion systems. Explain that writing a PIN on an IDarchived or incorporated in group discussion systems. Explain that writing a PIN on an ID
card is as obvious as hiding the front door key under the door mat.card is as obvious as hiding the front door key under the door mat.

 Lock down portable equipment. As the U.S. State Department now knows all too well, aLock down portable equipment. As the U.S. State Department now knows all too well, a
laptop computer represents one of the greatest physical threats to a security system,laptop computer represents one of the greatest physical threats to a security system,
because it contains a great deal of information and can so easily be carried off.because it contains a great deal of information and can so easily be carried off.

 The same is true of other portable devices such as external disk drives, tape backupThe same is true of other portable devices such as external disk drives, tape backup
systems, and the like. These devices must be locked away or bolted to the desk to guardsystems, and the like. These devices must be locked away or bolted to the desk to guard
against theft. Basic input/output system (BIOS)-level passwords can help safeguard laptopsagainst theft. Basic input/output system (BIOS)-level passwords can help safeguard laptops
in the field; however, the best protection is good user training and awareness.in the field; however, the best protection is good user training and awareness.
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EncryptionEncryption
 Even if both access control and authentication security systems are completely effective, anEven if both access control and authentication security systems are completely effective, an

enterprise can still be at risk when data communications travel over a third-party network such asenterprise can still be at risk when data communications travel over a third-party network such as
the Internet.the Internet.

 Indeed, the low cost and ease of connecting to the Internet have made it an extremely attractiveIndeed, the low cost and ease of connecting to the Internet have made it an extremely attractive
medium for communication within and between enterprises.medium for communication within and between enterprises.

 EncryptionEncryption prevents eavesdropping by making data unreadable to all except those who have the prevents eavesdropping by making data unreadable to all except those who have the
key needed to decrypt the data. It does not matter whether a third party intercepts packets overkey needed to decrypt the data. It does not matter whether a third party intercepts packets over
the Internet; the data still cannot be read.the Internet; the data still cannot be read.

 This approach can be used throughout the enterprise network, including within the enterpriseThis approach can be used throughout the enterprise network, including within the enterprise
(intranet), between enterprises (extranet), or over the public Internet to carry private data in a(intranet), between enterprises (extranet), or over the public Internet to carry private data in a
virtual private network (VPN).virtual private network (VPN).

 EncryptionEncryption is the process of scrambling data by changing it in a series of logical steps, an is the process of scrambling data by changing it in a series of logical steps, an
encryption algorithm. To increase security, an encryption algorithm uses a numerical pattern, orencryption algorithm. To increase security, an encryption algorithm uses a numerical pattern, or
"key," to guide the scrambling process. This means different algorithms and keys will each"key," to guide the scrambling process. This means different algorithms and keys will each
produce data scrambled, or encrypted, in different patterns. There are two main methods ofproduce data scrambled, or encrypted, in different patterns. There are two main methods of
encryption:encryption:

 Single-key, or symmetric, encryptionSingle-key, or symmetric, encryption uses the same key to both encrypt and decrypt the uses the same key to both encrypt and decrypt the
message. Therefore, both the sender and recipient must have the same key before they canmessage. Therefore, both the sender and recipient must have the same key before they can
exchange coded messages. Symmetric encryption systems include Data Encryption Standardexchange coded messages. Symmetric encryption systems include Data Encryption Standard
(DES), 3DES, (RC5), International Data Encryption Algorithm (IDEA), and other algorithms that(DES), 3DES, (RC5), International Data Encryption Algorithm (IDEA), and other algorithms that
are extremely fast. Their strength lies in the length of the key and the difficulty of analyzing theare extremely fast. Their strength lies in the length of the key and the difficulty of analyzing the
encrypted data.encrypted data.

 Public-key encryptionPublic-key encryption uses a pair of encryption keys for each party that needs to receive uses a pair of encryption keys for each party that needs to receive
encrypted information. Each key in the pair acts as a one-way channel. One key (either one) isencrypted information. Each key in the pair acts as a one-way channel. One key (either one) is
used to encrypt data; the other is used to decrypt the data. Data encrypted with one key cannot beused to encrypt data; the other is used to decrypt the data. Data encrypted with one key cannot be
decrypted with the same key, only with its corresponding "partner" key.decrypted with the same key, only with its corresponding "partner" key.

 To use To use public-key encryptionpublic-key encryption, a person or organization freely distributes its public encryption key, a person or organization freely distributes its public encryption key
and safeguards the corresponding private key. Anyone may use the public key to encryptand safeguards the corresponding private key. Anyone may use the public key to encrypt
messages to a recipient, who uses the private key to decrypt them.messages to a recipient, who uses the private key to decrypt them.

   Public-key encryptionPublic-key encryption is very CPU-intensive. It is typically used for small amounts of data where is very CPU-intensive. It is typically used for small amounts of data where
strong security is required.strong security is required.
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8 - Firewall Considerations8 - Firewall Considerations

IntroductionIntroduction

 As discussed earlier, an Internet firewall is a security solution thatAs discussed earlier, an Internet firewall is a security solution that
includes both hardware and software components.includes both hardware and software components.

 Depending on the specific needs of an organization, a firewall mayDepending on the specific needs of an organization, a firewall may
include multiple layers of both hardware and software.include multiple layers of both hardware and software.

 When designing an Internet firewall, there are a number of issues thatWhen designing an Internet firewall, there are a number of issues that
must be addressed by the network administrator:must be addressed by the network administrator:

Stance of the firewallStance of the firewall
Overall security policy of the organizationOverall security policy of the organization
Financial cost of the firewallFinancial cost of the firewall
Components or building blocks of the firewall systemComponents or building blocks of the firewall system

Key PointKey Point
A firewall can protect an organization from specific types ofA firewall can protect an organization from specific types of
external threats. It cannot guard against internal attacks.external threats. It cannot guard against internal attacks.
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Components of a Firewall SystemComponents of a Firewall System
 After making decisions about firewall stance,After making decisions about firewall stance,

security policy, and budget issues, an organizationsecurity policy, and budget issues, an organization
can determine the specific components of itscan determine the specific components of its
firewall system.firewall system.

 A typical firewall is composed of one or more of theA typical firewall is composed of one or more of the
following building blocks:following building blocks:

Packet-filtering routerPacket-filtering router
Application-level gateway (or proxy server)Application-level gateway (or proxy server)
Circuit-level gatewayCircuit-level gateway

How can these building blocks work together toHow can these building blocks work together to
build an effective Internet firewall system.build an effective Internet firewall system.
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9 - Developing a Logical Design Document9 - Developing a Logical Design Document

IntroductionIntroduction

Logical Design document recommends a specific solution that can move theLogical Design document recommends a specific solution that can move the
network from its current state (defined by the Traffic Specification) to its desirednetwork from its current state (defined by the Traffic Specification) to its desired
state (defined by the Requirements Specification).state (defined by the Requirements Specification).

In this document, the designer specifically describes the network design featuresIn this document, the designer specifically describes the network design features
that will meet each design objective listed in the Traffic Specification.that will meet each design objective listed in the Traffic Specification.
Furthermore, each decision is supported by evidence from the TrafficFurthermore, each decision is supported by evidence from the Traffic
Specification, vendor specifications, and other facts.Specification, vendor specifications, and other facts.

The Logical Design is one of the most technically detailed of all the networkThe Logical Design is one of the most technically detailed of all the network
design documents; however, as much as possible, it must discuss the proposeddesign documents; however, as much as possible, it must discuss the proposed
network in terms of business needs, and in language managers can understand.network in terms of business needs, and in language managers can understand.
This approach creates strong communication with management, and keeps theThis approach creates strong communication with management, and keeps the
network designer focused on creating a network that serves its users.network designer focused on creating a network that serves its users.

 Key PointKey Point
A Logical Design document presents your best recommendations, as wellA Logical Design document presents your best recommendations, as well
as evidence to support them.as evidence to support them.



1- Overview of a Structured Cable Plant1- Overview of a Structured Cable Plant

 Introduction: Introduction:
 In many of today's office environments, the data network cabling has been installed In many of today's office environments, the data network cabling has been installed
incrementally, responding to changes in technology, networking needs, and organizationincrementally, responding to changes in technology, networking needs, and organization
plans.plans.

 Typically, this leaves a legacy of incompatible systems that may include telephone Typically, this leaves a legacy of incompatible systems that may include telephone
switching systems, mainframe or minicomputer systems, personal computer (PC)-basedswitching systems, mainframe or minicomputer systems, personal computer (PC)-based
LANs, and other office communications equipment.LANs, and other office communications equipment.

 Because each system is installed according to its own set of wiring criteria using Because each system is installed according to its own set of wiring criteria using
different types of cable, these systems are difficult to interconnect, and especiallydifferent types of cable, these systems are difficult to interconnect, and especially
difficult to maintain and difficult to maintain and expand.Thisexpand.This situation is typical of the unstructured wiring situation is typical of the unstructured wiring
system, in which there is no single set of standards for interconnection.system, in which there is no single set of standards for interconnection.

Although initial costs are comparatively low for unstructured wiring, the long-termAlthough initial costs are comparatively low for unstructured wiring, the long-term
difficulties and expense of integrating or replacing the incompatible wiring system aredifficulties and expense of integrating or replacing the incompatible wiring system are
considerable.considerable.

 In recent years, a clear trend has emerged among network planners, to implement In recent years, a clear trend has emerged among network planners, to implement
network cabling as a structured wiring system according to uniform standards. Thisnetwork cabling as a structured wiring system according to uniform standards. This
involves a shift in perspective.involves a shift in perspective.

 Rather than seeing cabling simply as a way to connect devices, cabling is now seen as Rather than seeing cabling simply as a way to connect devices, cabling is now seen as
an important architectural entity: an important architectural entity: the cable plant, cabling system, or premises wiringthe cable plant, cabling system, or premises wiring..

The intent is to install a wiring capability that not only provides interoperability forThe intent is to install a wiring capability that not only provides interoperability for
existing networking technologies, but also anticipates future growth by allowing forexisting networking technologies, but also anticipates future growth by allowing for
efficient reconfigurations.efficient reconfigurations.
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Structured Wiring SystemsStructured Wiring Systems
- - A structured wiring system is more efficient to install when a buildingA structured wiring system is more efficient to install when a building
is constructed or remodeled, rather than pulling wires through existingis constructed or remodeled, rather than pulling wires through existing
walls, ceilings, and floors.walls, ceilings, and floors.
-  As a practical issue, architects and building owners often need to-  As a practical issue, architects and building owners often need to
install cable before they know what type of network a tenant will want.install cable before they know what type of network a tenant will want.
- A structured wiring approach can solve this problem by providing- A structured wiring approach can solve this problem by providing
guidelines for a universal wiring system that can be adapted to almostguidelines for a universal wiring system that can be adapted to almost
any network requirement.any network requirement.

The interest in universal wiring is supported by threeThe interest in universal wiring is supported by three
technological trends:technological trends:

Convergence on three cable typesConvergence on three cable types
  Use of a hub-based distributed star physical topology Use of a hub-based distributed star physical topology
  Emergence of industry-wide standards Emergence of industry-wide standards
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Shielded twisted pair (STP)Shielded twisted pair (STP)
Unshielded twisted pair (UTP)Unshielded twisted pair (UTP)
 Optical fiber Optical fiber

••Cable ConvergenceCable Convergence

The ability to preinstall a cabling plant is based on the factThe ability to preinstall a cabling plant is based on the fact
that all major LAN technologies can be supported by threethat all major LAN technologies can be supported by three
types of cable:types of cable:
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2- Copper Cables2- Copper Cables
      IntroductionIntroduction

•The most common varieties of LAN cabling are made from copper wire.
The most prevalent of these are UTP, STP, and coaxial cable.
• Each type of copper cable has its own unique features; however, they all
use the same physical principles to carry electrical signals.

Key Point
Category 5 UTP cable is the most popular medium for
data networks
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  Transmission Problems and CharacteristicsTransmission Problems and Characteristics

-  -  The signal-carrying performance of copper cable canThe signal-carrying performance of copper cable can
be dramatically influenced by several typical problems andbe dramatically influenced by several typical problems and
cable characteristics. These include:cable characteristics. These include:

 Electrical noiseElectrical noise
  Crosstalk Crosstalk
  Attenuation Attenuation
 CapacitanceCapacitance
 DC resistanceDC resistance
 ImpedanceImpedance
 Continuity and polarityContinuity and polarity
 Cable lengthCable length
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Attenuation
Attenuation is the loss in signal amplitude, or strength, that occurs as a signal
passes through a transmission medium. There are two primary sources of
attenuation, which is measured in dB:

  Insertion losses that occur where the cable is  Insertion losses that occur where the cable is
interconnected, terminated, or brokeninterconnected, terminated, or broken

  Electrical characteristics of the cable, especially resistance  Electrical characteristics of the cable, especially resistance

Attenuation increases with cable length and the number of connections; therefore, it
must be measured after it is installed. It can be minimized by making careful
connections and using high-quality connectors.
Capacitance
Capacitance is an undesirable tendency of a cable to store electrical energy. Cable is
typically tested for capacitance while still on the spool; however, improper installation
can kink or stretch the cable, creating small areas of increased capacitance.
Competent installation can prevent this kind of cable damage; field testing of installed
cable can detect it if it occurs.
DC Resistance
DC resistance is the property of a conductor that opposes the flow of electrical current.
It is measured in ohms, and increases with cable length. Cable is tested and certified
for acceptable DC resistance by manufacturers.
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Impedance
Impedance is the total opposition (including resistance and capacitance) of the flow
of electrical current. It is consistent for each type of cable. However, it is frequency
dependent, and can be altered or mismatched whenever a physical transition
occurs, such as at a punchdown block, patch panel, or device connection. Cable is
rated for its characteristic impedance (measured in ohms) and this rating is
guaranteed by manufacturers. It is not typically measured on installed cable.
The impedance of cables must match the impedance of electrical components in the
interface cards and other circuitry for a given type of LAN. Cables with different
impedance values should not be interconnected, because some of the signal will
reflect back from the mismatched connection point. This signal reflection can cause
an excessive distortion of the data signal which can be misinterpreted as frame
collisions.

Continuity and Polarity
The terms continuity and polarity simply refer to correctly connecting each individual
wire at each punch-down block and connector. Continuity means that all necessary
connections have been made, so that a continuous electrical circuit exists. Polarity
means that the connections allow electrical current to flow in the proper direction.
For example, each wire pair in a four-pair UTP cable has a plus/minus transmit pair
and a plus/minus receive pair.
Misconnecting individual wires so that wires are reversed, or do not match the
correct pinout configuration at the connector, will result in failure of the node.
Continuity and polarity testing must occur first, before any other tests of installed
twisted pair cable.
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  IBM Cable TypesIBM Cable Types
A simple Web page usually contains a handful of graphic elements, and 10 orA simple Web page usually contains a handful of graphic elements, and 10 or
20 hyperlinks.20 hyperlinks.
Type 1Type 1
IBM Type 1 cable consists of two STP pairs for data transmission. Each pair isIBM Type 1 cable consists of two STP pairs for data transmission. Each pair is
shielded with a foil sheath and an outer shield of plastic or corrugated metal.shielded with a foil sheath and an outer shield of plastic or corrugated metal.
Type 1 is the historical standard for Token Ring cable. Type 1a is a newer,Type 1 is the historical standard for Token Ring cable. Type 1a is a newer,
higher performance cable of the same general type.higher performance cable of the same general type.
Type 2Type 2
Type 2 cable includes six pairs of wire: two STP pairs for data, and four UTPType 2 cable includes six pairs of wire: two STP pairs for data, and four UTP
pairs for voice. This cable is used where both telephone lines and data linespairs for voice. This cable is used where both telephone lines and data lines
terminate in the same wall outlet, or to otherwise facilitate the wiring installationterminate in the same wall outlet, or to otherwise facilitate the wiring installation
of telephone and data lines between wiring closets.of telephone and data lines between wiring closets.
Type 3Type 3
Type 3 consists of telephone-grade UTP cables. The original Type 3 cableType 3 consists of telephone-grade UTP cables. The original Type 3 cable
specification was intended to be compatible with existing telephone-gradespecification was intended to be compatible with existing telephone-grade
wiring, which would be equivalent to EIA/TIA Category 2 UTP. Therefore, Typewiring, which would be equivalent to EIA/TIA Category 2 UTP. Therefore, Type
3 cable was recommended only for 4-Mbps Token Rings. Currently, IBM3 cable was recommended only for 4-Mbps Token Rings. Currently, IBM
recommends the use of data-grade UTP (equivalent to EIA/TIA Levels 3, 4, orrecommends the use of data-grade UTP (equivalent to EIA/TIA Levels 3, 4, or
5) for both 4- and 16-Mbps installations. Increasingly, only Levels 4 or 5 are5) for both 4- and 16-Mbps installations. Increasingly, only Levels 4 or 5 are
recommended for new installations.recommended for new installations.
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Type 5
Type 5 cable consists of two 100/140 microns (or millionths of a meter)
(mm) optical fiber cables. IBM currently also recommends 62.5/125-mm
multimode optical fiber for optical fiber installations (where 62.5 refers to
the core diameter and 125 refers to the cladding diameter). Fiber optic
cable is typically used with a pair of fiber optic repeaters to connect
multistation access units (MAUs) in Token Ring LANs. Optical fiber is
discussed in detail in the next lesson.
Type 6
Type 6 uses two twisted pairs for data transmission; it is similar to Type 1,
but more flexible. Type 6 is used to connect workstations to wall outlets
and for patch cords between Token Ring MAUs.
Type 8
Type 8 consists of two shielded pairs with a flat, plastic housing designed
for under-carpet use.
Type 9
Type 9 is a thinner, lower cost version of Type 1 cable. Type 9 supports
shorter transmission distances than Type 1.
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                     General Installation Guidelines                     General Installation Guidelines
LAN performance depends on a quality cable installationLAN performance depends on a quality cable installation
that takes into account the following considerations:that takes into account the following considerations:

 Install enough cable for future needs, especially in a new building. It isInstall enough cable for future needs, especially in a new building. It is
almost always more expensive to incrementally add cable withinalmost always more expensive to incrementally add cable within
completed walls, ceilings, or floors.completed walls, ceilings, or floors.

  Follow local building codes and be aware of state and federal Follow local building codes and be aware of state and federal
guidelines. NEC specifies many aspects of fire safety for cableguidelines. NEC specifies many aspects of fire safety for cable
installation. Study and understand all aspects of the appropriateinstallation. Study and understand all aspects of the appropriate
structured wiring plan, if you use one.structured wiring plan, if you use one.

 Hire an experienced and reputable cabling contractor familiar with allHire an experienced and reputable cabling contractor familiar with all
applicable building codes, your desired network specification, and yourapplicable building codes, your desired network specification, and your
chosen structured wiring plan. Some municipalities or organizationschosen structured wiring plan. Some municipalities or organizations
may require the use of union labor.may require the use of union labor.

 Perform certification testing of the cabling plant to ensure it meets yourPerform certification testing of the cabling plant to ensure it meets your
performance criteriaperformance criteria

 Use plenum-grade cable for cable runs through environmentalUse plenum-grade cable for cable runs through environmental
airspaces (plenum area), such as the area above suspended ceilings,airspaces (plenum area), such as the area above suspended ceilings,
and the return-air cavities used for heating, ventilating, and airand the return-air cavities used for heating, ventilating, and air
conditioning (HVAC) systems. Plenum-grade cable has a special jacketconditioning (HVAC) systems. Plenum-grade cable has a special jacket
that is fire-resistant and does not produce toxic smoke.that is fire-resistant and does not produce toxic smoke.
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 Label all cables and maintain a wiring plan that identifies all cables,Label all cables and maintain a wiring plan that identifies all cables,
devices, and connectors.devices, and connectors.

  Do not unwrap any more of a cable jacket than necessary to make Do not unwrap any more of a cable jacket than necessary to make
a connection. This can result in excessive crosstalk.a connection. This can result in excessive crosstalk.

  Do not untwist the end of twisted pair cable more than absolutely Do not untwist the end of twisted pair cable more than absolutely
necessary when making connections. This can result in excessivenecessary when making connections. This can result in excessive
crosstalk.crosstalk.

 Do not cut corners on material quality. Use the correct grade ofDo not cut corners on material quality. Use the correct grade of
cable and connectors for your LAN type. Do not use untwistedcable and connectors for your LAN type. Do not use untwisted
(telephone) cables for twisted pair installations.(telephone) cables for twisted pair installations.

  Run data cables perpendicular to power lines whenever possible. Run data cables perpendicular to power lines whenever possible.
  Do not run copper cable parallel to electrical power lines at a Do not run copper cable parallel to electrical power lines at a

distance of less than six to eight inches. Keep data cables severaldistance of less than six to eight inches. Keep data cables several
feet away from high-capacity power lines.feet away from high-capacity power lines.

 Use cable hangers to support the weight of cables in ceiling areas.Use cable hangers to support the weight of cables in ceiling areas.
  Keep patch cables as short as possible so that they do not pick up Keep patch cables as short as possible so that they do not pick up

noise.noise.
 Make sure every system is properly grounded, has voltage surgeMake sure every system is properly grounded, has voltage surge

and lightning protection, and has an uninterruptible power supplyand lightning protection, and has an uninterruptible power supply
(UPS).(UPS).
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Tutorial Group Activity:
DESIGNING A SMALL NETWORK

 Overview
• In our earlier discussions, we presented a series of tasks and considerations that form a
phased network development process.

•Here we will  apply the network design process as we gather requirements, analyze, and
design a small network for an imaginary company.

Afnog, Inc. Nairobi, in this example provides training for software, hardware, and World
Wide Web (Web) development. This company has three locations in the Nairobi
metropolitan area. Each location provides office space for company employees, and
networked classrooms for students. One of these locations is expanding and moving,
and the company needs to upgrade that office's network as part of its move. Imagine
you are part of a network consulting firm that has been hired to design the new network.
From initial interviews with management and key personnel, we determine that our
network consulting organization must perform the following services:

Determine implementation options and estimate costsDetermine implementation options and estimate costs5.5.
Create the physical network designCreate the physical network design4.4.
Create the logical network designCreate the logical network design3.3.
Analyze the current networkAnalyze the current network2.2.
Gather business and technical requirementsGather business and technical requirements1.1.
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Designing  A Small Network
2 - Logical Design

   Introduction
• After the requirements have been gathered and the company managers
have agreed upon the recommended project objectives, we are ready to
proceed to the Logical Design phase.

• The inputs to this phase are outputs from the previous phases. In larger
projects, these may require a separate, detailed Requirements Specification
and Traffic Specification.

•In smaller projects, such as this one, the input can be a scaled-down
Requirements Specification, combined with a brief traffic analysis. In this
lesson we discuss a sample Logical Design document.

Key Point
Technology choices are made in the Logical Design phase.
  2 - Logical Design

   Logical Design Specification

Presented to: Afnog Inc. Nairobi, Kenya
Date: May 2006-
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Executive Overview
This document summarizes the Logical Design of the new network being
installed at 1A2B Keneyatta Drive during the week of July 1, 2006. The
phases of this project are:

Network ImplementationNetwork Implementation4.4.
Physical DesignPhysical Design3.3.
Logical DesignLogical Design2.2.
Requirements and AnalysisRequirements and Analysis1.1.

Phase 1, Requirements and Analysis phase, is complete. The results of this
phase are summarized in the Requirements and Traffic Specification document
which was approved on May 13, 2006.
Phase 2, Logical Design phase, will be complete after the Logical Design has
been approved and signed by company management. After this is signed, we will
begin the Physical Design phase of the project.
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LAN backboneLAN backbone
DesktopsDesktops
Wide area accessWide area access
Wide area transportWide area transport

3 - Designing for Performance: ATM

   Introduction
• Each part of an enterprise network has unique priorities.
Desktop connections require the lowest possible price per port.
Local area backbones must be scalable.

•Wide area specifications need maximum bandwidth efficiency.
In response to these priorities, the application of Asynchronous
Transfer Mode (ATM) technology has evolved into four solution
spaces:

Wide areaWide area
transporttransport

Wide areaWide area
accessaccess

DesktopsDesktops

LAN backboneLAN backbone
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4 –  A Three-Stage ATM Migration
  Ready for Migration: Collapsed Backbone

• As part of the evolution from a single LAN per building to separate LANs on
each floor, many network managers have reconfigured their distributed
networks to collapsed back-bones.

•A collapsed backbone configuration eliminates the router on each floor,
concentrat-ing all connections in a single backbone device, along with a high-
end server farm.

•This architecture, illustrated on the Collapsed Backbone Architecture
Diagram, effectively "collapses" the distributed backbone onto the high-speed
backplane of the central router.

•The backplane of the central router can move data between LAN segments
much faster than on a distributed Ethernet backbone, and also faster than on
a Fiber Distributed Data Interface (FDDI) backbone.
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Collapsed Backbone
Architecture
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 Stage 1--Enhance the collapsed backbone with Stage 1--Enhance the collapsed backbone with VLANsVLANs and and
workgroupsworkgroups

 Stage 2--Install high-speed downlinks to increaseStage 2--Install high-speed downlinks to increase
bandwidthbandwidth

 Stage 3--Enhance the collapsed backbone with routedStage 3--Enhance the collapsed backbone with routed
ATMATM

The migration of a collapsed backbone network toThe migration of a collapsed backbone network to
ATM can be performed in three cost-effectiveATM can be performed in three cost-effective
stages:stages:



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 187187

5 - Converged Networks

   Introduction

• As networking technology becomes pervasive, opportunities arise to use it in new
and more creative ways. One example is the use of data networks, rather than
traditional circuit-switched networks, to carry voice and video traffic.

• The generic term for this kind of use is converged networking.

• Converged networking offers many benefits. It can reduce costs and enable
new, tightly integrated multimedia applications.
Here we discuss various aspects of converged networking, briefly describes the
market forces driving converged networks, and summarizes the approaches to
converged network architecture.
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The Web as a Converged Network
• The Web has permanently changed the nature of networking. Before its appearance,
networking was the province of specialized applications running in private corporations
and research institutions. Today, millions of people around the world use networking as
casually as television.
• The Internet has also changed the way organizations function, as it becomes the
backbone for small business communications. Like most revolutionary technologies, the
Web has drawn together previously separate activities and integrated them under a
common framework. Web pages no longer provide only text and static graphics; they
also provide animated graphics, audio, video, and other multimedia content.
• Consequently, the Web supports the convergence of content delivery over a single type
of network. The Web is to content delivery what a backplane bus is to a computer
system.
• The Web is one example of a larger trend in networking. Formerly distinct activities are
becoming integrated into a common framework.
• Integration is occurring at a number of different levels, most noticeably at the
application level.
• Users expect smooth interoperation between different applications, such as Web
browsers and calendars, as well as applications that incorporate a diversity of data types,
such as documents that embed spreadsheets, graphics, and voice annotation.
• This trend is motivated by the demand for increased ease of use, reduced cost, and
increased functionality. By providing a diverse range of functions (voice/data/video
integration) over a single network, an organization can spend less on capital
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Types of Convergence

The concept of convergence describes this trend toward tighter integration.
Converged networking encompasses several aspects, all of which are related to
the aggregation of networking activity.
• Payload
-Payload convergence uses the same communications format to carry different data
types. For example, in the past, audio and video traffic was carried over circuit-
switched networks as Layer 1 bit streams, while busty data traffic was carried
over packet-switched networks in Layer 3 data grams.
- Today, payload convergence describes the trend to carry both audio/video and
busty data traffic in Layer 3 data grams.
- Payload convergence does not prohibit a network from handling packets
differently, according to their service requirements, it just describes the practice of
using the same communications format for all traffic.
• Protocol
- Protocol convergence describes the movement from multi-protocol to single
protocol (typically IP) networks.
- While legacy networks are designed to handle many protocols (IP, IPX, and
AppleTalk) and one type of data (so called "best effort"), converged networks are
designed to support one protocol and provide services necessary for different
types of data (voice, one-way video, interactive video, and best effort).
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Physical
Physical convergence occurs when payloads travel over the same physical network
equipment regardless of their service requirements. Both multimedia and Web traffic can use
the facilities of an edge network, even though the former has more stringent bandwidth, delay,
and jitter requirements. Resource reservation, priority queuing, and other QoS mechanisms
within the network are used to differentiate the service requirements of one type of traffic from
another, and deliver the necessary service to each.
Device
Device convergence describes the trend to support different networking paradigms in a single
network device. Thus, a single switch may support Ethernet frame forwarding, IP routing, and
ATM switching. Network devices may handle multiple types of data, all carried by a common
network protocol (IP for example), that all have separate service requirements (such as
bandwidth guarantees, delay, and jitter constraints). In addition, an end system may support
both Web-based data applications and IP packet telephony.
Application
Application convergence integrates formerly separate functions into a single, multifunction
application. For example, Web browsers allow the incorporation of plug-in applications that
allow Web pages to carry multimedia content such as audio, video, high-resolution graphics,
virtual reality graphics, and interactive voice.
Technology
Technology convergence satisfies both LAN and WAN requirements by using common
networking technologies. For example, ATM can be used to provide both LAN and WAN
services.
Organizational
Organizational convergence centralizes all networking, telecommunications, and computing
services under a single authority, such as a chief information officer. This consolidation
provides the necessary managerial framework for integrating voice, video, and data on a single
network.
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 Cost reduction, both in capital outlay and technicalCost reduction, both in capital outlay and technical
supportsupport
expendituresexpenditures

 Emerging technologies that put greater demands onEmerging technologies that put greater demands on
networksnetworks

 Greater network flexibility and functionalityGreater network flexibility and functionality
 Emergence of industry standardsEmergence of industry standards

                Converged Network Drivers
Several emerging forces are driving market interest in converged
networks:
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 Flexible data collection--Flexible data collection-- Real-time traffic monitoring intelligence should Real-time traffic monitoring intelligence should
be placed at key points throughout the network. This intelligence, embodiedbe placed at key points throughout the network. This intelligence, embodied
in RMON and RMON2 probes and related technologies, can be in the formin RMON and RMON2 probes and related technologies, can be in the form
of dedicated devices placed on links of high interest, or software installed inof dedicated devices placed on links of high interest, or software installed in
network routers, switches, and other devices.network routers, switches, and other devices.

 Configuration and control-Configuration and control-- The network management system should- The network management system should
make it possible for the administrator to determine and modify devicemake it possible for the administrator to determine and modify device
configurations, check device status, track inventory groupings, andconfigurations, check device status, track inventory groupings, and
generally manage devices--all remotely, from the network managementgenerally manage devices--all remotely, from the network management
consoleconsole

 ..Network health monitoring--Network health monitoring-- This higher level network management This higher level network management
functionality should provide the network administrator with enterprise-widefunctionality should provide the network administrator with enterprise-wide
views of overall network health. It should allow for checking status priorities,views of overall network health. It should allow for checking status priorities,
setting thresholds for action-on-event operations, and reporting fault data insetting thresholds for action-on-event operations, and reporting fault data in
real time.real time.

 Troubleshooting network problems--Troubleshooting network problems-- The network administrator should The network administrator should
be able to check LAN segments using real-time and historical data displays,be able to check LAN segments using real-time and historical data displays,
perform packet analysis, and monitor traffic to see where bottlenecks--orperform packet analysis, and monitor traffic to see where bottlenecks--or
potential bottlenecks--exist.potential bottlenecks--exist.

Elements of Network Management
Network management begins with baselining, an essential feature for measuring the
state of a network. After baseline performance is measured, an administrator can
set thresholds for monitoring performance. The network management software
monitors status and identifies key events, helps with troubleshooting and device
reconfiguration, and generates reports to help the administrator optimize end-to-end
performance and availability.
The major elements of network management systems include:



Tutorial  on  Wireless LANsTutorial  on  Wireless LANs

Planning and Deploying a Wireless LANPlanning and Deploying a Wireless LAN
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Planning for a Wireless NetworkPlanning for a Wireless Network

 ““If you fail to plan, then you plan to failIf you fail to plan, then you plan to fail””
 Some steps involved in planning wirelessSome steps involved in planning wireless

networks similar to planning wired networknetworks similar to planning wired network
–– Many steps significantly differentMany steps significantly different

 Basic planning steps:Basic planning steps:
–– Assessing needsAssessing needs
–– Weighing benefitsWeighing benefits
–– Calculating costsCalculating costs
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Assessing Needs: The Need forAssessing Needs: The Need for
MobilityMobility

 Two significant changes in business worldTwo significant changes in business world
over last 15 years:over last 15 years:
–– Workers have electronic tools to accessWorkers have electronic tools to access

information and accomplish significantly moreinformation and accomplish significantly more
–– Restructuring of organizational hierarchiesRestructuring of organizational hierarchies

 Organizations are Organizations are ““flatterflatter””
 Teamwork is essentialTeamwork is essential

–– Together, can result in Together, can result in decreased decreased productivityproductivity
 Hinders ability to collaborate and make timelyHinders ability to collaborate and make timely

decisionsdecisions

 ““Mobile officeMobile office”” needed needed
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Assessing Needs: The Need forAssessing Needs: The Need for
Mobility (continued)Mobility (continued)

 A solution to need for mobility is WLANsA solution to need for mobility is WLANs
–– Expand productivity zone of knowledge workersExpand productivity zone of knowledge workers
–– Improve quality and productivity of meetingsImprove quality and productivity of meetings
–– Work can be performed in more locations atWork can be performed in more locations at

more timesmore times
 WLANs have been shown to add one to twoWLANs have been shown to add one to two

hours a day of productive time per workerhours a day of productive time per worker
–– Enabling worker to respond to customers,Enabling worker to respond to customers,

partners, and colleagues more quicklypartners, and colleagues more quickly
 WLANs too often viewed as WLANs too often viewed as optional optional add-onadd-on

to computer networksto computer networks
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Assessing Needs: Examining theAssessing Needs: Examining the
Business EntityBusiness Entity

 Determine if business case exists forDetermine if business case exists for
bringing wireless networking into corporatebringing wireless networking into corporate
environmentenvironment
–– What is the purpose or mission of theWhat is the purpose or mission of the

organization?organization?
–– Is the current mission expected to change in theIs the current mission expected to change in the

future?future?
–– What is the size of the organization?What is the size of the organization?
–– How much growth is anticipated in theHow much growth is anticipated in the

organization?organization?
 Obtaining firm conceptual grip onObtaining firm conceptual grip on

organization as a whole and its currentorganization as a whole and its current
status will reveal if an investment in wirelessstatus will reveal if an investment in wireless
technology is wisetechnology is wise
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Assessing Needs: Reviewing theAssessing Needs: Reviewing the
Current NetworkCurrent Network

 Question to ask when examining howQuestion to ask when examining how
organization uses current network:organization uses current network:
–– How does current network support theHow does current network support the

organizationorganization’’s mission?s mission?
–– What applications run on the network?What applications run on the network?
–– How many users does network support?How many users does network support?
–– Strengths and weaknesses of the currentStrengths and weaknesses of the current

network?network?
–– Anticipated growth in network technology?Anticipated growth in network technology?

 Examining current network status revealsExamining current network status reveals
much of this informationmuch of this information
–– Especially applications and number of usersEspecially applications and number of users
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Assessing Needs: Reviewing theAssessing Needs: Reviewing the
Current Network (continued)Current Network (continued)

 Good time to document network in detail:Good time to document network in detail:
–– Number of clientsNumber of clients
–– Types of clientsTypes of clients
–– Number of serversNumber of servers
–– The topology of the networkThe topology of the network
–– What media is being usedWhat media is being used
–– Performance of the networkPerformance of the network
–– Types of devices connected to the networkTypes of devices connected to the network



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 200200

Assessing Needs: Reviewing theAssessing Needs: Reviewing the
Current Network (continued)Current Network (continued)

Table 6-1: Current network table
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Assessing Needs: Reviewing theAssessing Needs: Reviewing the
Current Network (continued)Current Network (continued)

Figure 6-1: Network diagram
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Determining Benefits: HardDetermining Benefits: Hard
BenefitsBenefits

 Benefits that can be easily measured orBenefits that can be easily measured or
quantifiedquantified
–– For WLANs, easily measured in decreased costFor WLANs, easily measured in decreased cost

of installationof installation
 e.g., elimination of cabling costse.g., elimination of cabling costs

 Using wireless technology for MAN or WANUsing wireless technology for MAN or WAN
can result in even higher savingscan result in even higher savings



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 203203

Determining Benefits: SoftDetermining Benefits: Soft
BenefitsBenefits

 Benefits that are difficult, if not impossible,Benefits that are difficult, if not impossible,
to quantify accuratelyto quantify accurately
–– Improved productivityImproved productivity
–– Enhanced collaboration and fasterEnhanced collaboration and faster

responsivenessresponsiveness
–– Flexible mobilityFlexible mobility
–– Adherence to standardsAdherence to standards
–– Improved employee satisfactionImproved employee satisfaction
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Calculating Return on InvestmentCalculating Return on Investment
(ROI)(ROI)

 Return on investment (ROI): Return on investment (ROI): StandardStandard
measure of profitability of a projectmeasure of profitability of a project
–– Total cost of projectTotal cost of project

 Hardware, software, implementation costs, training,Hardware, software, implementation costs, training,
operations staff, maintenance staff and services, andoperations staff, maintenance staff and services, and
connectivity feesconnectivity fees

–– Less tangible costsLess tangible costs
 Workload management and customer satisfactionWorkload management and customer satisfaction

 Several models for calculating ROISeveral models for calculating ROI
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Calculating Return on InvestmentCalculating Return on Investment
(continued)(continued)

 Intel CorporationIntel Corporation’’s wireless LAN model:s wireless LAN model:
–– Implement a pilotImplement a pilot
–– Develop a reportDevelop a report
–– Assemble dataAssemble data
–– Calculate ROICalculate ROI

Table 6-2: Three-year WLAN costs and benefits
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Calculating Return on InvestmentCalculating Return on Investment
(continued)(continued)

Figure 6-2: Intel’s ROI model for WLANs
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Designing the Wireless LANDesigning the Wireless LAN

 Involves determining:Involves determining:
–– Which deployment scenario is bestWhich deployment scenario is best
–– Which IEEE wireless network standard shouldWhich IEEE wireless network standard should

be usedbe used
–– Type of AP management to implementedType of AP management to implemented
–– Where wireless devices should be locatedWhere wireless devices should be located
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Determining the DeploymentDetermining the Deployment
ScenarioScenario

 First step in designing a WLAN is to decideFirst step in designing a WLAN is to decide
on correct deployment scenario:on correct deployment scenario:
–– Ad hocAd hoc: Not connected to wired infrastructure: Not connected to wired infrastructure

 Useful where wireless infrastructure does not exist orUseful where wireless infrastructure does not exist or
services to remote networks not requiredservices to remote networks not required

–– InfrastructureInfrastructure: WLAN devices connect to wired: WLAN devices connect to wired
corporate network via APcorporate network via AP
 Most corporate wireless LANsMost corporate wireless LANs

–– HotspotHotspot: Provides wireless LAN service, for free: Provides wireless LAN service, for free
or for a fee, from variety of public areasor for a fee, from variety of public areas

–– Point-to-point remote wireless bridgePoint-to-point remote wireless bridge: Typically: Typically
interconnects two LAN segmentsinterconnects two LAN segments
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Determining the DeploymentDetermining the Deployment
Scenario (continued)Scenario (continued)

 Deployment scenarios (continued):Deployment scenarios (continued):
–– Point-to-multipoint remote wireless bridgePoint-to-multipoint remote wireless bridge::

Connects multiple LAN segmentsConnects multiple LAN segments
–– Ethernet to wireless bridgeEthernet to wireless bridge: Connects single: Connects single

device that has an Ethernet port but not andevice that has an Ethernet port but not an
802.11 NIC802.11 NIC

–– Wireless gatewayWireless gateway: Provide single mechanism: Provide single mechanism
for managing and monitoring the wirelessfor managing and monitoring the wireless
networknetwork
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Selecting the IEEE WirelessSelecting the IEEE Wireless
Network TypeNetwork Type

 IEEE 802.11b, 802.11a, or 802.11gIEEE 802.11b, 802.11a, or 802.11g
 Decision may depend on many factorsDecision may depend on many factors

–– Do other devices in area use same frequencyDo other devices in area use same frequency
range as one of the network types?range as one of the network types?

–– What kind of coverage is needed?What kind of coverage is needed?
–– What types of applications will be used?What types of applications will be used?

 If broader area of coverage needed,If broader area of coverage needed,
802.11g standard should be considered first802.11g standard should be considered first
–– Good balance of coverage area with speedGood balance of coverage area with speed
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Selecting the IEEE WirelessSelecting the IEEE Wireless
Network Type (continued)Network Type (continued)

 If interference is an issue, then 802.11aIf interference is an issue, then 802.11a
standard should be consideredstandard should be considered

 Only consider 802.11b in areas where lowOnly consider 802.11b in areas where low
bandwidth is acceptable or ad hoc wirelessbandwidth is acceptable or ad hoc wireless
network will be usednetwork will be used
–– Slow speed and susceptibility to interferenceSlow speed and susceptibility to interference
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Deciding upon Access PointDeciding upon Access Point
ManagementManagement

 If using infrastructure wireless network,If using infrastructure wireless network,
must decide type of AP managementmust decide type of AP management

 Fat access point:Fat access point: AP serves as AP serves as
management pointmanagement point
–– Configuration must be done through via APConfiguration must be done through via AP

 Thin access point:Thin access point: Lacks management Lacks management
functionsfunctions
–– Management functions moved to EthernetManagement functions moved to Ethernet

network switchnetwork switch
–– Management simplified, centralizedManagement simplified, centralized
–– Handoff time reducedHandoff time reduced
–– Thin access points are proprietaryThin access points are proprietary
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Deciding upon Access PointDeciding upon Access Point
Management (continued)Management (continued)

 Thin AP approach does not provide overallThin AP approach does not provide overall
solution for managing entire network (wiredsolution for managing entire network (wired
and wireless)and wireless)

 Several vendors working on comprehensiveSeveral vendors working on comprehensive
network management solutionsnetwork management solutions
–– Integrate wireless networks into sameIntegrate wireless networks into same

deployment, operations, and management asdeployment, operations, and management as
wired networkwired network

–– e.g., Ciscoe.g., Cisco’’s Structured Wireless-Awares Structured Wireless-Aware
Network (SWAN)Network (SWAN)
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Determining the Location of theDetermining the Location of the
Wireless DevicesWireless Devices

Table 6-3: Interference by objects
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Ad Hoc ModeAd Hoc Mode

 Wireless devices communicate directlyWireless devices communicate directly
without an APwithout an AP

 Three main considerations:Three main considerations:
–– Stations must be arranged so that they are allStations must be arranged so that they are all

within proper distance limitswithin proper distance limits
–– All stations must send and receive signals onAll stations must send and receive signals on

same frequencysame frequency
–– Hidden node problem must be avoidedHidden node problem must be avoided
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Ad Hoc Mode (continued)Ad Hoc Mode (continued)

Figure 6-3: Ad hoc hidden node problem
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Infrastructure ModeInfrastructure Mode

 Positioning APs correctly for anPositioning APs correctly for an
infrastructure WLAN is critical for ensuringinfrastructure WLAN is critical for ensuring
that coverage area is sufficientthat coverage area is sufficient
–– Interference by objects must be taken intoInterference by objects must be taken into

considerationconsideration
–– Signal should not extend beyond buildingSignal should not extend beyond building’’ss

exterior walls for security reasonsexterior walls for security reasons
 In an ESS infrastructure network withIn an ESS infrastructure network with

multiple APs, important that each APmultiple APs, important that each AP’’ss
channel set correctlychannel set correctly
–– Adjacent APs using same channel can causeAdjacent APs using same channel can cause

interference and lost framesinterference and lost frames
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Infrastructure Mode (continued)Infrastructure Mode (continued)

Figure 6-4: Interference from using same channel
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Infrastructure Mode (continued)Infrastructure Mode (continued)

 IEEE 802.11b and 802.11g networks divideIEEE 802.11b and 802.11g networks divide
frequency spectrum into 14 overlapping andfrequency spectrum into 14 overlapping and
staggered channelsstaggered channels
–– Only channels 1, 6,and 11 do not overlapOnly channels 1, 6,and 11 do not overlap

 Channel reuse:Channel reuse: Adjacent APs use Adjacent APs use
nonoverlapping channels (1, 6, and 11)nonoverlapping channels (1, 6, and 11)

 IEEE 802.11a networks have eightIEEE 802.11a networks have eight
nonoverlapping channelsnonoverlapping channels

 Must ensure APs properly overlapMust ensure APs properly overlap
–– No gaps, but not too close togetherNo gaps, but not too close together
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Infrastructure Mode (continued)Infrastructure Mode (continued)

Figure 6-5: Channel reuse
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Infrastructure Mode (continued)Infrastructure Mode (continued)

Figure 6-6: Flip flop between access points
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Infrastructure Mode (continued)Infrastructure Mode (continued)

 Must consider number of users who will beMust consider number of users who will be
associated with APsassociated with APs
–– Consider not only how many users will beConsider not only how many users will be

associated with each AP but also what they willassociated with each AP but also what they will
be doingbe doing
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Deploying a Wireless NetworkDeploying a Wireless Network

 If planning/designing done correctly,If planning/designing done correctly,
deploying can be easiest stepdeploying can be easiest step

 Must consider actual placement of APsMust consider actual placement of APs
–– Place APs exactly where they were designed toPlace APs exactly where they were designed to

gogo
–– To avoid interference, better to place APsTo avoid interference, better to place APs

higherhigher
 Be careful if placing APs in Be careful if placing APs in plenumsplenums
 If needed, can use PoEIf needed, can use PoE

 Good idea to configure WLAN on ownGood idea to configure WLAN on own
network segmentnetwork segment
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Providing User Support: TrainingProviding User Support: Training

 Planning, designing, and deploying WLANPlanning, designing, and deploying WLAN
pointless if users donpointless if users don’’t receive requiredt receive required
supportsupport

 Training is vital to use of a WLANTraining is vital to use of a WLAN
–– Users must know how to use new hardware andUsers must know how to use new hardware and

softwaresoftware
–– Support staff must know how to manageSupport staff must know how to manage

network and diagnose problemsnetwork and diagnose problems
–– Increases effectiveness of new wireless networkIncreases effectiveness of new wireless network

 Minimizes drop in productivity normally associatedMinimizes drop in productivity normally associated
with installation of a new systemwith installation of a new system
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Providing User Support: TrainingProviding User Support: Training
(continued)(continued)

 Group training session often most effectiveGroup training session often most effective
training settingtraining setting
–– Preferably done at same time users receivePreferably done at same time users receive

wireless-enabled laptopswireless-enabled laptops
 Important to set appropriate userImportant to set appropriate user

expectations for support and how theyexpectations for support and how they
should request itshould request it
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Providing User Support: SupportProviding User Support: Support

 Involves continuing follow-up in answeringInvolves continuing follow-up in answering
questions and assisting usersquestions and assisting users

 User support functions can be organized inUser support functions can be organized in
variety of ways:variety of ways:
–– Establishing informal peer-to-peer supportEstablishing informal peer-to-peer support

groupsgroups
–– Creating formal user support groupsCreating formal user support groups
–– Maintaining a help deskMaintaining a help desk
–– Assigning support to the information technologyAssigning support to the information technology

departmentdepartment
–– Outsourcing support to a third partyOutsourcing support to a third party
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Providing User Support: SupportProviding User Support: Support
(continued)(continued)

 Establishing and staffing internal help deskEstablishing and staffing internal help desk
is one of most effective means of supportis one of most effective means of support
–– Central point of contact for users who needCentral point of contact for users who need

assistance using networkassistance using network
–– Suggestions regarding a help desk:Suggestions regarding a help desk:

 One telephone number for help deskOne telephone number for help desk
 Plan for increased call volume after network installedPlan for increased call volume after network installed
 Problem trackingProblem tracking
 Use surveys to determine user satisfactionUse surveys to determine user satisfaction
 Periodically rotate network personnel into help deskPeriodically rotate network personnel into help desk
 Use info from help desk to organize follow-up trainingUse info from help desk to organize follow-up training
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Providing User Support: SupportProviding User Support: Support
(continued)(continued)

 User feedback essential when installing newUser feedback essential when installing new
WLANWLAN
–– Possibly more essential than technical feedbackPossibly more essential than technical feedback
–– May have IT personnel contact users forMay have IT personnel contact users for

feedbackfeedback
–– May schedule meetings with users to gatherMay schedule meetings with users to gather

feedbackfeedback



Conducting a Site SurveyConducting a Site Survey
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What is a Site Survey?What is a Site Survey?

 When installing a WLAN for a University,When installing a WLAN for a University,
areas of dead space might not be toleratedareas of dead space might not be tolerated
–– Ensure blanket coverage, meet per-userEnsure blanket coverage, meet per-user

bandwidth requirements, minimize bandwidth requirements, minimize ““bleedingbleeding”” of of
signalsignal

 Factors affecting wireless coverage goals:Factors affecting wireless coverage goals:
–– Devices emitting RF signalsDevices emitting RF signals
–– Building structure (walls, construction materials)Building structure (walls, construction materials)
–– Open or closed office doorsOpen or closed office doors
–– Stationary versus mobile machinery/equipmentStationary versus mobile machinery/equipment
–– Movement of mobile walls (e.g., cubicles)Movement of mobile walls (e.g., cubicles)
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What is a Site Survey?What is a Site Survey?
(continued)(continued)

 Factors affecting wireless coverage goalsFactors affecting wireless coverage goals
(continued):(continued):
–– Expansion of physical plant or growth ofExpansion of physical plant or growth of

organizationorganization
–– Existing WLANsExisting WLANs

 Both inside organization, and within nearbyBoth inside organization, and within nearby
organizationsorganizations

 Site survey:Site survey: Process of planning a WLAN Process of planning a WLAN
to meet design goalsto meet design goals
–– Effectiveness of a WLAN often linked toEffectiveness of a WLAN often linked to

thoroughness of the site surveythoroughness of the site survey
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What is a Site Survey?What is a Site Survey?
(continued)(continued)

 Design goals for a site survey:Design goals for a site survey:
–– Achieve best possible performance from WLANAchieve best possible performance from WLAN
–– Certify that installation will operate as promisedCertify that installation will operate as promised
–– Determine best location for APsDetermine best location for APs
–– Develop networks optimized for variety ofDevelop networks optimized for variety of

applicationsapplications
–– Ensure coverage will fulfill Ensure coverage will fulfill UniversitieUniversitie’’ss

requirementsrequirements
–– Locate unauthorized APsLocate unauthorized APs
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What is a Site Survey?What is a Site Survey?
(continued)(continued)

 Design goals for a site survey (continued):Design goals for a site survey (continued):
–– Map nearby wireless networks to determineMap nearby wireless networks to determine

existing radio interferenceexisting radio interference
–– Reduce radio interference as much as possibleReduce radio interference as much as possible
–– Make wireless network secureMake wireless network secure

 Survey provides realistic understanding ofSurvey provides realistic understanding of
infrastructure required for proposed wirelessinfrastructure required for proposed wireless
linklink
–– Assists in predicting network capability andAssists in predicting network capability and

throughputthroughput
–– Helps determine exact location of APs andHelps determine exact location of APs and

power levels requiredpower levels required
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What is a Site Survey?What is a Site Survey?
(continued)(continued)

 When to perform a site survey:When to perform a site survey:
–– Before installing a new wireless networkBefore installing a new wireless network
–– Before changing an existing wireless networkBefore changing an existing wireless network
–– When there are significant changes in personnelWhen there are significant changes in personnel
–– When there are changes in network needsWhen there are changes in network needs
–– After making physical changes to a buildingAfter making physical changes to a building
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Site Survey Tools: WirelessSite Survey Tools: Wireless
ToolsTools

 Most basic tool is AP itself:Most basic tool is AP itself:
–– Position AP in various locations, monitor signalPosition AP in various locations, monitor signal

as you moveas you move
–– APs should have ability to adjust output powerAPs should have ability to adjust output power
–– APs should have external antenna connectorsAPs should have external antenna connectors

 Test effectiveness of different antenna types inTest effectiveness of different antenna types in
different situationsdifferent situations

–– May need DC-to-AC converter for testingMay need DC-to-AC converter for testing
 Notebook computer with wireless NIC alsoNotebook computer with wireless NIC also

essential for testingessential for testing
–– Previously configured and testedPreviously configured and tested
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Site Survey Tools: WirelessSite Survey Tools: Wireless
Tools (continued)Tools (continued)

Figure 7-1: Adjusting AP power levels



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 237237

Site Survey Tools: WirelessSite Survey Tools: Wireless
Tools (continued)Tools (continued)

Figure 7-2: External antenna connectors
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Site Survey Tools: MeasurementSite Survey Tools: Measurement
ToolsTools

 Site Survey Analyzers: Site Survey Analyzers: SpecificallySpecifically
designed for conducting WLAN site surveysdesigned for conducting WLAN site surveys
–– Software often built into APSoftware often built into AP
–– Receive Signal Strength Indicator (RSSI)Receive Signal Strength Indicator (RSSI)

valuevalue
–– Full-featured site survey analyzer softwareFull-featured site survey analyzer software

settings:settings:
 Destination MAC AddressDestination MAC Address
 Continuous Link TestContinuous Link Test
 Number of PacketsNumber of Packets
 Packet SizePacket Size
 Data RetriesData Retries
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Site Survey Tools: MeasurementSite Survey Tools: Measurement
Tools (continued)Tools (continued)

 Site Survey Analyzers (continued):Site Survey Analyzers (continued):
–– Full-featured site survey analyzer softwareFull-featured site survey analyzer software

settings (continued):settings (continued):
 Data RateData Rate
 Delay Between PacketsDelay Between Packets
 Packet Tx TypePacket Tx Type

–– Unicast or multicastUnicast or multicast

 Percent Success ThresholdPercent Success Threshold

–– Basic survey analyzer software contains farBasic survey analyzer software contains far
fewer featuresfewer features
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Site Survey Tools: MeasurementSite Survey Tools: Measurement
Tools (continued)Tools (continued)

Figure 7-3: Full-featured site survey analyzer software setup
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Site Survey Tools: MeasurementSite Survey Tools: Measurement
Tools (continued)Tools (continued)

Figure 7-4: Full-featured site survey analyzer software results
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Site Survey Tools: MeasurementSite Survey Tools: Measurement
Tools (continued)Tools (continued)

Figure 7-6: Basic site survey analyzer software results
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Site Survey Tools: MeasurementSite Survey Tools: Measurement
Tools (continued)Tools (continued)

 Spectrum Analyzers: Spectrum Analyzers: Scan radio frequencyScan radio frequency
spectrum and provides graphical display ofspectrum and provides graphical display of
resultsresults
–– Typically measure signal-to-noise ratioTypically measure signal-to-noise ratio
–– Single-frequency analyzers measure signal-to-Single-frequency analyzers measure signal-to-

noise ratio at specified frequencynoise ratio at specified frequency
–– Helpful in identifying interference problemsHelpful in identifying interference problems

 Thus, helps properly position/orient APThus, helps properly position/orient AP



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 244244

Site Survey Tools: MeasurementSite Survey Tools: Measurement
Tools (continued)Tools (continued)

Figure 7-7: Single-frequency analyzer



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 245245

Site Survey Tools: MeasurementSite Survey Tools: Measurement
Tools (continued)Tools (continued)

Figure 7-8: Spectrum analyzer
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Site Survey Tools: MeasurementSite Survey Tools: Measurement
Tools (continued)Tools (continued)

 Network Analyzers: Network Analyzers: Can be used to pickCan be used to pick
up packets being transmitted by otherup packets being transmitted by other
WLANs in areaWLANs in area
–– Provide additional information on transmissionsProvide additional information on transmissions
–– Packet sniffers or protocol analyzersPacket sniffers or protocol analyzers
–– Not used in placement of APNot used in placement of AP
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Site Survey Tools:Site Survey Tools:
Documentation ToolsDocumentation Tools

 Create a Create a ““hard copyhard copy”” of site survey results of site survey results
–– Make available for future referenceMake available for future reference
–– No industry-standard form for site surveyNo industry-standard form for site survey

documentationdocumentation
 Site survey report should include:Site survey report should include:

–– Purpose of reportPurpose of report
–– Survey methodsSurvey methods
–– RF coverage details (frequency and channelRF coverage details (frequency and channel

plan)plan)
–– Throughput findingsThroughput findings
–– Sources of interferenceSources of interference
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Site Survey Tools:Site Survey Tools:
Documentation Tools (continued)Documentation Tools (continued)
 Site survey report should includeSite survey report should include

(continued):(continued):
–– Problem zonesProblem zones
–– Marked-up facility drawings with access pointMarked-up facility drawings with access point

placementplacement
–– Access point configurationAccess point configuration

 Use plain paper and building layoutUse plain paper and building layout
blueprints as toolsblueprints as tools

 Advisable to create database to store siteAdvisable to create database to store site
survey information and generate reportssurvey information and generate reports
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Site Survey Tools:Site Survey Tools:
Documentation Tools (continued)Documentation Tools (continued)

Figure 7-9: Sample site survey form
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Performing a Site Survey:Performing a Site Survey:
Gathering DataGathering Data

 Obtaining Business Requirements:Obtaining Business Requirements:
Determine business reasons why WLANDetermine business reasons why WLAN
being proposed or extendedbeing proposed or extended
–– If this step skipped, almost impossible toIf this step skipped, almost impossible to

properly design and implement the networkproperly design and implement the network
–– Primary data gathering method is interviewingPrimary data gathering method is interviewing
–– Must determine type of mobility required withinMust determine type of mobility required within

organizationorganization
–– Must determine per-user bandwidthMust determine per-user bandwidth

requirementsrequirements
 May be different May be different ““typestypes”” of users with different of users with different

bandwidth requirementsbandwidth requirements
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Performing a Site Survey:Performing a Site Survey:
Gathering Data (continued)Gathering Data (continued)

 Defining Security Requirements:Defining Security Requirements:
Consider type of data encryption and type ofConsider type of data encryption and type of
authentication that will take place acrossauthentication that will take place across
WLANWLAN
–– Consider existing security policies andConsider existing security policies and

proceduresprocedures
 Gathering Site-Specific Documentation:Gathering Site-Specific Documentation:

–– Blueprints, facility drawings, and otherBlueprints, facility drawings, and other
documentsdocuments
 Show specific building infrastructure componentsShow specific building infrastructure components

–– Inspecting the siteInspecting the site
 Document changes to blueprints and get visualDocument changes to blueprints and get visual

perspectiveperspective
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Performing a Site Survey:Performing a Site Survey:
Gathering Data (continued)Gathering Data (continued)

 Gathering Site-Specific DocumentationGathering Site-Specific Documentation
(continued):(continued):
–– Behind-the-scenes site inspectionBehind-the-scenes site inspection

 May require ladder, flashlight, and an escortMay require ladder, flashlight, and an escort

 Documenting Existing NetworkDocumenting Existing Network
Characteristics: Characteristics: New or expanded WLANNew or expanded WLAN
will will ““dovetaildovetail”” into network already in place into network already in place
–– Determine degree to which WLAN will interactDetermine degree to which WLAN will interact

with other wired networkswith other wired networks
–– Legacy systems may require additionalLegacy systems may require additional

equipment to support WLANequipment to support WLAN
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Performing a Site Survey:Performing a Site Survey:
Performing the SurveyPerforming the Survey

 Collecting RF Information:Collecting RF Information:
–– Note objects in and layout of roomNote objects in and layout of room

 Use digital cameraUse digital camera

–– Position APPosition AP
 Initial location will depend on antenna typeInitial location will depend on antenna type
 Document starting position of APDocument starting position of AP

–– Using notebook computer with site surveyUsing notebook computer with site survey
analyzer software running, walk slowly awayanalyzer software running, walk slowly away
from APfrom AP
 Observe data displayed by analyzer programObserve data displayed by analyzer program

–– Data rate, signal strength, noise floor, and signal-to-noiseData rate, signal strength, noise floor, and signal-to-noise
ratioratio
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Performing a Site Survey:Performing a Site Survey:
Performing the SurveyPerforming the Survey

(continued)(continued)

Figure 7-10: Position of APs
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Performing a Site Survey:Performing a Site Survey:
Performing the SurveyPerforming the Survey

(continued)(continued)
 Collecting RF Information (continued):Collecting RF Information (continued):

–– Continue moving until data collected for allContinue moving until data collected for all
areasareas

–– Data collected used to produce:Data collected used to produce:
 Coverage pattern:Coverage pattern: Area where signal can be Area where signal can be

received from the APreceived from the AP
 Data rate boundaries: Data rate boundaries: Range of coverage for aRange of coverage for a

specific transmission speedspecific transmission speed
 Throughput:Throughput: Number of packets sent and received Number of packets sent and received

and data rates for eachand data rates for each
 Total transmission range:Total transmission range: Farthest distance at Farthest distance at

which signal can be received by wireless devicewhich signal can be received by wireless device
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Performing a Site Survey:Performing a Site Survey:
Performing the SurveyPerforming the Survey

(continued)(continued)

Figure 7-11: Coverage pattern
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Performing a Site Survey:Performing a Site Survey:
Performing the SurveyPerforming the Survey

(continued)(continued)

Figure 7-12: Data rate boundaries
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Performing a Site Survey:Performing a Site Survey:
Performing the SurveyPerforming the Survey

(continued)(continued)
 Collecting Non-RF Information:Collecting Non-RF Information:

–– Sources of interference can include:Sources of interference can include:
 Wire mesh security windows, Aquariums, OuterWire mesh security windows, Aquariums, Outer

walls, Ceramic or marble floors, Concrete floors orwalls, Ceramic or marble floors, Concrete floors or
pillars, Security booth bullet-proof glass, Mirrors, andpillars, Security booth bullet-proof glass, Mirrors, and
Elevator shafts or filing cabinetsElevator shafts or filing cabinets

–– Electrical and network connectionsElectrical and network connections
 Outdoor Surveys: Outdoor Surveys: Similar to indoorSimilar to indoor

surveys, but must consider climaticsurveys, but must consider climatic
conditions, trees, different possibilities forconditions, trees, different possibilities for
antenna positionsantenna positions
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(continued)(continued)
 Outdoor Surveys (continued):Outdoor Surveys (continued):

–– Different tools may be requiredDifferent tools may be required
 GPSGPS
 Range finderRange finder
 Tape measureTape measure
 Lighting beacons, flares, and spotlightsLighting beacons, flares, and spotlights

 Finalizing the Survey Documents: Finalizing the Survey Documents: FinalFinal
result is map of optimal areas of coverageresult is map of optimal areas of coverage
for placement of access pointfor placement of access point
–– If results unacceptable, must relocate AP andIf results unacceptable, must relocate AP and

start overstart over
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 Narrative section:Narrative section:
–– State customer requirementsState customer requirements
–– Outline methodologyOutline methodology

 Outline all steps taken during surveyOutline all steps taken during survey

–– Clearly state results of measurementsClearly state results of measurements
 May have tables of measurementsMay have tables of measurements

–– RecommendationsRecommendations
 Should always address securityShould always address security
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(continued)(continued)

Figure 7-13: Table of measurements
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(continued)(continued)
 Graphic section:Graphic section:

–– Generally includes maps and diagrams ofGenerally includes maps and diagrams of
coverage areacoverage area
 Data rate coverage mapData rate coverage map
 Signal-to-noise ratio plotSignal-to-noise ratio plot
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(continued)(continued)

Figure 7-14: Data rate coverage map
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(continued)(continued)

Figure 7-15: 3-D signal-to-noise ratio plot


