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- Evolution of Wired & Wireless Networks
Wired & Wireless LAN in the Enterprise
CAN*DesignParadigm
Wired'Local Area Networks
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Speed/Standards Coverage (How far the signal reaches)
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Encryption
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_network deS|gn

= This phased process covers the majority of areas
that must be considered in most networking analysis
and design projects.

= Topics

di- TheNetwork Design Process

= 2 - Business Requirements —
3 - User Reqliirements . i —

R EAPPIIEation Requirements

' o - Computing Platform Requirements
6 - Network Requirements
7 - Developing a Requirements Specification Document
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s=Analysis-is'the second phase of the network design
process. The lessons of the unit focus on the Traffic
Specification and Requirements Specification
elements of this process, and explain general

concepts of network performance and tratfic.

= Topics
i=*Review of Internetworking Devices
2PN etWork PerfonnaneeIGoncepts —
Winmumes and Patterns
4 - Taking Baseline Measurements of LAN Traffic
5 - Developing a Traffic Specification Document
viay 13-18- ATNOg | utorial,
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= Here'we focus on the Logical Design phase.

..=_Each topic focuses on a different technological design
consideration, such as physical media characteristics, wide-
area performance, network management, security, and
Transmission Control Protocol/Internet Protocol (TCP/IP)
addressing flexibility.

Topics:
1 - Overview of the Logical Design Phase
2 - Physical Layer Considerations

= Internetworking Device Considerations
= Optimizingd\WANPerformance

g%’r_ugyvorkm WithiSNVIP*and RMON
CP/IP"Addressing Considerations

7 - Security Considerations
8 - Firewall Considerations

9 - Developing a Logical,De

= S S E R menE n v ® wmw
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“=This unit provides an overview of transmission
media basics, including a look at structured wiring

systems, cable characteristics, wireless LANs, and
installation.

Topics
du=0Ovenview.of a Structured . Cable Plant
2 - CoppernCables —

4 - Wireless LANs
9 - Developing a Physical Desigh Document
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= The lessons in this unit apply the network design process
as we gather requirements, analyze, and design a small
network for an imaginary company.

= Lessons
Lesson 1 - Requirements Gathering and Analysis
Sl eésson 2 - Loqlcal Design -
lesson 3= wDesign _—

e T Project Summary and ProjectiSchedule
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= |n this tutorial, we broaden our perspective to
—considermore general goals, such as:

(a) network availability
(b) performance and
(c ) Internet connectivity.

= Tutorial
1 - Designing for Internet Connectivity
2 - Designing for Performance: GigabitiEthenne
3 - Designingifor: Performance” ATM
WANTIrEe=Stage ATM Migration
5 - Converged Networks

6 - Designing for Availability
May 13-18- Afnog Tutorial,
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== Here we outline a formal five-phase approach to network de;Gﬁ.

. This phased process covers the majority of areas that must be
considered iIn"most networking analysis and design projects.

It can be used by an outside consultant or an internal Information
Services (IS) group.

This network development process, as presented here, is very
methodical.

This level of detail helps ensure that the designer gathers all necessary
in}‘ormation, considers all options, and keeps all'key'players well
informed.

Experienced network developers have found that this approach is
essential to keep,large projects on track.

However, although there are many benefitsitoifollowingla formal processy =
notievery project resisuchiaidetailedapproach.

:_-_@hce-yeu understand'the reasons and methods, of this process, you can
S modify it to fit the size and scope of most projects.
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“Development Process

Introduction

= Here we introduces the five-phase network analysis and design
process that we will follow throughout this tutorial, andishows how:it
is similar to the phased development approach.commonly used in
software development and engineering.

= We will discuss why a formal process can prevent many of the most

ommon problems in any technical designwork; then describe how,
each phase ofithenetworkidevelopmentiprocessiforms alogical —
L sequence ofieventsirererredito as the systems development life cycle

- (SDLC).
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The Case for Formality

= As with any technical discipline, a process needs to be

followed when designing a network that fills a particular
business need.

Rather than a bureaucratic burden that interferes with the
~“real work™ of'network building, a good formal

development processimakesithe developer's work
R . . .
S simpler, more productive, and more satisfying.

———
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Time pressure is a fact of life, and many technical professionals
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network avoid the following problems:
_a) _ Failure to meet requirements=-If you do not find out what the
requirements actually are, it is impossible to create a network that
meets them.

b) "Creeping" requirements--Specification additions and changes can
disastrously increase the amount of time, effort, and money spent on

a project. All change requests must be clearly documented,
communicated, and evaluated.

c) Missed deadlines and budget overruns--Haphazard projects almost
always take longer and cost more than well-planned ones, often
because work'must be redone. Also;, when you “shootifrom the hip;*
it/is easy te;missicost-saving opportunities: ———

s} _.Diesatiﬁim--Regardless of how good a network appears,
| it'is a failure if it does not satisfy those who must use it.

e) Dissatisfied management--A haphazard and unprofessional
development projecticandhurtayoureredibility and create ill will

among decision maki&rs, Kenya -Prof.Kah & Aliu
Folorunso




= A formal process does not have to be

ollrdarsors, or 2y mors corlols, iz
e cessan S .

e
c——

~ "= A'development process Is like a construction
_ blueprint. Large office buildings require
many complex drawings and schedules, but
e\':en ?‘tool shed should start with a simple
sketch.

Therefore, a small network project may. only.

require a process as simple as'documenting

the initial requirements, implementing the

solutiongand documenting the resulting
~changes, in,the network.

—'_..Largerm complex jobs often require
a formal, highly documented process.
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The process ofi creating a new system, or changing
—an existing'system, is called a life cycle. During this
cycle, a new network or feature is planned,
Implemented, and maintained. The process begins
anew with each change. This cycle is very similar to

the SDLC long used by software engineersiand
system analysts.

= Although no single life cycle perfectly describes all
development projects, two general life cycle
~patterns have been identified by software

engineers: -
S q)l the waterfall cycle and

’ : b) the spiral cycle.

One of these life cycles describes every network
development project 10 Somfe -exte

Nairopi, Kenya -Pror
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Ilihe waterfall life cycle is defined by distinct
stages. Different waterfall-based processes have
different names for the stages, but they all tend to
follow these five general steps, in order:

Analyze
Design
- Build
. Test
Deploy
May 13-18- Afnog Tutorial,
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This life;cycleis called awwatextall, because work
Cilows down frorm one sizis ]n"u "r'nﬁ nan, 245 ;ann
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oItthienNater Syciemragram

e e

deployed the'life cycle beglns again for the nexf
__update.

Requirements
Spechcabons

Logcal Design

Physcal Design
— Implementaton Phase

May 13-18- Afnog Tutorial,
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When a development process follows the waterfall model each

“igzumug 10z pfgvuua ST ENSRIILET nJi 0armlsslole,
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- are scheduled to be p: pant ofit eﬁ‘ﬂmngm
earlier’stage Is permissible, there are usually repercussions. The
completion date is often extended as a result, and significant
budget overruns are common.

The major advantage of the waterfall cycle is that all planning is
done In the early stages. All system stakeholders know exactly
what is expected and what stage the process is currently in.
Completion dates can be determined at an early stage, and
coordination is simplified.

Although the rigidity of the waterfall istappealing tormany. —
developers (who)canjuserit asia shieldlagainst users who suggest

" [a3teproject chianges), it can be cumbersome for any but the
smallest projects. In addition, because the requirements of a
project often change before the project has been completed, the

rigidity of the waterfall cygle-canfieattto:idevelopment setbacks.
Nairobi, Kenya -Prof.Kah & Aliu
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The spiral cycle, or whirlpool cycle, is a
variation of the waterfall cycle. It is a more
recent approach, meant to overcome some of
the limitations of the waterfall cycle. This cycle

Is often used in multiple-version software
development projects; however, some of its
principles can be applied to network
development as well.

. ama
B — ——

E———
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The guiding| principle behindithe spiral cycle isichange

ezl et Unllce iz wetsrizll cycls ing solrzl oy cla car)

P RYUICHIY A ONTEWA Y U EIMENISAINISHS I CCOIPISHIEUNINANS ’
“looping|through'all'stages several times; producing alimited.

version of the project.each time, as shown on the Spiral Cycle
__Diagram.

Spiral Cycle
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s hinished. Their feedback'is thenrincorporatedfintorthes
next iteration of the spiral: With each iteration, new

features are incorporated and prior problems are fixed.

Although the spiral life cycle handles changing

requirements much better than the waterfall.cycle, it
also has significant limitations. Because there is no way
to guess what new features may be requested, it is
difficult to estimate the total eventual cost and release
date. In addition, major features thatirequirerlongers
developmentitimesiarerdifficultitoNmplement. Most
smportantly, when following a spiral development life
cycle, it is very easy to fall into a never-ending series of

u pgrades' May 13-18- Afnog Tutorial,
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he Network Design RProcess

i -

= Thewaterfall'and'spiral cycles do not perfectly describe
all network development projects, and a single project
may change from one cycle to another. For example, a
waterfall model may describe the process of designing
and launching a new network, while a spiral model
might better describe its ongoing updates and
maintenance.

———

Iihe network development process describesithe

general taskshatimustiberaccomplished when
developing a network. However, each project has its

own unique needs that may require a different process

with different tasks.vay 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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TThe phases of a process break a large project down
into understandable, manageable pieces. If you think of
a project as a long list of tasks, these phases are
simply task categories. In other words, each phase

includes certain jobs that must be performedito
prepare the project to move to the next phase. The life
cycle,of a.typical network development project consists
S ofithe followingphases, as illustratedion the NetWworks s
- Design Process Diagram:

May 13-18- Afnog Tutorial,
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Requirements Gathering

Lodical Dasign (zlso refzrrad to 215 Concsgizl Dasicn)
DIhhwweirmn TN

ysicallDesign (alsoireferreditorasiFinall Design)s ===
Installationrand Maintenance =

e

2 e phyiecal
eQurpTReSy Nt

Network Design Process

~ This process can apply to either a waterfall or spiral SDLC. In other words, .
the process only defines the phases of a life cycle. The decision whether to
‘complete each phase before starting another (waterfall), or work through
several iterations of the process in one life cycle (spiral), is up to an
organization.
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Deliverables

N OURCANRAISORNNKIOIRANINO] ECIN NN ETISAOIMWHIA TN SR/ 9]

deliverable.™ Eor example; if: someone asks'mhe.pmject-sg
deliverable?* youl could answer, “a network.”™ However, to get'to the final
goal of a functioning network; the development team must produce many.
supporting products, such as design documents, estimates, or reports.
Each phase produces its own deliverables that become the input to the
next phase.

Like the invisible foundation of a building, these deliverables form a strong
structure that strengthens the overall design. Therefore, all documentation
that records your design assumptions, technical alternatives, customer
information, and management approval should be retained for easy access
ndfuture reference.

- — —
e
SSASouWwork through'this course, it is important to remember that not all

projects require all of these phases or deliverables. Smaller projects may.
skip some phases, or combine them. Once you understand the reason for
each phase, task, and deliverableisysuccdantdecide how much of this formal
process is necessary for Eé‘&ﬁ'd@ F'det@lépttient projects.

olorunso 26




SPhas nts Gathering:

o

This is the most crucial phase in the development process,
because requirements provide the target your network design
must hit. However, although requirements analysis is
fundamental to the network design, it is often overlooked or
ignored because it is one of the most difficult phases of the
overall design process.

Gathering requirements means talking to)users; managersyands
other netwoﬂ(bpﬁfémnelrthen summarizing and interpreting the

S results. Often, it'means resolving conflicting needs and desires
among user groups. However, network personnel are often
distanced from the users, and do not have a clear idea of what

th t d May 13-18- Afnog Tutorial,
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centrary, requirements anaIyS|s helps the deS|gner to!
_better understand how the new network should

perform. Therefore, Requirements Gathering produces
immediate payoffs in:

Better view of current network

Objective decision-making

Ability‘terplan for network migration

Ability tordeliversappropriatefresources to all users

I
E———

———
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~Just as different types of users have different
networking needs, each aspect of the organization
has its own requirements. In this course, we discuss
the need to gather requirements for:

The business or organization as a whole
Users
Applications

———

Computing platformsiss _—
EThenetwork itself, and the network staff

May 13-18- Afnog Tutorial,
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Business

Ussr Requiraments —
Shared Applications
Apolication
Software Reguirements Shared Files

Information Accass
Computing Platform E-Mail Services
Graphics Services
Fax Senicas
Network Requirements Etc
- Physcal Tepokogy
- Networking Scltware

Hardwars Reguirements
Operating System Raquirements

- Internetwarking Devices
- WAN Links

Areas of Requirements

he Requirements Gathering process is a series of steps. We beginby =~
gathering requ&pper managemm the owners of the
memxt, we work with the user community, gathering the network
requirements for supporting the users, their applications, and the base of
installed computing equipment. The network itself is the last
consideration; we gather all ddveBrégifirenients. before considering the

network or network technof&ﬁ?@kﬁepé’i) rfrg) Kah & Aliu
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It'is’common for network professionals to base a network design solely ona
particular technology, service, or vendor (typically ones the designer has the most
experience with)..However, this makes as much sense as designing a house without
knowing anything about the people who will live there.
A network is not an end in itself; it is a highly customized tool that helps people do
their work. Thus, designers must deliberately postpone any technical decision-
making, and focus instead on discovering what factors make a real difference to
users. Do they have enough storage space? Do their applications perform well? Are
people waiting too long for print jobs? Is the security system understandable and
usable? Do any network problems really get in their way? A network designer' must
groyide the customer with the proper equipment designitormatch the specific
usiness.

Network designers cannot be expected to understandithe jobs of system users.
However, users often assume that certain "essential* features will be part of a
etwork, even though they never explicitly ask for.them.

ilhe'Requirements, Gathering phase is a chance tordefinge; as/precisely as possibie; s
what users want an iled|requirements make it more likely the final

o networkawill satistyfits users. Specific requirements help guard against “scope
L creep, the process of gradually adding requirements, until a project becomes

unrecognizable.

Good Requirements Gathering techniques will not only help individuals do their
work, but will also improve the, o e,railéj%o]gblcg 'rté’l of the organization, providing a

competltlve edge in the marha‘flrp Keenya _Prof. Kah & Aliu
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Looking to the Future
The Requlrements Gatherlng_process must conS|der both the current and future

Jer e u d/U'JIJ | mA nangr lzitar,

The_neiwork de5|gner must formally record the requwements in‘a Requwements
Specification document that describes, exactly what the organization and users
need from the network. This document should not propose solutions or designs
(that'will’come later);’'instead the Requirements Specification should clearly and
specifically summarize the needs and desires of the organization and users.

After the Requirements Specification document has been written, management and
network designers should formally agree that it is correct. In other words, the
responsible stakeholders must all sign off on the requirements. At this point, the
requirements document becomes an agreement between the development team and
management. Management agrees that the requirementsidocument describes the
system they want; the network developers agree to deliver that system.

After the Requirements Specification document has been formally accepted, the
development process can move forward to the next phase. However;,although
formal requirements documents are vitally important; they are not written in stone:
Things change; ne rise, and the key plawi"should always be willing to
renegpetiate th or requwements However, a formal requirements process
helps ' makes it clear to everyone that there is always a price (in time, money, or
features) for any requirements changes.

May 13-18- Afnog Tutorial,
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S network; it s essential toranalyzerthe existingrnetworksarchitecture
and performance. The Analysis phase complements the
Requirements Gathering phase; requirements show you where you
need to be, andanalysis tells you where you currently are.

The effectiveness of a new network design depends on whether the
current computing infrastructure can support the new
requirements. The existing network installation and its supporting

systems may be an asset to the new development, or a liability.
Therefore, after the Requirements Specification has been written,
but before the design process begins, the development team must
thoroughly analyze the existing network and any other resources
hemew networkimay depend on.

———

———

- —
D Atheroughianalysis'should gather both qualitative information
" (suchras user estimates of storage and traffic) and quantitative
data (such as traffic measurements and network management
statistics). A Traffic Specification Document is created during this
phase of the design, andds!éohsideredia formal deliverable before
proceeding to the Logi¢41"DESign PHasa

Fororunso 33




The‘network Analy3|s _phase should‘prodm
deliverables suchras:

sFogical'diagram of the current topology

= Estimated traffic volumes and patterns that describe the
network capacity required for each application, each
network segment, and the network as a whole

Detailed statistics, baseline measurements, and'any
other direct measurements that describe the network’s
current level of performance

Avieport onithe quality of service provided by suppllers
oftinternet connections or wide areainetwork (VWAN)SSss
Jnks T

"WA'list of design constraints, such as the need to use
existing cabling or devices

May 13-18- Afnog Tutorial,
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. The_J_oglcaI pesign descrlbes what the network. must
do, andhow it must perform, to meet the
‘requirements.

= A Logical Design specifies how data flows through a
network, not where particular network elements are
physically located (that comes in the next phase).

= The designer creates a logical network structure
based on the Requirements Specification and results
of the network analysis.

= lfithe currentihardware or software cannot meet the
needs;of the,new.network, they rays,t be upgraded: s
. Clrnrent systemsfcan‘ye reused thie' new design can
integrate them.

* |f not, the team can find new systems, and test them

to confirm they meet thesrequirements.

Nairobi, Kenya -Prof.Kah & Aliu
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===AlLogical-Design identifies the services,

equipment, network architecture, and addressing
structure necessary to create a network that
satisfies its requirements. This phase should
produce a Logical Design document that
includes:

a) Logical network diagrams

b).. Addressing strategy

c) Security scheme S—

d)l Specificationtorhardwarelcomponents, software, WAN
“inks, and"'general services

e) Specification of new hires or training for the network staff

f) Initial cost estimates for hardware, software, services,

personnel, and tfaihing Anog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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= The Physical Design shows how to make the
Logical Design work in the real world.

= |[n this phase, the network designercreates a
detailed specification of the hardware,
Lasoftware,dinks, services, and cabling
“ _Q'gcessal_t_g,implement thedtogical Design.

———
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Physmal Design outputs gmde the
~equipment procurement and installation,
thus the Physical Design document must be
as specific and detailed as possible, often

including:
a) Physical network diagrams andi to-scale wiring plans
b) Detailed lists of equipment and parts
c). Cost estimates for hardware, software andiinstallatienyals e

d) Ing,tgﬂatmﬁ@l’t‘edule thiat SpeCIerS the time and duration of
physical’or service disruptions

e) Post-installation testing plan

f) User training plan;_sg. afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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~Installation
== Arsmoethrinstallation is the reward for thorough work in the
first four phases. WWhen network developers are disciplined

enough to invest real effort in the earlier phases, they find
that they have already solved or prevented many common

installation problems.

Of course, the main output of the Installation phase is the

network itself. However, a good installation should also
produce:

a) Updated diagrams (logical and physical)thatincludesall
last-minuterchanges —_—

b)) Gabling) connections, and devices that are clearly labeled

c) Any notes or documents that can simplity later
maintenance or troubleshooting, such as test results or
new traffic measurem ents

] 109U M\l IUH Tutorlal,
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= Any necessary handware or seftwarne must be purchased and tested
deifefe j
Ir1 21 orozider sense, any resource
dEIOYINENISS d zlls0 92 2rrel

el

“INewremployees, consulting séwié;és, ffalningraﬁa--sewieezeeﬂ{r-a‘%ts are
all'resources that may need to be in place.

The procurement of these resources should always occur before
installation begins in earnest.

If a vital system cannot be procured and tested prior to installation, a
complete or partial redesign may be necessary.

Although painful, it is better to deal with it before the network staff has

already dismantled sections of the existing network.

The objective of the whole design process is teranswer questions, make
decisions, and discover problems before the Installation phase begins.

However, nobody is perfect, and the best plans cannot always prevent
nexpected preblems.

Ierefore, itiis impostant that the designerpanticipatesinithe NEtWork'sIs
installation. ...

N

May 13-18- Afnog Tutorial,
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s“After thernetwork has been installed, the
network staff shifts its focus to getting
iInput from the user community and

monitoring the network itself fer-potential
problems.

"UAS each set.of. additional reguinenientss s
I Zrises) the'network life cycle. repeats.

May 13-18- Afnog Tutorial,
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Tutorial #2 — University/Business Requirements

-

AS we all' know, a netwerk is'a tool that helps people do
WOork.

Like any user, a University or an organization Iis an entity
with its own needs, problems, and plans for the future.

Therefore, in the first part of the requirements gathering

process, we focus on the needs of the University or business
as a whole.

Just as a network can influence the productivity of an

individual user armetwork can alseicentribute.to.the SUCCESS

eiffailure ofianiorganization. —— ——
B — 4""

N

== Key Point
Designing a network without reqmrements is like
starting a trip withodtia destifiatioh.

robi;, Kenya -Pror
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| To—gather BUSINESS requwements for a network, you must flrst
understand' the nature of the organization that will use it

Each network'is'a unique, customized solution. Therefore, we must
make design choices that are best for each individual type of
organization.

If you are employed by the University or Organization, you probably
already understand its objectives and business needs. This puts you

in a better position to match network requirements to'the organization
strategy.

If you are an independent consultant, it will be,more difficult to create a
network design that fits the strategic intent of the University or the
prganization. -

YoU canbegin yeunesearchithrough WordiWVide Web (Web) site
L analysis,thenreonaicrdetaned interviews with management and key
~personnel.

= Knowing the strategic nature of the organization will help determine
some of the qeneral network requirements, such as security,
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VWhethenyoupwesirenmitnelnside ok
outsicls, youl musit sill geiingr tng seime
= etalled Organization requirementsioreal
_projects. I'hese include:

a

) Key players
b) Major milestones
c) Funding levels
)
)

d) Type of university or business activity:
e) Estimated growth

f) Reliability and availability

g) Security

) Webssiterand Intermet connectivity

)" Remote access

May 13-18- Afnog Tutorial,
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~ Human contacts are not part of the technical network
requirements. However, before you can begin gathering
~the technical' requirements, you must know who to ask.

To identify the key players and key groups in the
organization, an organization chart is a good place to
start.

= As you gather requirements, you will startiatithe top of the
organizational structure and work your way down. In
general, you will work with two types of key players:

a) Information sources caniexplain organization =

- . strateqgies; long-term plans, and other general
_— business requirements.

b) Decision makers will approve the overall
network dEsign. orestablish funding levels.

aironi,*.enya -rFro
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— SEERAnprovaltomiothers: —

= _Communication is a critical' component to the success of
the analysis, design, and implementation of a network.

As an outside consultant, or member of an internal
Management Information Services (MIS) staff or IT or ICT

e —

department, you must establish contacts with.the
appropriate levels of management and technical statf
before beginning the Requirements Gathering phase.

Asyoeuumake these contacts, learn, which of these key
players will oversee the network designi process: s

e pWerAWIthI the existing reporting, structure to
"keep these decision makers well informed, using the

methods (telephone, electronic mail [e-malil], etc.) that each

May 13-18- Afnog Tutorial,
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= Timing IS a key lacterintany. network implementation. Ifhe
mosticommon time constraint is a completion deadline.

However, the organization may have other important
requirements, such as a particular start date, limited
period of downtime during installation, or particular
activity the project must not disrupt.

L arge-scale projects require a project plan to track
project activities, key players, and required dates.

JIke the network design itself, a prejectplanbeginsiasian
generalloutlinestiaiiyouefinerasiyouiwork.

SWATRe beginning, establish dates for the major project
phases, and add details as you gather more information.
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- Cost bothfor |mplementatlon and ongoing malntenance IS a a|or
constralnt in the designrof'arnetwork.

s At'least one key player (such as an MIS/ICT/IT director or VC’s
/President’s of University or VP for Finance & Admin or MD etc.) will
have the authority to determine the amount of money that can be spent
on the project.

Because funding is a management issue, the organization

management must be intimately involved in the network design
process. How?

When summarizing costs and features for management, consider
both recurring and nonrecurring costs.

lie'Funding Considerations Table listsicost categoriesithat.you
shiould considerwhenreviewing,costsiiorEs -

i — etwork design
(b)Implementation
(c) and ongolpg8 ]tenance and support.

utorial,
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s==Anetwork IS a tool that helps people
perform their work. Thus, before you can

design the right tool, you must

understand the work it must:de.

a) For example, 50 University Staff using word processors will
strain a.network much less than 50 architects using
computer-aided design (CAD)%ems. —

———

—
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AN OB ENVOIKAISTSCalabl ENINCANFEXPENE SR ENCOMPANYAGIOWSE ~r y -
o — Tihererore, to know: how.much scalability, a network needs; you: must-have-seme-esﬁmate ofthow.
~muchiyour organization plans to grow.

You can estimate growth by:

a) the number of new employees your organization plans to hire over the next three
to five years,

b) or by the estimated increase in the amount of network traffic.

An estimate of new hires is easier to get, but is also less precise. If possible. it is best
to combine hiring rate with estimates of increased application traffic.

We also need to know:

a) where the growth is expected. Will your organization open remote
locations in the near future?

b) Does your organization plan to implement or expand a Web site?
c) Location of network nodes is a key requirement that will also drive
the design of the network.
.~ fForecasting future growth can have an impact onithieinetwork design, asiwelllithe s
applications and underlw'ﬂg,éoftware andihardwarersystems.

S i
f’
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Tordetermine your organizatioﬁé need for network reliability’and
avalilability, simply ask, “WWhat will'happen i the network goes down?*

s for'some organizations, occasional network downtime is only a minor
nuisance. To others, such situations can cause serious damage,
iIncluding:

a) Lost productivity because of idle employees
b) Lost revenue caused by business going elsewhere

c) The direct expense of support needed te.get the local area
network (LAN) running again

= Most LANs provide 99+ percent availability; however, this may not be
eneugh.for. seme organizations. In a 24 x 7/ business (a business open
4 NoUurs per day, 7 days per week), even 97201 96 percentravailalilityass
means that W.down approximately*50 to 45 minutes per

/T—

What happens to a bank if its network of automatic teller machines is
down for 45 minutes on a Friday afternoon? \WWhat happens to an online
stock brokerage if its netv,\vﬂgyrlgsf_qgl_sA r%rgC»fg)toq_gilnutes during a period of
frantic market activity? \irop; Kenya -Prof Kah & Aliu
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Seeuﬂty reguirements alse vary. from organization to erganization.
Many businesses have only ' modest security needs, usually to protect
‘customer-orstudent information or financial records.

However, some organizations require extremely high security, such as
government agencies or companies conducting top-secret development
work. This type of organization might require high levels of security:
clearances for employees, and strict procedures to control information
entering or leaving the facility.

However, even purely private-sector companies are becoming more
security-conscious, because security breaches can affect organizations
In unusual and subtle ways.

Ve igh-security‘erganizations may netneed the same. leveliof
seceurity for alll ofiitsyactivities. A firm _may haVesigh security ——
UinemenisiorceEraintypes efnformauocn, While other information'is

S considered public’domain. Therefore, network designers should note

the security requirements of each type of application and' data.
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u E-Gemmerce IS becomlng a malhstay o busmessﬂf =
guestion 1S not Whethertoruse the Web, but how.

= \While retaill merchants continue to find new ways to
make money directly from the Web, other types of
businesses are finding new ways to use the Web to
enhance and streamline their existing business

ProcesseEs.

A corporate Web site or intranet adds its own layer of

business requirements to a network design, whether

the,company.builds the site on its own network or uses

the osting sernvices of an Internet Semvice Provider S
!—-‘I"o“de5|gn a network with the right levels of reliability,

availability, and security, you must fully understand

the details of an organization’s Internet business

A

|V|u_y v 1 \|||uu 1 ULUI 1Al
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~ = Tihe proliferation of LA
__the way organizations dorbusiness. Not only do users

expect to have computers at their desks, they expect
remote network connectivity as well.

= The need, and desire, to work anywhere and at any time

IS creating the need for secure and reliable remote LAN
access.

= Remote access allows users to function as full network
neernsifreomdistant locations, such as a customer's office;
S employee’s home, 0x5.a hotel or airsoft:

—-ﬂﬂ-additl lertranstersrande-mail access;, print

service and other special LAN applicatiens are essential
for telecommuters, traveling professionals, and field
service or delivery pEBrsopmeps uene

5irobi, Kenya -Prof.Kah & Aliu
Folorunso




As you interview-key:management players about the overall
businessiregquirements, capture this information in' some form; that
yourcan use throughout the design process.

Every business is different, so the format of this information; will
vary from project to project.

However, most business requirements documents should address
the items we have discussed in this lesson:

Key Players

- a). Names of information sources
D). NamesieideEcISion makers

- c) Contact information (addresses, numbers, and preferred
contact methods)

May 13-18- Afnog Tutorial,
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Wilestones

- ©  Required project start orend dates—

- S—

s AVailability of:key: players (Upcoming vacations or
- business.travel)

Tactical versus Strategic Information
= Request management list specific functions,that are

required in the system.

Reasons to consider specific features on the new
design are:

a), Improyve productivity,

)L COmpEltiveradvantage, and

C) reduce operation costs.

e
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= |n our earlier discussions, the importance ofi gathering requirements from the point of
view. of the organization as a whole.

= |n this part of the requirements Analysis phase, we gather network requirements from the
users' perspective.

At this point in the Requirements Gathering process, we are interested in general things,
such as:

a) overall usage patterns

b) common problems

c) rough traffic estimates, and

d) subjective perceptions of service quality

We want to identify potential trouble spots, and we want users to suggest features
that can help them be more productive.

Newilllnoetidecide how. to fulfill these requests until later phases of the design
process; at this point we are only gathering information; —

[However, it is important to%gmer good. clearinformation, because these broad
- impressions williguide xact measurements ' we will make during the network
- Analysis phase.

Key Point

User perceptions are oftém ‘Suibjé'ctivetand imprecise, but contain
important design inforim&tioffnya -Prof.kah & Aliu
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“ 7o design a network that meets users” needs, we must find out what' network
services or functions are important. for users to get their work done.

Ilhese services may or may not need a network. Some user services are provided by
Jocal'applications'that only need the user's computer and attached peripherals.

Other services need network connectivity provided by a workgroup server,
corporate mainframe, or Web server.

In many cases, a number of alternatives may provide the service needed by a user.
The process of gathering user requirements is also complicated by the fact that users

rarely state their requirements in a technically precise way. For example, commonly
heard user requirements are:

a) "It takes too long to load files from the server.”

b)*l can't print to the color printer from my desktop.”

c) “The network seems to constantly be down.”

d)“If we ever lost these files, thg_gmpany would'be out of

businessiEs
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common language; and network attrlbutes

v For example, "The network seems to constantly be down™
identifies a problem with reliability and availability.

= User-stated requirements are also subjective and

variable, depending on the user's envireRment.

= However, at this stage, all input should be noted,;
eventually,you can use these subjective clues to

guide more pregiseymeasurements:

_.-.-_-——'""/ For'example, if one department frequently complains of
slow response times, but the other does not, that is a

clue to investigate further.
May 13-18- Afnog Tutorial,
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Cornrmon User Concermns

—
——

= User-level reguirements, which impact

~ applications, computing platforms, and
ultimately the network, include factors such as

the following, shown on the User Requirements
Diagram:
a) Timely delivery of information
b) Predictable response times
c) Available
d) Adaptable
. e) Scalable
— f) Securable

g) Affordable
May 13-18- Afnog Tutorial,
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User Services

User Requirements

- Timely Delivery of Information
- Predictable Response Times
- Available

- Adaplable

- Scalable

- Secure

- Affordable

User Requirements

May 13-18- Afnog Tutorial,
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Eachitype of software application has its own needs for network services. Therefore,

determining the application requirements is the next step in the Requirements
Gathering process.

In general, this step describes the kind of work people will perform on a network. For
example:

a) Will the network support standard office activities, such as word processing or

b) accounting? Publishing or imaging? Video or audio production? Engineering or
architegture? Software development? Manufacturing or industrial process
control”

The business activity of an organization strongly influences,its network design, because

each type of work has its own requirements for applications, computing platforms, and
network communications.

e —

Aswoeulgather application requirements, it is also important to note whether the same
kind of activity occurs across the entire network; orwhether different groupsiofi

users perform differentt of work:. ——
g Fotﬂeﬂ'mp'le!, a manufacturing plant may have completely different
E——— needs on the factory floor and the front office.

= Key Point

User and application redairérifefitssdré¢losely related.
Nairobi, Kenya -Prof.Kah & Aliu
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1en gathering information about an organizat
__applications, consider the following factors:

5) Application type and location

b) Usage of applications

e e

d
e

Reliability and availability needs
Network response needs

)

c) Growth
)
)

May 13-18- Afnog Tutorial,
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~ = Computing platform requirements are thernext requirements iorbergatihiered
during this information gathering; phase of the network design process.

= There are several reasons why it is impoertant to understand the: current levell of
an organization'srcomputing hardware.

a) Eirst, the Requirements Gathering process can help determine the
true causes of problems. Users often blame the network for slow
performance; however, the quality of desktop computer
microprocessors, memory, or input/output (I/O) bus can also
degrade the performance of a user's system.

b)Second, inadequate components can also degrade the performance
of network servers. Network performance bottlenecks are often
caused by overworked servers.

c).Ihird, while a network redesign may provide an opportunity to
upgrade servers or desktop systems; itiis more likely.that.an
organization'sjinstalled base of hardware can'berarpoweritul
constraintieniametworkidesign:

g—" - v For'example, plans for Fast Ethernet can,quickly evaporate if it

means replacing 2,000 10-megabits per second (Mbps) network
interface cards (NICs).

———

Key Point s
The performance of individu%gém&%grgr 5.akey,factor in overall network
performance. Folorunso 65
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SSNEWerksHRcIlderaideNaiely eircompuiiie iaredware =
general, computing platiorms fall inte three categories:
— a) PC's
-Desktop
-Server

b) Workstations

-Desktop
-Server
Midrange

). Mainframe

) = {———
ﬂ"
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Because both the hardware characteristics and software of each
tyoe of cornouier nzves linollcations for i fgtworg dasicr, ts

Hoculis gz Ceingdie) 9igogss st cdllgais il

Sihformation about eve
network.

compluterthatn

=_Tihe Computing Platiorms Requirements Diagram illustrates where
this precess: fits within the overall Requirements Gathering process.

Applicabion

Computing Platform

Network Flatforms

Computing Platiorm Requirements
- Relisble

- Availsble

- Responsive

- Secure

- Accesable

- Oparating System

- Memory

- Mcroprocessor

- Storage Capacity

Folorunso



Tutorial# 6 - Network Requirement

rinally, we conai(ler tne recjuirarnent

Stk steiff triert prtst selatzia it Fre )eai e "

‘dEmonstrates some orthe network-specific consideraton

Network Requraments
Physcal Tepoogy

- Networking Scltware

- Intsrnetwarking Deyies

- WAN Links

- Network Requirements E—
In this part of theWathering phase, we examine the existing network to
_ and its current topologies, performance, and software. We also consider other
broad requirements that should be reflected in the new network design.
Key Point
Network requirements describe the basic desirable qualities of a
network.




~=Just as users and applications havertheirown:

requirements, the network itself (and the

—network-staff) has its own set of needs that
must be considered in the network design.
Some of these are:

a) LAN functions

b) Physical topologies
) Performance

) Networking software
). Seecurity,

Econemy.and cost control -
Vetiopolitanrareametwork (MAN) I'\WAN options

May 13-18- Afnog Tutorial,
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- LAN, there-are many factors to consider.

uating a LAN, whether it is the initi Al irr
“« A good starting point’is to summarize the functions necessary for the LAN to meet the
particular organizational needs.

« A matrix, such as the LAN Function Matrix, can help you determine what functions are
most important for individual portions of the LAN. For example, an engineering

department that contains highly sensitive information may place a higher value on
security and redundancy than other parts of the organization.

[ 0 use,;such a matrix, you would use the requirements (business, users, applications,
d platforms) you have already gathered. Based on that information, you can then rate

the overall prlorlty of ea.c.tﬁunﬁn—»

e-—"
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Segment X Segment Y Segment Z

Function Rate Value (1-10) Rate Value (1-10) | Rate Value (1-10)

File Services
Print Services
E-Mail Services

Maintenance
Reliability
Security
Management
Scalabdlity
Redundancy

Fault Tolerance

Performance
Fax Services

LAN Function Matrix

:“"-"Your application may require high-speed file transfer capabilities. —
*Your environment may be distributed or centralized, or inter-networked or not--
‘or maybe in the future it will need one of these features.
*You may need quick and constant access to the Internet, or the Internet may
be the only feasible wide area alternative.
*If these decisions are not selfigyidenst- thieogTaifixas a way to resolve them.
A matrix like this can also inNgiieberspmantligiicatiéivetween the network
design team and key players in an'Sfg3lifzation




-Understandlng the current LAN and WAN topologles will prowde insight into the

typlcally conS|sts of multlple topologles

*Most organizations will have a diagram of the existing network that can prowde
some initial insight into its logical structure.

*The Multiple Topologies Diagram shows a switched Ethernet network
consisting of three separate locations connected by means of a MAN
backk

Multipié'Topblogies




b) Availability

6) Recoverability

‘These requirements are not always important to the user in the initial installation of
a network; however, they should always be considered by the designer.

Capacity and Response Time
- Knowing the type of traffic the network will support will assist in
understanding your LAN.
users have provided estimates of their average transaction or file
“transfer sizes, as well as the number of times they access particular
a‘p_pl;-icatigns or rﬁm can use these figures in simple calculations to

estimate current and future network bandwidth requirements.

v'As a general rule of thumb, most Token Ring LANs running at 4 Mbps, or Ethernet
LANs running at 10 Mbps, can easilé handle 20 to 25 users. Response time is not a

problem in typical file tranM@}’_Qﬁ(ﬂ oA, BiPBRcomes critical in transaction-driven
systems. Nairobi, Kenya -Prof.Kah & Aliu

Folorunso 73
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« |If performance is not a specified design criterion, using general rules of
thumb or rough estimations may be sufficient.

5 model the behavior of a LAN under a given load. These tools can
give you an accurate picture of a LAN's performance, given a certain
number of users, applications, and telecommunications links.

» Some tools include application profiles that provide estimates for traffic
for specific applications. They may also have user libraries that contain
performance profiles for various pieces of equipment, such as bridges and
routers.

» These can be plugged into the model without doing a lot of research,

and provide reasonable estimates of device throughput and latency.
‘Many networking products have built-in capabilities to determine CPU
utilization against network traffic.

*Purchasing separate design tools is expensive. However, if you need an
engineered network with high eeliabilify,ithe cost of failure far

outweighs that of the tooMNzirobi, Kenya -Prof.Kah & Aliu
Folorunso




Availability

“LLAN'topology

e

=Server hardware--You may need redundant features, such as redundant power
supplies and hard drives, or even redundant servers.

= Mass storage, such as a redundant array of inexpensive disks (RAID)

= Uninterruptible power supply (UPS)--What kind of supply is needed, and how
long must the system provide power? Which components must use the UPS?

———

= Network operating system (NOS) selection andibackup methodology--Do you

L need diskiand/orsenver' mirroring and/or duplexing?
——

= Vendors--When requirements are high, a company's reputation, product track

record, and support quality bespmeieritical issues,
Nairobi, Kenya -Prof.Kah & Aliu
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Recoverability
The information stored on servers or a key individual's hard drive is the lifeblood of your

e " - = : S ————
‘Before you can develop backup policies and choose technologies,
overall risk to the organization, and determine the relative importance of various types of data.
In other words, not all data is mission-critical.
» And, of your mission-critical data, you must decide how frequently to back it up; some data
changes by the minute, while other data can be archived once a year.

At a minimum, your recovery plan should include:
= A backup procedure that copies all files on a regular basis (the frequeney. depends on
the business and data). Many media options exist, including, digital audio tape (DAT) which
has a storage capability of many gigabytes.

= Secure on-site storage that can protect backup media in the event of a small fire, flood,
onothernatural disaster. Usually, a small fireproof safe or storage box is adequate.

= Secure off-site storage toipreserve backups even afterthetotal destruction of therariginal™
building. Some organizatiensielierServices that frequen%ly replicate data at a secure
rage facility. In'the event of total failure or disaster, operations;can be quickly moved to
"an alternate site.

» Good backup and archival procedures are only the beginning. An organization-

wide disaster prevention and repvery-pelisysihoutdriae developed, if one is not
already in place. Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




a)  NOS
b) Backup management and archiving
c)... Network management

Networking Operating Systems (NOSs)

There are at least six NOSs commonly encountered in computer networks, some of these are
intended for large-scale networks, others for specialized or small-scale networks.
The six primary NOSs found in networks today are:

v" Novell's NetWare and IntranetWare
v ___Microsoft's NT / 2000

- v/ Banyan Vines -
——

V2 UNIX/ Linux

v AppleTalk

v . May 13-18- Afnog Tutorial,
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Backup Management and Archiving

g zlrlel ozlnlgss o ugriors
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-speed of'the network. - -

Virus Protection

Virus prevention software is essential, because a single virus can infect an
entire network within minutes. Excellent applications are available; however, all
virus prevention programs are blind to new viruses that use new and unknown
techniques. Therefore, any virus protection plan must emphasize user
education and procedures that reduce the chance that users will introduce a
virus in the first place

Network Management
In most networks, remote management of networking components is essential.
Fortunately, there are many software and hardware solutions that support the

ple Network Management Protocol (SNMP). When documenting your

requirements for a network management system, there are two major factors
~_to consider: T —

“Tasks-- The type of jobs you want the network management system to perform

Modes of operation--The degree of control you want to maintain over the system, or

the amount of automation yol/&qliiré8- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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Before we discuss these factors, let us briefly review the basics of SNMP network management
systems.

o

pE—— : e ——— - —_ —
\ typical SNMP network management system is composed of three main parts, as-illustrated on the
Manager/Agent Model Diagram:

= |ndividual network elements (devices or resources), including agent software
that runs in.each managed element

= Network management station (NMS) that runs the management application
(manager)

= SNMP used to exchange management information between the NMS and agent

Management
Applications

May 13-18- Afnog Tutorial,
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» The management application (manager) running on the NMS, prowdes the interface

chanquﬁe conflquratlon of their manaqed elements

» VVendors have built into their products, either by means of software or firmware, increased
network management functionality. The Types of Managed Elements Diagram provides a
representative sampling of the different kinds of managed entities that typically exist

in today's networks.

SRR
(&) ﬁmm [tk = e )

Types of ManagpetBElmentsorial,
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Network Management Tasks

Tthese goals could (and often do) apply to a single network deVIce such
as a router. For example ifwe list these categories under the headlng
“of a "managed router,” we would have:

Fault management--Monitoring the state of the router's LAN and \WWAN
links

Configuration--Reading and changing the router's routingtables and
route costs

Accounting--Gathering statistics on path usage for billing purposes

Performance--Discovering how many datagrams were forwarded and
eWimany wereidiscanded

- Security--Changingptheyvalid authenticationicedesifor routing' protocelsi
,_,auch as, OpenShpitestiPathrFinst (OSFE)

May 13-18- Afnog Tutorial,
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e vork r f ' ould also specify whether vou wal fim

com p‘l’éte control over the network, or you want the management system to automate some
control activities. Network- management can be categorized into three general modes of
_operation: -

* Passive management--The manager polls agents to gather information. Data is

stored in each managed element's management information base (MIB), and is available
upon request. For example, the management station can poll a Traffic Monitor for the

status of the current network utilization. The Passive Management Diagram illustrates a

network management station polling an agent to collect information about specific data for
that device.
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Active management

e

v'For example, if the managed ele 2 bridge, the ne

manager may add additional flltermq parameters to fh“brldqe =

configuration to prevent the bridge from forwarding certain
frames to another network segment. The Active Management
Diagram illustrates an NMS changing variables on managed
nodes

Active Management
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Exception management

_@nflgurlng agents to inform the manager of potent|al problem are before _—
they become critical.
v The value of this type of proactive management to the networking support
groups' effectiveness and credibility cannot be overstated.
v'The Exception Management Diagram illustrates an example of a condition,
or exception, that has triggered a network management action.

p«ﬁo’

= “EEayai]

Exception Management
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Security

*Network s—écurity involves deploying physical products and operating procedures to protect
the integrity, accessibility, and reliability of networks and systems. Modern network security
takes basic security concepts into the distributed networking environment.

*The goal of network security is resource protection. A secure network can be defined by the
following three attributes

= Confidentiality--Data is kept private.

= __ Integrity--Data cannot be changed without authorization.

- — —P
———
ERSAUthenticity=-Data; o information about data (such as a sender's name), cannot be
 falsified.
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*This.analysis must identify these computing systems and data, and estimate the cost to
restore the data if it is destroyed, compromised, or corrupted. This cost estimate must go
beyond the immediate cash cost, to include factors such as:

a) Business exposure to fraud

a) Loss of competitive advantage
Loss of customer confidence
Direct impact to financial records data

' Potential inpactie sﬁggkholders or. officersi(lessieirconfidentiality, personal
~_exposur aud, etc.)

Fherisk analysis produces the facts that upper management needs to make
informed decisions about the organization's overall security priorities.

*As part of that overall policy, an externat ageass peolisy-should define how many levels
of access challenges, and whatN¢ginds rchaltesiges,saregwappropriate for each type of
requested data or system. Folorunso 86




Tutorial # 7 - Developing A Requirements Specification Document

| ThIS m]Iectlon of |nd|V|dua| requlrements rangln-f—om mss
needs to specific application and user requirements, is a rich source of
information; however, it is not very usable as a large collection of individual
forms or database entries.

The Requirements Specification summarizes the most important needs of
the organization and its users, and reveals conflicts among requirements.

» The objective of any design document is to provide managers the information they
need to make good business decisions. Because managers are usually pressed for
time, any design document should be as short and clear as possible, while
‘presenting all important information. ——
« Just as all networks > are unigue, so are all network'design documents. In general,
however, a Requirements Specification should usually include the following
major elements Executive Overview

— Overview of the Requirements Phase & Summary of Requirements Data
—Prioritized RequireiMents3Ligt &fnapproivaiaSection
Nairobi, Kenya -Prof.Kah & Aliu
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“A short description of the project (one or two sentences)

= A list of the phases of the design process

= The project status, including completed phases and the phase in

PIOSTESS  Overview of the Requirements Phase

» Briefly describe the work done in this phase. Name the groups and individuals you contacted,
and describe the methods you used to gather information from them (interviews, focus groups,
surveys, etc.).
* Provide the total number of interviews, surveys, etc. Also mention any important constraints
on the process, such as a requirement for short surveys, or an inability to meet with key
s ple.
Summary of Requirements Data
- «Clearly summarize the things you learned from the data. Depending on the data and the
information it reveals, you may find it easier to use all words, all drawings, or all numbers.

*However, it is usually effective to use a combination of all three. As you develop your

summary, keep these points in miniay 13-18- Afnog Tutorial,
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Keep it Simple and Focused

Present the overall pattern of information, without getting deep ir

- R

*Use simpl—e-language and layman-level terms whenever possible; if you must use specialized
terms,.define them.

Identify Sources and Priorities

» Clearly show which requirements are business-level needs, user desires, application needs,
and so on.

*Note the high-priority requirements and, when appropriate, the source of a requirement. For
example,arequest for a firewall carries more weight coming from the network administrator

an from a salesman. —
e '
—————
I —
E——
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Average Ratng
1= GCood
S = Unacocpiasbie

Avaiabilty of Prnters 45
Qusainy of Frmiars

Ease of Use of Maill System

Internal Network Speed

Internet Access Speed
Overall Network Stabiity

Overall Network Avaiabedey

Acoess to Neteors From Home

Computer System (PC or Mac)

Wiork Space

Point Out Conflicting Requirements

» It is normal for some requirements to conflict with others.
T —
J e L L

*The Require ion should clearly'Mthose conflicts, so that
Wmen can decide how to resolve them.

oIt is appropriate to suggest a resolution, but the organization's management must

set its May 13-18- Afnog Tutorial,
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Tutorial # 8 ANALYZING THE NETWORK

AnaIyS|s—Fs the second phase of the network deS|gn process—as—the~Net-we1=k—Dee+g-n=Process —
Diagramillustrates.

rh,sml S, Instaliation
7 Design tar;g
/ Har'nqancp
Aoty Pe
Logca Deson mplerment
10 T Pyl e Pyl
e Desgr

A Traffic Specification typically includes the following elements that describe the current
network:

a) Logical network diagram
- —
e
o g ——
) Inventory of internetworking devices and'servers

Estim fl I ment an kbone traffi
a) stimates of loca seﬁgy er 1t8a Afﬁlolgargtoﬁg e traffic

Nairobi, Kenya -Prof.Kah & Aliu
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1 - Review of Internetworking Devices

Before we discuss the process of analyzing a network, it is helpful to briefly review the
internetworking devices that control the way data travels through a network. This lesson
summarizes the most.important features, advantages, and disadvantages of repeaters,
hubs, bridges, switches, routers, and gateways (protocol converters).

A few type of devices can be combined to create a nearly endless variety of
internetworking solutions.

Repeaters
Repeaters, working at the Physical Layer, are the simplest type of internetworking device.
ypeaters receive a signal (bits) on a local area network (LAN) segment and regenerate
- the bit pattern to boost the signal and extend the physical length of the segment.
use a repeater. operates at the Physical Layer of the OSI model, as illustrated on the
,._Ropeatefé—ﬁd OSI Model Diagram, the job of a repeater is to repeat bits. If a "1" bit is
received on the input port of a repeater, a "1" bit is regenerated, with a stronger signal, at
the output of the repeater. If a "0" bit is received on the input port of a repeater, a "0" bit is
regenerated at the output of the rapeates-18- reReatrtisigonsidered a "no discriminating”
device, because all incoming sigttskdrEgpgaseddiidio &ath connected segment. These
devices are also transparent to the sendif@lantiseceiving (end) devices. 93

———




Frames

— Oata Link Layer :

RGNy ) s m@%gww - .

Ty q‘:@”_.‘,\ : i _

AR b LIl LA (’\:‘/ Yl \ Ph/smlLaycf
-, fhridedanslee

prasie mm
£ ms’ﬂr]: é eaflnae &
(ofinatpihelseginal {hamaifs

Repeater and OSI Model

Because a repeater reproduces exactly what it receives, bit by bit, it can reproduce errors.
However, repeaters are very fast (10 megabits per second [Mbps] for Ethernet) and cause very
little delay.
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A repeater can connect one segment of a LAN to another, possibly connecting different
“types of media. Forexample, a repeater can connect thin Ethernet cables to unshielded
twisted pair (UTP) Ethernet cables.

= Repeaters are fast, simple to use, and inexpensive.

= __Repeaters can be used to attach "link segments" to extend the overall distance of a
network, subject to the Ethernet "5/4/3 rule.” This rule states that there camibe,a
maximum of; five segmentsiconnected by four. repeatensiwitih'a maximum of three

degm_gmgcontainimaes.
E———
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sBecauseritis only a signal-beoesting device, working at the Physical'Layer; a repeater
cannot connect two different media access types (Data Link protocols) suchias Token
RiNg and' Ethernet.-lt*cannot recognize the contents or format of a frame, or convert one
type oft DatarLink header to another.

= As internetworking devices for Ethernet LANs, repeaters are feasible only: for relatively

small LANs (less than 100 nodes), confined to a small geographical areaisuch as one or

two floors of an office building. A repeater should not be used to connect heavily used

LANs, because it cannot isolate traffic between LAN segments. Because each bit is
piediterthe attached segments, all data passes through a repeater in both directions.

Jiherefore, If we connect multiple LAN segments using airepeater, We may EXpeERENCE

pPeriermance proWatal network trafficwillncrease.

e

E———

= The Ethernet specification allowswno3xieresthanTourisepeater regenerations of a signal.

This may constrain large topoldgiésbi, Kenya -Prof.Kah & Aliu
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When to Use Repeaters
The main function of a repeater is to extend the physical distance of a LAN segment.

— Repeater Considerations
When analyzing repeaters in an existing network, note the following
factors:

= Latency

= Cable type (s) supported

Network management capabilities

it

——

—
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mumge repeaters on tW|sted pair cable.

- Hub Advantage
Using hubs offers several advantages as follows:
Hubs are inexpensive, and can be used very widely to connect individual devices. Hubs create a simple

star topology in which all cables run into the hub. Problems can be solved in the wiring closet, which saves
time chasing after cabling problems or changing wiring patterns.

A network can be designed so that all traffic flows through one or more hubs. This makes it easier to
manage traffic flow, avoid bottlenecks, and provide security.

Jihe technologies that can be included in a high-performance hubiseem almost limitiess; and mest sy
suppert multiple’ LAN andiwide ag,ngiwork (WAN)pretecelSAIGUGH this might seem to complicate
- matters; mest netw minIsirators prerertormanage multiple technologies in a single box, rather than in
Zmonintegrated network.

As a network grows and more hub pokiigiare3needathtaychmneieti additional nodes or a server, it is simple to
add additional hubs. Many hubs allpwieng, afdheduRrepRsiosballsed to connect a device or another hub.
A switch is normally mounted under this uplinkppituteenable either device connectivity or hub connegtivity.
The Ethernet Hub-to-Hub Connectivity Diagram illustrates this principle.




Hub Disadvantages

e ————

e

e e

As the center of a star topology, a f-aulty'centr [Fhub can c‘au@mnﬁréﬂ_iﬁ%failf —
or break the network intoerisolated sections. This failure can also happen if power to
_the hubis lost.

The Ethernet specification allows no more than four repeater regenerations of a
signal. A hub is a multiple-port repeater, so it automatically counts as:the first
regeneration. This may constrain large topologies.

= Awnetwork connected by simple hubs is one large collisien domain. As more Users
share the sameicollisionaemain; perfermance gradﬁily decreases until it is
~ Upacceptable: Iiother words, the bandwidth shared by all devices in the broadcast
' network will no longer be adequate. When this happens, Ethernet switches are often
used to increase performance.
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Hub Considerations

i

REdUndancy features

= L AN topology support

= Port-switching capabilities

= Segment-switching capabilities

it

e —
s e p— _———

="Mligration capabilities
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Bndges

Bridgejé\dvantages

There are several advantages to using bridges.

One of the primary benefits of a bridge is to isolate traffic between LAN segments that have
nodes that only occasionally send traffic across the bridge. Bridges divide a network into
separate collision domains, because they use NIC addresses to filter or forward traffic
between different network segments. This segmentation provides a larger share of the
available bandwidth to each end station in each smaller collision demain. For example, a
bridge could isolate the traffic of diverse departments such, as,engineering and accounting,
giving each department more effective bandwidth.

Sridges are simple to install. To use advanced bridging features, suchras customfiltensy a
minimal amount of cﬁw_i;required. Tlhepresencerofa bridge is transparent to
SUsSErs emithenstantitistiist installed, and bridges adapt automatically to network
changes. Bridge-based internetworks can be modified andlreconfigured very easily.

May 13-18- Afnog Tutorial,
= Bridges can connect networks Mngmg@{%ren{) igli-level protocols, without requiring

additional software. They operate at the fdatahdnk Layer of the OSI model; network 101
managers do not need to know in advance which high-level protocols will be used.




= Some protocols are S|mply unroutable such as, Digitall Equipment Corporatlon s (DEC's) Local
COMNURICZUENRS r)fOFOfO. '
gic Inout Jol rr)l gyt S11) INEUSI@S)INEUS

StiTe

- Bridgaes form logically single networks. All interconnected network segments have the same
network identifier; we can move end stations without configuring new network addresses for them.

= When traffic on a LAN starts to cause performance problems, bridges allow us to reduce the load
by segmenting the network, reducing the number of nodes in each collision domain. Bridges can
also control traffic between segments and the network backbone.

- —
= Blid@gesican connect iweﬁlﬁereﬁn AN technoelogies, such as Ethernet and Token Ring. This type
oiitoridgerperiorms MAC layer conversion between 802.3 and 802.5 formats. These translating
bridges operate at the LLC sublayer as well as the MAC sublayer.
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Bridge Disadvantages

= erelis a limit to the size ofi bridge-based networks. Eachitime a framestraverises a brdge.
it1s'delayed as the bridge software reads the source and destination addresses, checks its
address database, and determines whether to forward the frame to each port. If the frame
crosses many bridges; this frame latency may cause the destination station to time out and
request retransmission. This would result in an unnecessary duplication of frame
transmissions. As the network grows, so must the bridge's address table. This would also
increase the delay of frames traversing the bridge.

= While network segments attached to a bridge belong to different collision domains, they all

belong to the same broadcast domain. This is because bridges allow broadcast frames to

flood the network. Bridges themselves also create broadcast traffic that congests the
etwerk; as they attemptite resolve unknown destination.NIC addresses.

- p— —_—
'__—"

R Blidges cannot prevent broadcast storms that may occur when certain broadcast
protocols cause frames to be flooded to every port. If there is a malfunction or an incorrectly.
configured parameter, these traffic spikes can be severe enough to disable the entire
network. May 13-18- Afnog Tutorial,
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= Bridges do not provide significant support for fault isolation or other distributed network
management, capabilities.. Networks become harder to manage and maintain as their size and
complexity increase. Because bridges form a single logical network, fault isolation in very large
bridged networks may become extremely difficult. Bridge-based internetworks may require extra
attention from network administrators to track what is running on the network and where.

= Bridges cannot convert protocols above the Data Link Layer.

May 13-18- Afnog Tutorial,
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Bridge Considerations

—
-

= \What you get in'thebase
—configlrationHardware upgrade costs
Software upgrade costs

LAN architectures supported (Ethernet, Token Ring,etc.)

I

Remote access support for WAN bridges
Network management capabilities
2erfermance(fliames per second)

it

e
————
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Switches
A switch is a device that consists of many high-speed ports connecting either LAN

dge, whic th among all of its ports, a switch dedicates the
entire.LAN media bandwidth (such as 10-Mbps Ethernet) to each port-to-port frame
transmission. In this way, a switch multiplies the amount of effective network bandwidth

= — Switch Advantages

Switches offer several advanta?es as described below. .
Switches segment a network into smaller collision domains, providing a larger share
of the available bandwidth to each end station. Their protocol transparency allows
them to be installed in networks running multiple protocols with little or no software
configuration.

Switches also form logically single networks. Administrative overhead is very low: for
switches, simplifying adds, moves, and changes.

Switches are totally transparent to end stations. They use existing cabling,
repeaters/hubs, and end station adapters without expensive hardware upgrades.

I he use of Application-Specific Integrated Circuit (ASIC) technology allows a switch
to'provide greater performance at a lower cost perport than a traditionalbridge. A
» switeh can simultaneously. forward frames at wire speed across multiple port pairs: s

= Switching| technolegyialiewsiandwidintense sealediin'both shared and dedicated
e FANsegments, andican alleviate traffic bottlenecks between LANs. Switching
Wproducts are available for Ethernet, Fast Ethernet, FDDI, Token Ring, and ATM
technologies.

A switch provides a high level of performance for a significantly lower cost per port

than a router. Router prices cgppesagshighsrtesimes the cost per port as an
Ethernet switch. A switch is,\%asi@rﬁg . jﬂgg(gamgqage, and troubleshoot than a
router, because more of a switch's upg iopality is uilt into hardware. 106




Switch Considerations

Wiiern anzlyzing swiicrigs in 20 exdsting neiwors, consider

o —

{f | Comm— i

= followige) fzleiers: — - —

R

‘Reliability' and redundancy
Performance (frames per second)

Congestion control

Bridging options
Brieadceasticontrol

Network managementoptions ™

e
f’
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- As Network Layer devices, routers areprotocol depende‘t"‘l‘hey can-mmnmfr
networks that have the same communications architecture, but possibly different lower
level architectures.

- Routers are general-purpose devices that can segment a network into separate
broadcast domains, and provide security, control, and redundancy between individual
broadcast domains.

- Routers use specialized routing protocols to maintain and exchange network path
information in their internal routing tables. Depending on the protocol in use, these
tables can allow routers to flexibly choose routing paths based on distance, speed,
quality of service, or other factors.

- A router can also provide firewall service and economical WAN access. Routers are
essentially software devices. They process complex protocol suites, sometimes many
suites; using powerful processors and memory. High-end routers are expensive, and it is
too expensive to connect individual devices to them. Thus, high-end routers are usedas

backbone devices armmiaweetlwty devices.
’ g

E———
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Router Advantages

Like a switch, a router provides users withi seamless communication between
individual LAN segments. Unlike a switch,, a router determines the logical boundaries

—between,groups.of.network segments. A router provides a firewall service, because it
forwards only traffic specifically addressed to go across the router. This eliminates the
possibility of broadcast storm propagation, the transmission of frames from
unsupported protocols, and the transmission of frames destined for unknown
networks across the router. Routers keep potentially disastrous events local to the
area inkwhich they occur, preventing them from spreading across the corporate
network.

The enhanced intelligence of a router allows it to support redundant network paths,
and select the best forwarding path based on several factors in'addition to the
destination MAC address. This increased intelligence can also result in enhanced
data security, improved bandwidth utilization, and more:control over network
operations.

Routers are the only'internetworking devices thatiean provide efficient,WWAIN access.
.~ Because routers do not forward, broadcast traffic, theyihelp control the traificload on s
small, expensive uters offer aceess é wide variety of WAN
-techmlegies‘cﬂ A@AEIWOrk managers to select the best economic value for their
etworking needs. Router-based techniqgues such as, datarcompression, traffic
prioritization, and packet spoofing also help make efficient use of WAN bandwidth

E%uters cla:n fleéitr)lly integrate disparate Data Link Layer technologies, such as
thernet, Fast Ethernet, Tok ing, ED) ' They can also consolidate
legacy IBM mainframe netvxg)a\;l§ 456,?@40%???@'\” )-based networks

through the use of Data Li ?)
olorunso




Routers also have several

- .———“;

e

- The additional seftware processing performed by a
‘router Router Disadvantages
can increase packet latency, reducing the router's
performance when compared to simpler switch
architecture.

= To be "routable,” an architecturesmust have a
letwork LLayer. Not all do; those: protocols,must be -
brldged "Unroutablet protocalsiiiclide DEC- LAT
erminal communications protocol, IBM's SNA, and
NetBIOS/NETBEUI.
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When to Use Routers

-
\A/A NI

or redundant paths, intelligent packet forwarding, o access. If the application
requires only increased bandwidth to e ease a traffic bottleneck, a switch is likely the better
choice. The technology choices appropriate for a specific workgroup, department, or
_.building backbone depend upon the organization's business and technical requirements.

2. One of the functions of a router is to provide traffic isolation to help diagnose problems.
Because each port of a router is a separate sub network, broadcast traffic is not
forwarded across the router. The definition of network boundaries makes it easier for a
network manager to provide redundancy and isolate problems resulting from broadcast
storms, misconfigurations, chatty hosts, and equipment failures.

3. Another important benefit of routers is their ability to support mesh network topologies
that provide active redundant paths. Unlike switches and bridges, which require a loop-
free topology, routing protocols impose no constraints on network topologies, even on
those that contain redundant paths and active loops. In addition, routers can perform
oad balancing over parallel equal-cost paths to make the best use of available
‘bandwidth. ——

4, Routers allow theenea-hea‘l'ﬂerarchmal network designs that, through delegation of

'_._autho‘nﬁ'/, can foster local management of separate regions of the Internet. Routers are
necessary to connect a private network to the Internet.

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




Wherranalyzmg routers in an eX|st|ng AELWOTHK, ConS|der
thefellowing.facters:

What you get in the base configuration
Hardware upgrade costs

Software upgrade costs Support for multiple protocels or'a
single protocol

Network connectivity support

gfiermance characteristics (packetsiper second)

= INETWorK managemMpabllltles

S PANISrchitectures supported (Ethernet, Teken Ring, etc.)
= [atency
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. A gaitswaly, also called 2 orotocol converisr, corverts datz o ftwo
distinct tyoes of grotocol arcnitsciures,

— e
e

: e ————— -~ — —
SATgatewayroperatestat all protocelevels above therDaiartinksEayersandiss
transparenttor beth ends 6i*connection.

Gateway Advantages

The advantages of a gateway are described below.

= A gateway is the only internetworking device thatican change the form
of a network transmission from that of one communications
architecture to that of another. For example, a gateway can connect a
Jransmission.Control Protocol/Internet Protocol (TCP/IP) network to an
'SINA network, as shown on the Gateway Biagram. Anetherexample o
d'gateway. is arnede: nvents OSliViessage=Oriented Text

o ptenchange System TIS) mailfterSimple Mail Transfer Protocol
W (SMTP) for TCP/IP delivery.
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Gateway

Gateway Disadvantages

Disadvantages of gateways are presented below.

Protocol conversion is a software-intensive (slow) process, different for each specific pair
of protocol stacks. A gateway receives frames from one.communications architecture, and
must convert them to another architecture by building new headers for every layer of the
protocol stack.

When to Use Gateways
Gateways are necessary to connect any two networks that use different
~ communications architectures. For example, we must use a gateway to convert
electronic mail (e-mail) as it moves between SNA and TCP/IP environments.

May 13-18- Afnog Tutorial,
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Whenanalyzmg gateways Ig én ExISting network con3|der —
ine following| factors:

= \What you get in the base configuration
= Hardware upgrade costs

= Software upgrade costs

= System arehitecures supported

SINEtwork W{Jt capabilitics
.-.-—-Peﬁ ormance characteristics
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lastihe Analysisiphase;, we take precise measurements of network
performance and load.

However, before we can start measuring, we must have some idea of
what to look for.

This discussion introduces and explains the major concepts and terms
used to understand network performance.

The overriding concept of network analysis is the idea of a "bottleneck”: a
point, or combination of points, that restricts or reduces the flow of data.

Here we describe factors that can cause a network component to
geEcOme a bottleneck, and shows you what teloek ferwhenhunting Joj

pPolienecks. _— — —
————

s e p— _———
. ﬁ'

Any part of a network may become a bottleneck.
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— term it |s4=\elpful to also lllustrate each concept with some examples
» Response time is the total time it takes to receive a response after a request for a service
has been initiated. It is often used in reference to interactive terminals requesting information
from a host computer:

v'For example, response time is the time that passes between the moment a
user presses the ENTER key and the moment a full screen of data is
returned to that terminal. It is the time necessary for the user's request to
travel through the network to a host, and for the host's response to travel
back.

« The Response Time Components (Traditional IBM Network) Diagram illustrates typical
response time components in a traditional IBM network.

*As you can see in the diagram, response time is the sum of the time necessary for data to

pass through each component of a network.

*Each device, communication link, and process adds its own delay to the overall response
time. Some of the most common factors in response time are described below:
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PoIIlng Delay

f a slave device (dumb terminal) has dat a'—"t~é,-ii-m@_‘ 'lart‘._, .
-*runtll it'1s polled by the master device (upstream controlleror
host) before it can send data.

~ Link Delay
v' Link delays describe the speed at which data can be
transferred across a communications link.

v' The higher the link speed, the faster data can travel, and the

lower the delay. Common link speeds in this traditional IBiV]
network configuration are 9.6 or 19.2 Kbps.

«Component Latency
v Latency is the.amount of time it takes a network device, such as a
bridge or router, to analyze and retransmit g;ggeived packet.

e ——

= — —_—
.~ ¥ Devices that make simple forwarding decisions, such as switches
or bridges, have lower latency than devices that perform complex

processing, such as route%ﬂg,g@_’tgwoag)ﬁ%toriah

Nairobi, Kenya -Prof.Kah & Aliu
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= CPU Delay

CPU to oroc

A GERE Al thE BUSIERtHE CIRIINSH
the request. 5

—

* -NIC Delay -

Different types of NICs introduce various delays. After a client
application requests network access, there is a delay while the client
NIC processes the request and transmits the data over the physical
medium.

* Physical Media Delay
Response time also depends on the transmission speed of the

~ particular LAN architecture. It will take longer for data to traverse a
4-Mbps Token Ring network than a 100-Mbps FDDI network.

It will also take longer to transfer a file using small frame sizes
versus larger frame sizes because of the amount of overhead

(header and trailer) reqyired, for. each.frame.

torial,
Nairobi, Kenya -Prof.Kah & Aliu
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« Server Delay

.___— e ——————

“vary widely. - -
- Other factors in server delay are queue delays and dISk access delays

- Public Network Delay

When request/response traffic travels over a public WAN, response times
can vary drastically.
- For example, wide response time variations can occur when using
the Internet, even to the point of losing connections because
iIntermediate links "time out” and no longer stay in session.

Network delays of this type are very hard to predict, and often vary
according to the time of day (as overall Internet traffic increases or
- decreases). The Public Network Delay Diagram lllustrates this
concept.

May 13-18- Afnog Tutorial,
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= |n this step of the Analysis phase, we examine the total volumes of
network traffic, as well as individual traffic patterns, or flows; that might
Indicate performance bottlenecks.

Here we introduce the fundamental concepts used to describe network
traffic.

We then apply those concepts to estimate a network's current traffic and
capacity needs, based on user and application requirements.

Estimates of traffic volume and directional patterns give us insight into the
general performance characteristics of a network.
iisibroad understanding will guide the moere.exact traffic measurements
iercome. later ini this phase. — —
se estimatesyplustnenater measuremen!s, will' provide important
Rpuitothe Logical'Design phase.

= Key Point
Traffic estimates and tra\’ﬁ&ﬁi@y‘a

. . Nairobi, Kenya .Kan
of a traffic analysis. e 123
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Traffic Direction
4 Altrioudrl 1t s Irnoorternt (o «row irie traffic volurne 2t ey

0olalts a2l fleiwors It cein 98 (LUt 29 i goriert o tnelersicine
~ the directions in which the'traffic flows:

= That's because the direction: ofi traffic can strongly determine
the amount oftraffic on various network segments.

= Directional traffic patterns are based on three methods of
communication between endpoints:

v Peer-to-peer
v Client-to-server
v Server-to-client

s EAch netwoenk nede.communicates Lg_gne O MOe O thEeSEes

L nodes, dependingronmetwornkresotrces, node, and
sapplication capabilities.
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Peer-to-Peer liraftic

tyweer) sirllar riocdes
' _ Izl zio0)llezitiop zipe) -
co’m"rﬁu’ﬁlcatlons capabilities, arrd each nodes l"jU‘t’a‘s"iﬂ{‘E'Iymotherh—
to communicate withranethernede in the network.

v A commonrexample of peer-to-peer communications is file sharing between
weorkstations. There is no obvious source or destination traffic pattern, peer-to-
peer traffic does not tend to create directional flow patterns. The Peer-to-Peer
Traffic Diagram illustrates this concept.

,ﬁj\

Pger-to1pegt, oE'ﬁfﬂﬁal,
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Cllent-to-Server and Server-to-Client Traffic
Irzlific, 215 g rizre Irnoligs,
alrly encd nodss ( r//enb) airicl 2 szl -
_ ety be any type orneae e -ns'aEEESEFtﬁ—a—e OIIITIEIE ==
reseurce; such as a central database.

= Servers vary.in sizerand functionality, and can be anything from a PC-
pased. server, to a midrange computer, to a mainframe.

= Client-to-server traffic is depicted on the Client-to-Server Traffic
Diagram.

Client-to-Server Traffic
May 13-18- Afnog Tutorial,
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ntroducf‘ ion

= |nthelast discussion, we estimated traffic based on information gathered fliom
the network users. The traffic estlmates serve as a rough guide for the more
exact process called "baselining.”

Baselining (also called "benchmarking™) documents the performance of a
network by measuring its capacity and standard operating efficiency.

These measurements can identify long-term trends in network operations and
their impact on network performance.

Baselining can be used with traffic estimation, as previously described in, or as
an alternative to estimates.

i2king baseline: measurementsyieguires special imeniterng equipment and —

EQIIC&I’[IOHS il

| Because both of these are expensive, many small organizations skip this step
and rely on estimates alone. However, whenever possible, it is best to use both
estimating and baselining. May 13-18- Afnog Tutorial,
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Tools for Testing

f\gu_r e el edsilne EARN, vou ez oraosioly gt datclllse] rggaris frogr SHTON
S newwoerkioperating system (INOS)Vendorastio theNEGKE .capamiyjf‘the
NOS-

= Viany' NOSsrrunrthese reports as Value Added Processes (VAPS) or, as in
thercase with:Novell's NetWare, NetWare Loadable Modules (NLMS).

= Another traffic measuring tool is a LAN analyzer such as Network
Associates' Sniffer, Hewlett-Packard's LAN Advisor, or Novell's LANalyzer.

Sniffer, Advisor, and LANalyzer can record traffic over a given period of
time.

=  You can also purchase LAN software emulation packages that monitor
netwerks firom,a PC. These packages provide tools for:

: INEtWorKImEpRINERE _—
EhVSIicalfMetworrk management

Network design
Network planning and simulation

May 13-18- Afnog Tutorial,
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Measuring Shared Resource Utilization

oUrces dre networe elerrents, such s sarvars e uratars, izt sirs snzrscd 9y

e
e —

— —

litis of{e—ﬁ'zﬂecessary to measure the utilization of suchi components wheni analyzing a
proeblem or estimating the usage of an'individual'.component.

Normally, a problem arises between multiple clients and a specific server, the network
Is suspected first. However, the server could also be a network bottleneck.

If the designer does not understand the interrelationships between clients, network, and
server, this can lead to an incorrect solution.

Typically, only the components that contribute the most delay are usedtin response time
calculations. However, any of the following items, on the sending station, receiving station,
or both, can cause network performance problems:

v Application

v CPUl/clock speed

v_ Input/output (I/O) bus type and data rate

v' Operating|system|(0S)type

vaNumber of tasks running (CPU utilization)

v, Amount of memory

v NIC delay

v' LAN link delay

v" WAN link delay \jay 13-18- Afnog Tutorial,

v' Protocol stackyairobi, Kenya -Prof.Kah & Aliu
v' Internetworking device lptepey,so




- Ch’OS offers different Ways B to meactrethe
utilization of shared resources.

Command-line tools such as the System Activity
Report (SAR) are often used on a UNIX system to
measure CPU utilization.

On a platform such as Windows NI Senver, several
graphical user interface (GUl)-based tools can
display.the performance of the server and the
attached network:

O Yaforelnles Monitor

S
= Task Manager

- Network MonitOKAay 13-18- Afnog Tutorial,
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5 - Developing A Traffic Specification Document

Irrirocltietion

L

— fhenputiofithe Analysis phase. Similarly, the Tiraffic Specification:is emaan.delw.er.a, '

J:f}-L-J'-—)"—bFI- CHENISISPECCAUORISEVECRZSHENOU NG FIIENSEQUIETIERISNGE flalel

Analysisiphase.

Jiogether; the, Traffic Specification and Requirements Specification provide the two essential
Inputs into the Logical Design phase.

The Requirements Specification describes what the new network should do in the future, and the
Traffic Specification describes what the current network is doing now.

The Traffic Specification documents network traffic volumes (estimated, or.measured), as, well as
any traffic patterns or performance statistics that might indicate bottlenecks.

The goal of this document is to accurately summarize what you have learned during your analysis
of the existing network, and make design recommendations based on that knowledge and the
Requirements Specification.

e Traffic Specification pr.owdes theievidence;to supporu_é@.demgn choices, such'as new.
e UI ment or segme Sltisithersecondidesign’document that management will
lke the Requwements Specification,, it must be both accurate and to the
It Most |mportant it must describe technical issues in terms that non-technical managers can
understand and evaluate.

Key Point 13 18- torial
The Traffic Specification docuweng in éyv}pﬂé‘ g&uﬁﬁgﬁ'\lﬁg identifies problems, and
recommends design goals.

Folorunso 131



Preparing|the Data

Recquirsrnents Gatnering Imr Anzlysis oriase als
~vuser i i
v trafiic measurement&
v/ resource. utilization statistics and more.

~lhus; like the,Reguirements: Specification, the Traffic Specification must summarize all this data in a form
that reveals patterns to both the design team and management.

You can process traffic estimates and measurements using the same spreadsheet applications used to

summarize your requirements data. Better yet, good network analysis tools can conveniently summarize
data in tables and graphs.

A good Traffic Specification also includes network diagrams. You can use almest'any drawing software to
produce these, but a technical drawing application such as Visiocanibeia real time-saver.

Later on, your Physical Design documents will require diagrams, drawn to scale. You will save time in the

long run if you start your early drawings in an application that offers good measurement and scaling
features.

Preserve alllof your analysisydata,justias,you,saved the raw. inements. Mianagers are often more
Inclinedito trust awWey read theliney “Allf'seureerdata may be reviewed at your request.”

May 13-18- Afnog Tutorial,
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~ = A'Traffic Specification documents the current state
ofithe network: its configuration, internetworking
devices, traffic levels, and utilization of shared
resources. It may include some or all of the
following major elements:

v Executive Overview

v Overview of the Analysis Phase

v_ Summary. of Analysis Data

v Recommended Design Objectives

e —
v_ApproyalliSection
E———
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I

Introduction

D.uring the Logical Design phase, a network designer uses information
learned Iin the two previous phases to choose the technologies that will
fulfill the network requirements. However, a good logical design is much
more than a simple shopping list.

It is a comprehensive plan that considers every aspect of the network
and the business it serves.

Here we present an overview of the Logical Design phase, then focuses
enreach of the main factors a network designer must consider.

p— e
————

Key Point™

You cannot have it all. A good network design makes trade-offs
based on design priorities.
May 13-18- Afnog Tutorial,
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1rie) Daslgn Gozls

- = Given that Eeven organlza ionranametwerikarcumnic
network designrgeals,vary:from organization to organlzatlon

However, all design goals strive to satisfy requirements,
defined in the Requirements Specification, and deliver
certain levels of service. For example, designigealsimight

iInclude:
4 Minimize operational costs

v Increase overall performance

= ——
. SimplifyAtsSertlevelfoperation Increase security
- v" Add adaptability and flexibility

May 13-18- Afnog Tutorial,
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Desigr Factors and Trade-offs

— s —— -

e

e

etwoerksrare designed-te fulfillFarbusiness need; Whethersisissae initial;
implementation: ofi a-netwerk or an Upgrade in response to USer:
demands,for.better service.

Both types of designs must consider several factors, as shown on the
Network Design Factors Diagram.

Network Design Factors

May 13-18- Afnog Tutorial,
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= Design faotors sometimes contradlct each other thus
REEIKIGESIGRNSIEIRABUIIREST2B)ISHINCNPNGHIESIANENTNEKING
trade~otr"3.
iypIcEly R ErE aEN ey SHORS I VErNI OB EMIFHETETOIET
"tradeﬂffs OCCUr at many points throughout the deS|gn
Process.

= Much of-the work designing a network concerns recognizing

conflicting goals and optimizing the design to reconcile them.
Consider the trade-offs for the following goals:

v Minimize operational costs

v Minimize installation costs

v’ Maximize performance

v Maximize adaptability

v Maximize security

v- Maximizereliability

DI o)’ :
- Mimmizesdowntime

As you can see, regardless of the design goal, a trade-off
May 13-18- Afnog Tutorial,
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=vzluzrtlne MNatwori Sarvices

.———“;

Before you make technology choices, V you
must consider the services the network
should provide. In other words, first decide
what to do, then decide how to do it.

= A wide variety of network serviees may need
to be considered during thisiphase, and
nese serviees will vary fromdesign,to
design. Hewevermtwekeynetwork SErvices

R ——

Wat most designers must consider are:

v'Network management
May 13-18- Afnog Tutorial,
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| Networ Ymanagement can be dividediintorseveralldifferenticategories basedionitheneed in

ity

3 partrC' ular network. Considerations include: —— ——

Troubleshooting

The need for troubleshooting tools varies with the size of the network. Small networks can
usually get along with the troubleshooting tools provided by the network operating systems
(NOSSs), plus a few individual products. Large, widely dispersed networks usually require
more sophisticated products that support remote troubleshooting.

Configuration and Reconfiguration

It can be time consuming and expensive to manually upgrade operating systems (OSs) or
applications at each desktop. Network management tools and policies that can configure
andireconfigure a network and its workstations can be,a worthwhile investment.

- T ——
p— —_—

Vienitoring J——
—

e

“"The need for monitoring features also varies with network size and complexity. Do you
simply want to be notified of catastrophes, or do you want a monitoring service to watchfor
potential problems or opportunities for improvement?

May 13-18- Afnog Tutorial,
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BEfore designing complex security systems, ne
S evel ol al network's security Services:

Identify Systems That Need Protection

Identify potential network weaknesses that threaten your critical systems, but remember that only some data and
applicationsrare mission-critical or confidential. Instead of spreading your security budget thinly over the entire business,
discover where you should focus a more intense effort.

Conduct a Risk Analysis

Review network access and auditing procedures, and other established company guidelines, for security loopholes that

could provide intruders or employees unauthorized access to information or resources. If possible; close the loopholes
immediately; if not, add that information to the Requirements Specification.

Keep it Simple

Some sophisticated security implementations are not worth the extra expense. Physical security, such as locks, is nearly
alwaysiinexpensive and easy. tojaccomplish.

After considering these pointspthemetworkidesigner shouldiunderstand Imp2any'septimum security level; andfhave
Specific ideas about Wece%aw terachieve that'l > Network and system managers must then
. developa byl Enties the technologies, procedures, and policies that will solve each of the identified
.e‘Sﬂiwiftﬂy'pro lems:.

The security plan must be compatible with the political structure and culture of the organization. In other words, security.
procedures must not be so strict or complex that they interfere with people's work. A security program is certain to fail if'it
ignores the corporate climate or working stlélﬁaof its users. People tend to take the path of least resistance; if security
procedures become just another obstacle, Elapicy2ek8vil\findgvaysdricitcumvent them to get their jobs done.

Nairobi, Kenya -Prof.Kah & Aliu
Folorunso 140




Dotlors

IE—— e
e e

Each type off network technology includes characteristics
~thatishould.be considered in/light of the requirements and
existing network situation. These characteristics fall into

three main categories:
v Broadcast (background) traffic

v  Connection type
v’ Scalability

e —

May 13-18- Afnog Tutorial,
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Vlziirig Ter*nnoJoJ/ Crolces

c———

Choosmg SPECIIic techn_ologles fequires aﬁ"cﬁﬂé’d»f
consideration ofi the'relativeradvantages andl disadvantages
Olreachrapproach.

Therefore, each of the next seven lessons focuses on a
different type of technology, highlighting points to consider
In a logical network design.

Working our way up from the Physical LLayer; here we
discuss:
v_Physical Layer considerations
v_Internetworking devices
v WWANIpETionmance
VA Network management
v  TCP/IP addressing
v’ Security

-

. May 13-18- Afnog Tutorial,
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czl] Layer Cons‘d St oS

I Thexfirat choice of the lCegical DeS|gn phase is the network's Phy3|cal
LLayer technologies: the type of cabling and NICs it will use.

In"a network upgrade project, you must determine whether the existing

physical transmission hardware will continue to do the job, or ifi it must be
replaced.

Key Point

Physical Layer design decisions involve choices of transmission
media and NICs.

Usingthe Reguirements and Traffic Specifications as a Guide

Befere youibegin to, evaluate various PhysicallEayer options, review e

recommenda’gig_r?,ﬂiawnmmarized yourReguirements Specification and
HICFSPECITication:

*""Focus on those requirements that can be met, partially or totally, by a
particular choice of Physical Layer technology.
May 13-18- Afnog Tutorial,
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A computer's NIC is a big design consideration, because a NIC must be compatible
with.a.network's physical medium, topology, and MAC-layer protocol. The NIC

- Characteristics Table lists characteristics to consider when choosing a NIC, or
deciding whether your existing NICs meet your requirements.

NIC Characteristics

May 13-18- Afnog Tutorial,
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EANS Suggarigel

Cornglizr B SUggorisd

HAM Buffer Size

znid 82 [<vgs

ziricl 32 oit

18, znd 100 Moos, 1 Goos

Wlgelizl Ty oe

152, UTP, TR, Ogticzl

OIS Suggarizd

tWeire, Aooletalic, Microsoft Windows NT, etc.

Price/Funer]

Crnecic currernt vendor soecifications.

NIC Characteristics
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A logical network design-must specify. the type of internetworking devices that will
connect segments of a LAN;, or link multiple'LANs over wide area links. These
devices nearly always work in combinations, thus here we present a series of
examples illustrating how internetworking devices work together in successful design
solutions. The examples that follow discuss the benefits and limitations of using
hubs, switches, and routers in workgroup, backbone, and WAN environments.

Every network is different, with unique design goals and operational requirements;
therefore, the examples presented here are not recommended solutions for specific
problems. As a network designer, you must determine your own priorities and use the
appropriate technologies to achieve your individual desigmn objectives.

The efficiency of a network ultimately depends on the elements and components you
choose. Therefore, the selection of internetworking devices is not a trivial

undertaking. To achieve well- -managed growth, you must carefully consider both
Urrent user needs and' estimated future requwements

- — —
Po' - ﬂ.

. Neétworks can be segmented with switches, routers, or both.

May 13-18- Afnog Tutorial,
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AW ErGoUpNS 2 ColIECLION Ol USEESHhal Siiare  CompUliNEgESOUICES, J—
— \Workgroups may. be large or small, located in the same bulilding ordispersed
aCross a campus, and have permanent or project-based membership.

The Typical Hub Workgroup Diagram shows a typical workgroup environment
prior to the installation of an internetworking device. Although the diagram shows

only two standard hubs, the actual workgroup may contain from 10 to 20 hubs
that support more than 200 users.

Typiagah B AfhosKmotiHD,
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~unlikely:event that the network manager elects toruse a router. Altheugh Venyfew:
network administrators wouldractually consider a router for this application, we
willfdiscuss thisspetential solution to illustrate the differences between installing a
switchrand a router.

Router Implementation

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




- The router is configured withia dedicated high- speed

2 By mstalllng a router, the network admlnlstrator divides the
lange broadcast/collision domaini into several smaller
breadecast/collision domains. Each small'domain will notice
iImproved traffic performance between nodes in the same
domain.

However, there are two reasons why a routerisrnot therbest
economical or technological choice for this application. First,
it Is more expensive than a switch.

jierreuter-hasiarhigher initial costiperport, and.the,long-
[erm managementiexpenditureswillisergreater. Second; the®
-—r=6uter—13 merercomplex than necessary.

- The levels of broadcast traffic likely do not justify the
additional complexity of sep%%telugfgadcast domains
created by dividing me)arwor reuehlme subnetworks.

Folorunso




AN switen sl lgntie switcaisck Savigamnasnt, ol ageeieezist
- domainiis divided into four separate 10 Mbps collision domains.
Dedicated 10 Mbps access for servers and power users eliminates
media access contention for those nodes. Power users can be

connected right at the switch.

Tne Swiicnzd Workgroug Dizlgreing snows ire szie Workerouo sifier 2
/A ~ Ik '

—,
e —

Switched Workgroup

May 13-18- Afnog Tutorial,
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| adrrf‘*strator installs arouter as an insurance policy to'guard agalnst
effects of a broadcast stormithat woeuld bring down the entire network.

Physical Segmentation

May 13-18- Afnog Tutorial,
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Logical Segmentation

A mnore flesdols wewy to divids e neivwordinio oraziceasi donsleling ls 0y usirie) e roLisr to conngct

e parateirtlial local area networks (VILANS) created with-switches. ¢ 1es. AVLAN, inits simplest
~ form, gl@ys the creation of virtual broadcast domains within' a switched'environment,
irrespective of the physical infrastructure. With:\/LANs, the network administrator can define a
workgroup: based on a logical grouping of individual workstations rather than physical network
connections. Traffic within a VILAN'is switched at wire speed among members of the VLLAN. A
router forwards traffic between different VLANS.

e —

In the Routing and VLANs Diagram, the ports of each switch are configured as members of
either VLAN 1 or VLAN 2. If an end station transmits broadcast or multicast traffic, the traffic is
forwarded only to ports in the source station's VLAN. Traffic thatimust flow. between the two
VLANSs is forwarded by the router, which provides security and traffic management. The
illustration shows a dedicated router; however, a combination switch/router device may also
perform,the routing function.

3-18- Tytorial,
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SEThEFarswilchr o aolierCaterdepiBYEUNOISEGIERITa R
: ICANFand provideradditionalf bandwidth. lirthe application:
needs support for redundant paths, intelligent packet
forwarding, or WAN access, a router is required. If the
application requires only increased bandwidth to ease a
traffic bottleneck, a switch is likely the better choice.

Because a switch Is a special-purpose device, it provides
wire-speed packet throughput for a lower cest per port than

a router.

\hercost foraigiven level of performance is the major factor
initne decision between a switch orameuter i ar WorkgroUgssss
ﬁ\!}@amentjﬂetm{'designers mustdetermine whether
€ are otherrequirements, such as redundancy, security,

or the need to limit broadcast traffic, that justify the extra
expense and Cpmplexj;tg/@fg_clA@nployinag a router within a

workgroup environmen

og 1 Htori
k, Kenya -Prof.Kah & Aliu
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plelplelcjerlerlt fezlitifas corjife) ireiff]
the£4)re allowmg network administrators tor
ImMprove network periermance while enforcing
traffic flows and other network policies.

There are two reasons why traditional Layer 2
switches cannot efficiently distribute and control

bandwidth across a LAN.

First, they may be based on ASIC technology,
andilack theflexibility and complex functionality
iequired for bangymdth management. —

="Second, they may be general-purpese,
processor-based devices that deliver high
functionality at the¥eostofslawperformance.

Nairobi, Kenya
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Intrg_d uction

= WANSs provide communications pathways between dispersed
geographic sites in a corporate intranet. As corporate intranets become
central to an organization’s success, the reliability and scalability of its
WAN links will determine whether the intranet can effectively. support its
users' demands.

WAN environments are very different from LAN environments, as
llustrated in the Differences Between LANs and \WWANs Table. The
design,criteria for LANs, where bandwidth is readily available and
AEXPENSIVE and raw performance dominates, anevenydifierentiren,
these for WANSs, wherehandwidth,is.scancerand expensive.

= Because the MSues are different, an entirely different set of
ssolltions is required for WAN designs.

May 13-18- Afnog Tutorial,
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Key Point

A typical WAN circuit is 160Vdniés Srivatter thiéah a typical LAN.
Nairobi, Kenya -Prof.Kah & Aliu
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5 - Network Management with SNMP and RMON

= Network management, I its broadest sense, Is the
management, control, accounting, and troubleshooting of
networking devices and information about network devices.

There are many software and hardware solutions for remote
management of networking components; most,ofi these

solutions are based on the Simple Network Vlanagement
Protocol (SNMP).

T he RMION, specification enhances the SNMP model with
additional functionality and greater efiiciency:

-_’ﬂ" _—

WS Key Point
Network management features are essential for
proactive managemgtit'of affy Hetwork.

enya -Pr
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' meCTTanlsm for the management of distributed network
equipment...
= SNMP uses agent software embedded within each

network device to collect network traffic information and
device statistics, as illustrated on the Manager and Agent

Communication Diagram.

= Each agent continually gathers statistics, such as the
umbern ofipackets, received, and records them in the local
Gevice's managementiniormation agseNiviliE): ——

ERANIEIWOIK miainagement station (NIVIS), canithen collect this
Information by sending queries to each agent's MIB, a

prOCGSS Ca”ed pO”ingway 13-18- Afnog Tutorial,
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Manager and Agent Communication
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Because of the growingidemand for Internet connectivit;/, rﬁany
NOSs support TCP/IP addressing at the desktop level.

Therefore, the TCP/IP addressing strategy is an important
consideration in any network design.
Here we discusses three primary strategies a network designer must
consider:
v’ Classic IP routing and subnetting
v’ Classless Interdomain Routing (CIDR)
v’ Variable-length subnetting
Review of Internet Addressing
P addressing Uses a 32-bit address fieldidivided intestwosparits:w

v_ The firstpartiof ddressiidentifiesithermetwork on whichithe

~ hostr
IV The second part of the address identifies the host itself.

May 13-18- Afnog Tutorial,
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Classic IP.Subnetting

S ESTEINE rJrJreerJ ilows i) OrgJzlr nizetor o Use  sirigle Iriernet
AeiWons numoss for muliiole 'I)nyJJ cell ) erwomJ

=S uUnELS may berused withrany classiofifintermeradaressing except class
e e — — ——

A subnetted Internet address incorporates a network address, subnet
address pertion;-and host address.

These three pieces of information can be combined within the single
binary word Iin several ways.

The network address can take 1, 2, or 3 bytes, leaving 3, 2, or 1 bytes for
the combined subnet/node address, respectively.

To further complicate things, the byte(s) used for the subnet/node
address can be divided arbitrarily, with certain bits for the subnet address
and certain bits for the node address, as explained below.

Fortunately, as a practical matter in a given network configuration, only,
g[ie of the many possible schemes of addressingjis used:

" subnetting, the hosgggmon ofianlRiaddresshis divided into two parts
S VATerleftpart is used to identify the,subnet number.
v' The right part is used to identify a host on the subnet.

May 13-18- Afnog Tutorial,
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o protect the network from threats, both external and internal, an administrator must
erect.as many.barriers.and defenses as possible.

This multiple-layered approach greatly reduces the chances of being breached
because, generally speaking, most intruders are not patient.

They do not want to spend time battling several different types of obstacles when
attempting to access a computing environment.

However, multiple layers of safeguards are potentially frustrating, for a network's

users, and can interfere with their ability to perform productive work.

Therefore, a network designer must balance the need for safety against the users'
need for convenience.

This need for balance means no system can provide 100 percent security and still be
usable:

iHeweyver, several key security technologies presentieal barriers to criminalsiwhile: s

remaining fairly. tra%sé%%%uaers. In thisisteproitherfegical’ Design phase, you will
 coensidepthetechn rarchitectures that'can safeguard both your

oerdanization’s network and its productivity.

Key Point
If a security system becomes/aybarrienteprodustivity, users will likely find a
way around it. Nairobi, Kenya -Prof.Kah & Aliu
Folorunso 162




Security Threats

ihreats, iernetwo 1)
orl Jm Iinle) frorr) \/mes ziricl crieslle 12187 riowsver,
Intentionzal or not, inforezation losses ganerally fz

e

Vieal |cat|on

_ Destruction
Disclosure

A-person Who wants to cause one of these types of damage can attack a computer networking system in
a number ofiways. These attacks can take several forms:

Crackers--Crackers are criminal hackers, either insiders or outsiders, who are motivated by the thrill of
breaching a secure system.

Trojan Horses--Trojan horses are covert programs hidden in system or applicatiens; seftware, or within
seemingly innocent utilities. The hidden program may wait to suddenly destroy information using
predetermined parameters, or can gather confidential information such as passwords.

Viruses--Viruses are self-replicating, destructive programs that damage executable programs and
network data in a variety of ways.

Denial ofi service--This, type ofiattack.leads to, disruption ofi sys availability: by crashing|or
overieading a critical dW-server, router ofirewalls

I e —
I Theftof information--The attacker, often an insider, acquires proprietany information such as trade
secrets or business plans. This can be done by eavesdropping on network transmissions, masquerading

as an authorized entity, or a brute-force attack such as the use of a computer program that guesses
passwords

May 13-18- Afnog Tutorial,

Corruption of data--The attacker iifiEeRie&eoya oPtektipisddtdistored on disk or corrupts data as it is
transmitted across a network. Folorunso 163




Physical Security

ISkSITIESHOIERNNVBIVEIECEESSHBMIECHINESION PEOPIE.

Ussd to ennearce onysic lJ 5 JrJr/

sacure onysiceal environent for ife server (e 2

he safeguards [SICONSHIES eyoa:rd-aﬁd'rmﬁﬂ@r
4 Physmal Access tora computer isia common opening toranintruder:
v" Depending on the levellof physical'security needed, organizations may use
sreceptionistsysecurity guards, physical keys, combination or electronic door
locks,, or other access controls.

Destroy sensitive documents, including disks, when no longer used.

Sophisticated tools can reconstruct files supposedly erased from a disk. Only destroying the
disk itself guarantees the destruction of the data it once contained.

Store digital encryption keys on smart cards, not on disks. Disks can be duplicated; smart
cards are more difficult to copy.

Keep passwords and personal identification numbers (PINs) secure. Remind users to avoid

writing passwords down, sending them throughie-mail, or placing them in messages that are

anchived.or.incorporated in group discussion systems. Explain that writing a PIN on an ID
ard'is as obvious as hiding'the front door key under the door mat.

Ilock down portable equipmentyAsithe U.S. State Department now knows all'too well, a
op. computer representsione ofi the greatest physical threats to a security system,
AUsent containsrargreat' deal of information and can so easily. be carried off.

The same is true of other portable devices such as external disk drives, tape backup
systems, and the like. These devices must be locked away or bolted to the desk to guard
against theft. Basic input/output system (BIOS)-level passwords can help safeguard laptops
in the field; however, the best pratiegtichlis- gdod) Usérrinaining and awareness.
Nairobi, Kenya -Prof.Kah & Aliu
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Encryption

= Even ifiboth access co )
Srligrorise celr 2 callons trelyel over &l tirc OzIftY fEOre SUCH 215
e Iniisrmet,
|1 rleed_ UENOWICOSIEUESSEIOFEONTECHINERORHEN AEEREVENaUENFE i EXEmel el ECuve
S mediumifor communication within and betWeen Enterprises: = =
~ Encryption prevents eavesdropping by making| data unreadable torall except those who have the
key needed to decrypt the data. lt:dees not matter whether a third party intercepts packets over
the Internet; the data still cannot be read.

s This approachreantberused throughout the enterprise network, including within the enterprise
(Intranet), between enterprises (extranet), or over the public Internet to carry private data in a
virtual private network (VPN).

= Encryption is the process of scrambling data by changing it in a series of logical steps, an
encryption algorithm. To increase security, an encryption algorithm uses a numerical pattern, or
"key," to guide the scrambling process. This means different algorithms and keys will each
produce data scrambled, or encrypted, in different patterns. There are two.main methods, of
encryption:

= Single-key, or symmetric, encryption uses the same key to both encrypt and decrypt the
message. Therefore, both the sender and recipient must have the same key before they can
exchange coded messages. Symmetric encryption systems include Data Encryption Standard
(DES), 3DES, (RC5), International Data Encryption Algorithm (IDEA), and other algorithms that
are extremely fast. diheir strength lies in the length of the key.and the difficulty of analyzmg the
encrypted data. E—
= Public-key encryption USEs ofiencnyption keys forﬂl?h‘party that needs to receive
pied lnformanmﬂiﬁﬂh%e paiifacts as aene=way channel. One key (eitherone) is
ﬁ-&) encrypt data; the'other is used to decrypt the data. Data encrypted with one key cannot be
“decrypted with the same key, only with its corresponding "partner* key.

= To use public-key encryption, a person or organization freely distributes its public encryption key:
and safeguards the corresponding private key. Anyone may use the public key to encrypt
messages to a recipient, who usesnhg private Ay dordesiypt them.

Public-key encryption is very GRldeisitensive.-ltisfiypicallyused for small amounts of data where
strong security is required. Folorunso 165
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As discussed earlier, an Internet firewall is a security solution that
includes bothrhardware and software components.

Depending on the specific needs of an organization, a firewall may.
include multiple layers of both hardware and software.

When designing an Internet firewall, there are a numberof issues that
must be addressed by the network administrator:

v’ Stance of the firewall
v-Overall'security policy of the organization
v Einancial .costiofithesfirewall R
-—__LGempMing blocks of the firewall system
f’
Key Point

A firewall can protect an,organization:from specific types of
external threats. It canneiguard-against Anternal attacks.
Folorunso




Components ofia FEi s ste

2 After eidnie) dealsions elggLifigyell SiEine

| S_e_C;UTIty POy, ana udgetﬁsues—-ara—ergamzahon —
_can determine the specific components of Its
firewall system.

= A typical firewall is composed of one or more of the
following building blocks:

v’ Packet-filtering router
v’ Application-level gateway: (or proxy’ server)
v Circuit-level gateway

-:jow—eanm lding blocks Work together to
build an effective Internet firewall system.

May 13-18- Afnog Tutorial,
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Introduction

1CogicalfDesigntdocument recommends a specific solution that can move the
network from its: current state (defined by the Traffic Specification) to its desired
state (defined by the Requirements Specification).

In this document, the designer specifically describes the network design features
that will meet each design objective listed in the Traffic Specification.
Furthermore, each decision is supported by evidence. frem: the Traffic
Specification, vendor specifications, and other facts.

JihejlogicaliDesign.is one of the most technically detailed of all the network
design documents; however, as much as pessible; it mustidiscussithe propese a
NEWork in terms ofibUBINESS peeds,; andiinJanglagenmanagers can understan
ISlapproachicieatesistong communicaton with management, and keeps the
LEWerk designerfocused on creating a network that serves;its users.

= Key Point
A Logical Design documentspriesents:ypurobest recommendations, as well
as evidence to support thembi, Kenya -Prof.Kah & Aliu
Folorunso 168




1- Overview of a Structured Cable Plant

e C

-l o a4
4 ) rnziny of today's gffice environrrents, tne data networ caolifg res oeern insialled
incranentzlly, rasaanicine) to criciicjes ifl iteerniniolac)y reiwordne) sesels cipiel orefainizzlijo);
il —— e J— R E——

- Typically,—this leaves a legacy oifincompatible systems that may: include telephone
switchingisystems, mainframe or minicomputer systems, personal computer (PC)-based
LANs, and other office communications equipment.

= Because each system is installed according to its own set of wiring criteria using
different types of cable, these systems are difficult to interconnect, and especially.
difficult to maintain and expand.This situation is typical of the unstructured wiring
system, in which there is no single set of standards for interconnection.

=Although initial costs are comparatively low for unstructured wiring, the long-term
difficulties and expense of integrating or replacing the incompatible wiring system are
considerable.

ANECcENnt years, a clear'trend has emerged among network:plannersytosimplement
iEwwerkicabling as al structurediwiring,system accordifgRe uniiorm standards: IIisH s
INVEIVESIa SN PESPECHVENS

e

SRatherthan seeing cabling simply as a way to connect devices, cabling IS how seen as
an important architectural entity: the cable plant, cabling system, or premises wiring:

*The intent is to install a wiring capability that not only provides interoperability for
existing networking technologies, but also anticipates future growth by allowing for
efficient reconfigurations.




Structured Wiring Systems
- A siructured wiring systern is rmore efficiznt to Install wrien 2 oullding
Is consiructsd or remocelad, rz rmer thzin oulling wirss trrougn sdstine

S GeNNgs, and oors. - - —
E AS’anractlcaI ISsUe, anchitects and building owners oftenineed tor
install.cable before they knew what type:of network a tenant will want.
- A structured wiring approach can solve this problem by providing
guidelines for a universal wiring system that can be adapted to almost
any network requirement.

The interest Iin universal wiring is supported by three
technological trends:

v-Convergence on three cable types
% Use‘of’amased distributedistaifpnysical topology

W Emergence of industry-wide standards

May 13-18- Afnog Tutorial,
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~ The ability to preinstall a cabling plant is based on the fact
thatsallimajerllANtechnologies can be supported by three
types of cable:

v’ Shielded twisted pair (STP)
v’ Unshielded twisted pair (UTP)

—.

v’ Optical fiber

May 13-18- Afnog Tutorial,
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Coooar Czolas
—introduction™ -
~«The most common varletles of LAN cabllng aremde—from—eeppsﬁwre —_—
The most prevalent of these are UTP, STP, and coaxial cable.
« Each type of copper cable has its own unique features; however, they all
use the same physical principles to carry electrical signals.

Category 5 UTP cable is the most popular medium for

May 13-18- Afnog Tutorial,
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Trans rox ad-Characteristics

e
-

- _:I'?e signal-carmying perormance of Copper cable can

be dramatically influenced by several typical problems and
cable characteristics. These include:

v Electrical noise

v Crosstalk

v Attenuation

v Capacitance

v DC resistance..
-A—Impedanee""'—"

TV Continuity and polarity

v Cable length

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




Attenuation

R e

= Electrical characteristics of the cable, especially resistance

= |nsertion losses that occur where the cable Is
Interconnected, terminated, or broken

Attenuation increases with cable length and the number of connections; therefore, it

must be measured after it is installed. It can be minimized by making careful

connections and using high-quality connectors.

Capacitance

Capacitance is an undesirable tendency of a cable to store electrical energy. Cable is

typically tested for capacitance while still on the spool; however, improper installation

can kink or stretch the cable, creating small areas ofiincreased capacitance.
etentinstallation can prevent this kind of cable damage; field testing of installed

cable can detect it if it occurs.

DC Resistance

DC resistance is the property ofgs¢anductathakorposes the flow of electrical current.

It is measured in ohms, and ingseasgswithreatdenle@mgth. Cable is tested and certified
for acceptable DC resistance by manuf&&iines. 174




Impedance

" occurs, such as at a punchdown block, patch panel, or device connection. Cable is
rated for its characteristic impedance (measured in onms) and this rating is
guaranteed by manufacturers. It is not typically measured on installed cable.

The impedance of cables must match the impedance of electrical components in the
interface cards and other circuitry for a given type of LAN. Cables with different
impedance values should not be interconnected, because some of the signal will
reflect back from the mismatched connection point. This signal reflection can cause
an excessive distortion of the data signal which can be misinterpreted as frame
collisions.
Continuity and Polarity

The terms continuity and polarity simply refer to correctly connecting each individual

ire.at. each punch-down block and connector. Continuity means that all necessary
connections have been made, so that a continuous electrical circuit exists. Polarity
MEENE thaHhe connections allow electrical current to flow in the proper direction.
For example, each wire pair in a four-pair UTP cable has a plus/minus transmit pair
and a plus/minus receive pair.
Misconnecting individual wires so that wires are reversed, or do not match the
correct pinout configuration atr@%ﬁé@é@?ﬁ?ﬁﬁ'@ﬁ%‘ﬂﬁ in failure of the node.
Continuity and polarity testing must ’ocgf,u’lg Irst, before any other tests of installed {75
twisted pair cable.




IBM Cable Types

20 nyoerlinis.

V/e

.

A BIVISpe 1 cable consistsieiitwor STiP pairs for datal transmission: Each pairis
shielded with a foill sheathrand anreuter shield of plastic or corrugated metal.
Ipe s thethistorical standard for Token Ring cable. Type 1a is a newer,
higher'performance cable of the same general type.

Type 2

Type 2 cable includes six pairs of wire: two STP pairs for data, and four UTP
pairs for voice. This cable is used where both telephone lines and data lines
terminate in the same wall outlet, or to otherwise facilitate the wiring/installation
of telephone and data lines between wiring closets.

Type 3

Jypegconsists ofitelephone-grade UTP cables. The original Type 3 cable

SSpeECiiication was intended to be compatible witisexistingelEphoRE=grade

Wikig, Which Wlwt O EIAMIANGEETER 2 UTP. Therefore, Tiype
ENVESHEE ended only for'4-Mbpsilieken Rings. Curently, IBM
recommends the use of data-grade UTP (equivalent to'EIA/TIA Levels 3, 4, or

o) for both 4- and 16-Mbps installations. Increasingly, only Levels 4 or 5 are

recommended for new installations-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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“multimode optical fiber orop| al fiber installations (where 62.5 refers to
the cer&dlameter and 125 refers to the cladding dlameter) Fiber optic
cable is typically used with a pair of fiber optic repeaters to connect
multistation access units (MAUs) in Token Ring LANs. Optical fiber is
discussed in detail in the next lesson.

Type 6
Type 6 uses two twisted pairs for data transmission; it is similar to Type 1,

but more flexible. Type 6 is used to connect workstations to wall outlets

and for patch cords between Token Ring MAUSs.

Type 8

1ype 8 consists of two shielded pairs with a flat, plastic housing designed
for under-carpet use. —

| 9'is a thinner, lower cost version of Type 1 cable. Type 9 supports
shorter transmission distances than Type 1.

May 13-18- Afnog Tutorial,
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Garleral Instllzdorn Guldall
LAN gerformzarics degencds on e cfuzllity oz _
f--t airtakes e raccolnt e ollowing conslelartlons:

v_ Install enough cable for future needs, especially in a new building. It'is
= almostralways more expensive to incrementally addl cable within
completed walls; ceilings, or floors.
v Follow local building codes and be aware of state and federal

guidelines. NEC specifies many aspects of fire safety for cable
installation. Study and understand all aspects of the appropriate

structured wiring plan, if you use one.

v Hire an experienced and reputable cabling contractor familiar with all
applicable building codes, your desired network specification, and your
chosen structured wiring plan. Some municipalities, or organizations
may require the use of union labor.

vaPerform certification testing of the cabling plant to,ensure. it meets your
S perfermance. critena —

v. Use plentimegiadercailerorcablentinsitirotigh environmental

spaces (plenum area), such as the area aboye,suspended ceilings,
and the return-air cavities used for heating, ventilating, and air
conditioning (HVAC) systems. Plenum-grade cable has a special jacket

that is fire-resistant and does not Produce toxic smoke.
May 13-18- Afnog Tutorial,
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v Label all cables and maintain a wiring plan that identifies all cables,
devices; andlConnecioss:

/Do gt Unvwrelo erly oS of £
2l COfflE QLJorJ qu el rQ:;lJJr Jr

neeessary when making connections. This can result inlexcessive
crosstalk.

v Do not cut'corners on material quality. Use the correct grade of
cable and connectors for your LAN type. Do not use untwisted
(telephone) cables for twisted pair installations.

v'  Run data cables perpendicular to power lines whenever possible.

v' Do not run copper cable parallel to electrical power lines at a
distance of less than six to eight inches. Keep data cables several
feet away from high-capacity power lines.

v Use cable hangers to support the weight oficables in ceiling areas.

Y Keep pateh,cables as short as possible so that they do not pick up
~ NOISE.

v- lake sure every systemis properly, grouHG'éﬂ has voltage surge
'-?nd-g?htnl [BIECTIoN, and Mas anruninterruptible pewer supply
—p

May 13-18- Afnog Tutorial,
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Tutorial Group Activity:
DESIGNING A SMALL NETWORK

Overview

N e

- *Inour ear discussions, we presented a series of ta SKS and considerations that form a
phased network development process. pus

*Here-we will apply.the network design process as we gather requirements, analyze, and
design a small network for an imaginary company.

R

N Gatherbueinessand technical requirements
. Analyze the current network

Create the logical network design
_ May 13-18- Afnog Tutorial,
Create the physical netwernkidesignrof.kah & Aliu

Determine implementation optidns id estimate costs




Designing A Small Network

Introduction

LAA U] U
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~ have agreed upon the recommended project Bfé‘ctiv
proceed to the Logical Design phase.

- The inputs to this phase are outputs from the previous phases. In larger
projects, these may require a separate, detailed Requirements Specification
and Traffic Specification.

In smaller projects, such as this one, the input can be a scaled-down
Requirements Specification, combined with a brief traffic analysis. In this
lesson we discuss a sample Logical Design document.

ology choices are made in the Logical Design phase.

- e —
i

S

Presented to: Afnog Inc. Nairobi,Méc;qg_qS_ Afnog Tutorial,

Date: May 2006- Nairobi, Kenya -Prof.Kah & Aliu
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Requirementsiand Analysis

Cogical’Design

Physical Design

Network Implementation

Phase 1, Requirements and Analysis phase, is complete. The results of this
phase are summarized in the Requirements and Traffic Specification document
which was approved on May 13, 2006.

ase 2, Logical Design phase, will be complete after the Logical Design has

~ been approved and signed by company management. After this is signed, we will
-hﬁh-theﬁhysicam of the project.
———

May 13-18- Afnog Tutorial,
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" esktg_gconnectlons requ1rethe Iowest p’GSSlbIE‘p‘FI‘CE"p‘ET‘pOF’[ —
Local area backbones must be scalable.

*\Wide area specifications need maximum bandwidth efficiency.
In response to these priorities, the application of Asynchronous
Transfer Mode (ATM) technology has evolved into four solution
spaces:

v'LAN backbone

- v’ Desktops..
- ey e

— v\Widearea access

v'\Wide area transport

May 13-18- Afnog Tutorial,
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« As part of the evolution from a single LAN per building to separafe_LANs on
_each floor, many network managers have reconfigured their distributed
networks to collapsed back-bones.

A collapsed backbone configuration eliminates the router on each floor,
concentrat-ing all connections in a single backbone device, along with a high-
end server farm.

*This architecture, illustrated on the Collapsed Backbone Architecture

Diagram, effectively "collapses" the distributed backbone onto the high-speed

backplane of the central router.

-The backplane of of the central router can move data between LAN segments
__.-muchT‘ster than on a distributed Ethernet backbone, and also faster than on

a Fiber Distributed Data Interface (FDDI) backbone.

May 13-18- Afnog Tutorial,
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rne rrlgration of 2 collapsed vackoone rietwork 1o

Stages:

v Stage 1--Enhance the collapsed backbone with VLANs and
workgroups

v Stage 2--Install high-speed downlinks to'increase
bandwidth

WWESIage 5--Enhance the collapsed bhackbone withyiouted

ATV - -
R _——
I

———

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




5 - Converged Networks

« As networking technology becomes pervasive, opportunities arise to use it in new
and more creative ways. One example is the use of data networks, rather than
traditional circuit-switched networks, to carry voice and video traffic.

» The generic term for this kind of use is converged networking.

« Converged networking offers many benefits. It can reduce costs and enable
new, tightly integrated multimedia applications.

Here we discuss various aspects of converged networking, briefly describes the
market forces driving converged networks, and summarizes the approaches to
converged network architecture.

May 13-18- Afnog Tutorial,
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I research institutions. Today, m|II|ons of peop’re-m WMIHQ as
casually as television.
* The Internet has also changed the way organizations function, as it becomes the
backbone for small'business communications. Like most revolutionary technologies, the
Web has drawn together previously separate activities and integrated them under a
common framework. \Web pages no longer provide only text and static graphics; they
also provide animated graphics, audio, video, and other multimedia content.
» Consequently, the Web supports the convergence of content delivery over a single type
of network. The Web is to content delivery what a backplane bus is to a computer
system.
» The Web is one example of a larger trend in networking. Formerly distinct activities are
becoming integrated into a common framework.

ntegration is occurring at a number of different levels, most noticeably at the
~application level. e
+ Users expect smonﬂ:rmtemﬁ'hon between different applications, such as Web
browsers and calendars, as well as applications that incorporate a diversity of data types,
such as documents that embed spreadsheets, graphics, and voice annotation.
* This trend is motivated by the demand for increased ease of use, reduced cost, and
increased functionality. By provid é?di\&eﬁé@f) @igf functions (voice/data/video
integration) over a single netwdiR" "f‘ufé?ifd?? &rf¥%end less on capital

orunso 188




Types of Convergence
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: the aqueqatlon of networking activity.

» Payload

-Payload convergence uses the same communications format to carry different data
types. For example, in the past, audio and video traffic was carried over circuit-
switched networks as Layer 1 bit streams, while busty data traffic was carried
over packet-switched networks in Layer 3 data grams.

- Today, payload convergence describes the trend to carry both audio/video and
busty data traffic in Layer 3 data grams.

- Payload convergence does not prohibit a network from handling packets
differently, according to their service requirements, it just describes the practice of
using.the same communications format for all traffic.

Protocol

- Protocol convergence describes the movement from multi-protocol to single
protocol (typically IP) networks.
- While legacy networks are designed to handle many protocols (IP, IPX, and
AppleTalk) and one type of data (so called "best effort"), converged networks are
designed to support one protogsel snd-prevideservices necessary for different
types of data (voice, one-way#idedicinteradtive ¥ideo, and best effort).
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Physical
Physical convergence occurs when payloads travel over the same physical network
equipment regardless of their service requi Both multimedia and Web traffic can use

- within the network are used to differentiate the serv
' another, and deliver the necessary service to each.

Device

Device convergence describes the trend to support different networking paradigms in a single

network device. Thus, a single switch may support Ethernet frame forwarding, IP routing, and

ATM switching. Network devices may handle multiple types of data, all carried by a common

network protocol (IP for example), that all have separate service requirements (such as

bandwidth guarantees, delay, and jitter constraints). In addition, an end system may support

both Web-based data applications and IP packet telephony.

Application

Application convergence integrates formerly separate functions into a single, multifunction

application. For example, Web browsers allow the incorporation of plug-in applications that

allow Web pages to carry multimedia content such as audio, video, high-resolution graphics,

virtual reality graphics, and interactive voice.

- Technology " —
Technology convergence satisfies both LAN and WAN requirements by using common

M)'rking‘l’echnolo‘gTe's'. For example, ATM can be used to provide both LAN and WAN
services.

Organizational

Organizational convergence Centrralki/ga?,qgllI g_e;\%og(' lg{();lrg\ecommunications, and computing
services under a single authority \glicfag s hiet matiqp officer. This consolidation
provides the necessary managerial framewgrk{@gintegrating voice, video, and data on a single
network.

requirements of one type of traffic from




Converged Network Drivers

= reduction, both in capital outlay-anditechnicall
SUpport
“expenditures

v' Emerging technologies that put greater demands on
networks

v’ Greater network flexibility and functionality
v' Emergence of industry standards

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




Elements of Network Management

ential feature for measuring the

reconﬁguratlon and generates reports to help the administrator optimize end- to end
performance and availability.
The major elements of network management systems include:

= Flexible data collection-- Real-time traffic monitoring intelligence should
be placed at key points throughout the network. This intelligence, embodied
in RMON and RMONZ2 probes and related technologies, can be in the form
of dedicated devices placed on links of high interest, or software installediin
network routers, switches, and other devices.

Configuration and control-- The network management system should

make it possible for the administrator to determine and modify device

configurations, check device status, track inventory groupings, and

gener?IIy manageidevices--all remotely, from the network management
. Console

= Network healthimoniteringr- ThishigherIevelnetwork management
itnchienaliyshieuldiprovide the network administrator with enterprise-wide
Views of overall network health. It should allow'ferehiecking status priorities,
settllng thresholds for action-on-event operations, and reporting fault data in
real time.

Troubleshooting network'{robléemscd Theraetwork administrator should
be able to check LAN seffightsensingreebiltiiedtand historical data displays
perform packet anaIyS|s and moffitoPtraffic to see where bottlenecks--or 192
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ﬂou fail to plan, then you plan to fail”

= Some steps Involved in planning wireless
networks similar to planning wired network
— Many steps significantly different

= Basic planning steps:

~ — Assessing needs

. — Weighing benefits

— Calculating costs

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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= Two significant changes in business world
‘over last 15 years:

— Workers have electronic tools to access
iInformation and accomplish significantly more

— Restructuring of organizational-hieranchies
= Organizations are “flatter”
= Jleamwork:is essential -
= JogethemeanNesltinaesreased productivity -

:""-—I—ﬂnders anility to collaborate andrmake timely
decisions

= “Mobile office” &Ede:s o

“

Folorunso




Assessing. Needs: o Need, for

EENIOBIY T LLLM@QL

.———“;

- A solution terneed for moblllty IS WLANs
— Expand productivity zone of knowledge workers
— Improve quality and productivity of meetings
— Work can be performed in more locations at

more times

= \WLANs have been shewn to add one to two
oUrs a day of productive tlme PErRWOIKEr.

_-Enabliﬂg'wuﬂﬁ‘ {o respond {0 customers,
E——
partners, and colleagues more quickly

= WLANS too often viewed:.as optional add-on
to computer netWorkgmo

8Jnso 196




SUSINess

= Determine if business case exists for
pringing wireless networking into corporate
environment

— What is the purpose or mission of the
organization?

_Is the current mission expected to change in the

o (OT(N] () — . —
= \What'is'the size of the organization?
— How much growth is anticipated in the

. . ) May 13-18- Afnog Tutorial,
organization’? airobi, Kenya -Prof.Kah & Aliu

Folorunso
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= Question to ask'when examining how
organization uses current network:

— How does current network support the
organization’s mission?

— What applications run on the netweork?
— How many users does network support?
= Strengths'and weaknesses of theicurrent

network? -
R —

W Anticipated growth in network technology?

= Examining current.network, status reveals
much of this in'ﬁsofHﬁeaH@ifah&Anu




L Networic (contintec)

S —

= Good time to document network in detail:
— Number of clients

— Types of clients

— Number of servers
— The topology of the network
What-media s being used
- Periormanceroiithe Aetworke
'é:#Types of devices connected to the network

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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Number of clients 28

Types of clients 20 - Windows XP Professional
8 - Red Hat Linux

Number of servers 1 - Windows Server 2003
Type of network Ethernet 100 Mbps switched
Type of media being used Category 6

| Types of devices connected to network 6 laser printers; 1 scanner, switch connects
to Gigabit Ethernet campus backbone

Table 6-1: Current network table . .

Nairobi, Kenya -Prof.Kah & Aliu
Folorunso
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Figure 6-1: Network diagaing-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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= Benefits that' can'be easily measured or
quantitied

— For WLANS, easily measured in decreased cost

of installation
= e.g., elimination of cabling costs

= _Using wireless technology for MAN or WAN
Can resultimeyvenhighersavings

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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= Benefits that are'difficult, if not impossible,
lorquantity accurately
— Improved productivity

— Enhanced collaboration and faster
responsiveness

— Elexible.mobility
= Adhergg:,ejg‘é,tandards —
=“""Improved employee satisfaction

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




= Return on investment (ROI): Standard
measure ofi profitability of a project

— Total cost of project

* Hardware, software, implementation; cests;, training;,
operations staff, maintenance staffrand services, and
connectivity fees

“—ess tanglble costs - E—
ork‘lﬁaﬁ'ﬁﬂﬁégement Andictstomer satisfaction

- Several models for calculating ROI

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




— Implement a pilot
— Develop a report

— Assemble data

~\

Number l Het'.;mric TNTr\elless Total Cost Benefits ROI
of Users Costs Costs Costs per
User

19,800 $300,000 | $280,200
R $1,000,000 | $928,000

32
800 $510 $5,000.000 | $4,591,000

Table 6-2: Three-year \\H2AN @oStso andidhenefits

Nairobi, Kenya -Prof.Kah & Aliu
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wwm Average cost per user
! mmm Average benefit per user

Dollars per User

k

Number of Users ——
Figure 6-2: Intel's ROl mbad&t fo AL TANS!

Nairobi, Kenya -Prof.Kah & Aliu
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ves determining:
nich deployment scenario is best
nich IEEE wireless network standard should

be used
— Type of AP management to implemented
—\Wherewireless devices should be located

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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- Flrst step In deS|gn|ng a WLAN IS to demde
‘on| correct deployment scenario:

— Ad hoc: Not connected to wired infrastructure

= Useful where wireless infrastructure does not exist or
services to remote networks not required
— Infrastructure: WLAN devices connect to wired
corporate network via AP

= Most conperateywireless LANSE e

;#Ul:spof:' Provides wireless LAN sernvice, for free
or for a fee, from variety of public areas

— Point-to-point remoterwirefess bridge: Typically

Aliu

alrobl Kenya -Pro
interconnects two L Aanegmen ts 208




— Point-to-multipoint remote wireless bridge:
Connects multiple LAN segments

— Ethernet to wireless bridge: Conngeetsssingle

device that has an Ethernet port but not an
302.11 NIC

— Wireless,gateway: Provide single mechanism s

f-r_a‘@r—maﬁégiﬁ'g‘gh‘d monitering the wireless

network

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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IEEE 602.111; 802 11a or 602.11g

= Decision may depend on many factors
— Do other devices in area use same frequency

-

range as one of the network types?
— What kind of coverage is needed?
~\\hat types:of applications will.be used?
_J,f Q_r,gade,-r-a-r-eavcf coverageneeded,
“802. 11g standard should be considered first
— Good balance ®fﬁyC@vefra9®r@rea with speed

Nairobi, Kenya -Prof.-nah & Aliu

Folorunso




Vo CEIUIATEEN™

T —— :

:_I1‘i‘ﬁ’terference s aniissue, then 802.11a
standard should be considered

= Only consider 802.11b in areas where low
bandwidth is acceptable or ad heecwireless
network will be used

= Slow'speed and susceptibility.to interference
= — -—

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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— [FUsing infrastructure wireless network,
‘must decide type of AP management

= Fat access point: AP serves as
management point

— Configuration must be done through via AP

= Thin access point: Lacks management
Unctions —

—_— —_—

waﬂamaions moved to, Ethernet

network switch
— Management simplifiech centralized

Nairobi, Kenya -Prof.Kah & Aliu

— Handoff time reducéegnse




arrert (corgtirtec))

= Thin AP approach does not provide overall
solution for managing entire network (wired
and wireless)

= Several vendors working on comprehensive
network management solutions
=lntegrate:wireless networks,into same -
deploymentieperationspandimanagement as
EVIred network

—e.g., Cisco’s Structured Wireless-Aware

May 13-18- Afnog Tutorial,

Network (SWA;N>)| Kenya -Prof.Kah & Aliu
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Open space

Courtyard or open cafeteria

Wood

Door or floor

Plaster

Inner wall

Synthetic materials

Office partition

Cinder block

Exterior wall

Ashestos

Ceiling insulation

Glass

Clear window

Wire mesh in glass

Security window

Medium

Human body

Large group of people

Medium

VWater

Aquarium

Medium

Brick

Quter wall

Medium

Marble

Floor

Medium

Ceramic

Floor

High

Paper

Roll or stack of paper stock

High

Concrete

Floar nillar

Hizh

Bulletproof glass Security booth High
Silvering Mirror Wery high
Metal Elevator shaft or filing cabinet Wery high

Table 6-3: Interference

MpvoBje@ct&og Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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. _VVTeIess_devices communicate direc;t‘IS/
without-an AP

= [hree main considerations:

— Stations must be arranged so that they are all
within proper distance limits

—All.statioens.must send and receive signals on

- same freqguency: —

W= H{dden node problem must be avoeided

———

May 13-18- Afnog Tutorial,
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Figure 6-3: Ad hoc hiddeéryridtheAbrobiera.
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= Positioning APs correctly for an
Infrastructure WLAN is critical for ensuring
that coverage area is sufficient

— Interference by objects must be takenrinto
consideration

— Signal,.should not extend beyond building’s
 exterior wallsfor.security reasens

I .
=NAran ESS ihfrastructure network with
multiple APs, important that each AP’s

May 13-18- Afnog Tutorial,

channel set corregt]y: Porkan s A

orunso

———
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r]IrEbE LicILire Vioce onrmlle

Channel 1

Figure 6-4: Interference Yrom-13sifvgoSari@ channel
Nairobi, Kenya -Prof.Kah & Aliu
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- IEEE 802. 111 and 802 11g networks d|V|de
frequency spectrum into 14 overlapping and
staggered channels

— Only channels 1, 6,and 11 do not everlap

= Channel reuse: Adjacent APs use
e@neverapping channels. (1,6, and 11)

_JEEE BN Etworkaiiave eight
| nonoverlapplng channels

= Must ensure AP's properly-pverlap

INaironi

—

Folorynso

— No gaps. but not too close together




C

Channel 1

Channel 11

Figure 6-5: Channel reusey 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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Channel 11

Tries to associate

Laptop

Figure 6-6: Flip flop beﬁ%&ﬁfﬁ%ﬂ%ﬁ

Folorunso




0 I\/ﬂfst consider number of Users who WI|| be
‘associated with APs

— Consider not only how many users will be

associated with each AP but also what.they will
be doing

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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= | planning/designing done correctly,
deploying can be easiest step

= Must consider actual placement of APs

— Place APs exactly where they were designed to
go
—JJleraveid.nterference, better to place APs

SENigher — -

—

—— "'Be careful'if placing APs In plenums

= |[f needed, can use PoE
May 13-18- Afnog Tutorial,

= Good idea to configureWisAN on own

olorunso




rovidirg r)r)orr rammg

——

- Plannlng deS|gn|ng and deploylng WLAN
pointless if users don’t receive required
support

= Training Is vital to use of a WLAN

— Users must know how to use hew hardware and
soeftware

———

— Support.sia,ff.must knewsheWwro manage
S network and diagnose problems

— Increases effectlveness of new wireless network

May 13-18- Afnog Tutorial,

= Minimizes drop"if: Efffﬂ%tﬁl‘\h'ormally associated

O|OI’U
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= Group training session often most effective
training setting

— Preferably done at same time users receive

wireless-enabled laptops

= [mportant to set appropriate user
expectations for support and how they

shouldireguestyt: -
—‘ ——

May 13-18- Afnog Tutorial,
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- IrF/BIves continuing fellow-up in answerlng
questlons and assisting users

= User support functions can be organized in
variety of ways:

— Establishing informal peer-to-peer support
glieups

= Creating fonmaliisensuppoiigroups

B

S=Maintaining a help desk
— Assigning supp@rtie the-information technology

Nairobi, Kenya -Prof.Kah & Aliu
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= Establishing and'staffing  internal help desk
IS one ofi most effective means of support
— Central point of contact for users who need

assistance using network

— Suggestions regarding a help desk:
= One telephone number for help desk
= Plan forineneased call volumesaiterrnetworknstaliea s
gfﬂﬁrotﬂma
= Use surveys to determine user satisfaction
= Periodically roﬁawmtmrku}?ersonnel iInto help desk

: Nairobi, Kenya -Prof.Kah & Aliu _ -
= Use info from help deskso organize follow-up training
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= User feedback essential when installing/ new

WLEAN
— Possibly more essential than technical feedback

— May have IT personnel contact usersHor
feedback

— May. schedule meetings with users to gather
- feedback — —
ﬂ"

T —
R

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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o _VVTen in§talling a WILAN for a University,
areas of dead space might not be tolerated
— Ensure blanket coverage, meet per-user

bandwidth requirements, minimize; bleeding’ of
signal

= _Eactors affecting wireless coverage goals:
_:: _Iz)fr\_/ices emittingyRE signalsi™ —
WS UIdIng structure (walls, construction materials)
— Open or closed office,doors,
— Stationary versiis Mghile thachinery/equipmentso




- ——

— -
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e —

F‘Etors affecting wireless coverage goals

o

(continued):

— Expansion of physical plant or growth of

organization
— Existing WLANSs

= Both inside organization, and within nearby
— organizations -  —

WSitersurvey: Process of plannlng a WLAN
to meet design goals

_ Effectiveness of.a WWLAN-0fen linked to

Folorunso
1OIroOuUdrne () A= = | =




= Design goals fora site survey:
— Achieve best possible performance from WLAN

— Certity that installation will operate as promised

— Determine best location for APS

— Develop networks optimized for variety of
applications

— Ensur ' 11 E] g itie’
. € coveragewillfulfillfeRiversitie’s
e quirements

— Locate unauthorized APs

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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- DeS|gn goals fora S|te survey (contlnued)

— Map nearby wireless networks to determine
existing radio interference

— Reduce radio interference as much as possible
— Make wireless network secure

- Survey provides realistic understanding of
irastructure required for pfoposed wirelessi.
A‘nk.—-— "-"

— Assists In predicting network capability and
throughput

May 13-18- Afnog Tutorial,

- Helps determlﬁ 5 x%f [6&5ti6n of APs and
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. VVh—en to perform'a site survey:
— Before installing a new wireless network
— Before changing an existing wireless network

— When there are significant changes inrpersennel

— When there are changes in network needs
—Aftermaking physical changes to a building

R

—

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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= Most basic tool is AP itself:
— Position AP in various locations, monitor signal
as you move

— APs should have abillity to adjust output power

— APs should have external antenna eonnectors

= Test effectiveness of different antenna types in
different situations

=iViay nge’d_-_B_@;o.-AC convererior testing

WSNBtebook computer withi wireless NIC also
essential for testing

May 15=18- Afnog Tutorial,

— Previously configured afid tested
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Figure 7-2:. External antepna-conngeiars:
Nairobi, Kenya -Prof.Kah & Aliu
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= Site Survey Analyzers: Specifically
designed for conducting WLAN site surveys
— Software often built into AP

— Receive Signal Strength Indicator (RSSI)
value

— Eull-featured site survey analyzer software
- settings: —
,.,_.a-———’fDestlnatlon MAC Address
= Continuous Link Test
= Number of Pagktg1® Ates fuorey
= Packet Size

Folorunso




= Site Survey Analyzers (continued):
— Full-featured site survey analyzer software
settings (continued):
= Data Rate

= Delay Between Packets

= Packet Tx Type

— Unicast or multicast

= Percenisiiceessiihneshiold -

O —

— Basic survey analyzer software contains far
fewer features May 13-18- Afnog Tutorial,

Nairobi, Kenya -Prof.Kah & Aliu
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Figure 7-3:

U

00ISs (ConNt J.LL@,C e

Destination MALC Addiess
[T Continuous Link Test ¥ Destination Is Another Cisco/ironet Device
Packet Size: I1 450

Data Retries Data Rate
& None

1 Mbps
2 Mbps

5 <
Delay Between Packets: 5.5 Mb‘::v
[mulliseconds) 11 Mbps

---------

" Default Retries

Packet Tx Typs:

Percent Success Threshold |"5 @ Unicast

" Multicast

'
gl

Defaults | 0K Cancel I

Full-featuredvsites-stirimy Tantaalglzer software setup
Nairobi, Kenya -Prof.Kah &
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Signal Strength Beacons Received

|G

Link Speed 11 Mbps

Overall Link Quality Excellent
Associated Access Point No Name Specified
Access Point IP Address 0.0.0.0

Channel (Frequency) 6 (2437 MHz)

Percent Complete

Percent Successful _"""

Lost To Target
Lost To Source

Figure 7-4: Full-featured\gite: ssiviey @apalyzer soffware results

Nairobi, Kenya -Prof.Kah & Aliu
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= [resuvepton @I
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-

Access Point: 00:50:DAS0:58:5E Eror Missed ..
0K 0

|
e ves = 0K 0
} Y . I [~

Test: toc oK 0

5 0K 0
Test Statistics 0K 0

Total Round Trip Time [ms): 329 , 0K 0
Tests Remaining In Rurn: 7 Ho . 0 ti. IEI
Test Runs Remaining: 93 ' OK U

. oK 0
Transmit Data Rate: 11 MBit 8 0K 0

GO LD & B B L) B b b 1D

RTT Avg. ’
TT Avg O Percent of Thieshold:  10% Clear List l

Missed %: O O

asesssane et ns

Retry %: ' O Stop Test "Pause Test:

Figure 7-6: Basic site sunep-analyzernsaftware results
Nairobi, Kenya -Prof.Kah & Aliu
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= Spectrum Analyzers: Scan radio frequency
spectrum and provides graphical display: of
results

— Typically measure signal-to-noise ratie

— Single-frequency analyzers measure signal-to-
noise ratio at specified frequency.

- Helpflw.fying Intererenee problems
TS, helps properly position/orient/AP

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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Figure 7-7: Single-frequenci-analyéeliorial
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= Network Analyzers: Can be used to pick
Up packets being transmitted by other
WLANS in area

— Provide additional information on tramsmissions
— Packet sniffers or protocol analyzers
—Noetused.in placement of AP

=

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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- _C_FZate a “hard copy” of site survey results
— Make available for future reference

— No industry-standard form for site survey
documentation

= Site survey report should include:
= Purpoeserofireport
= Sunvey. metheds: —

""'RF coverage details (frequency and channel

plan) May 13-18- Afnog Tutorial,
robi, Kenya -Prof.Kah & Aliu

— Throughput findiAgSsemnss




- Docuggsateiion Tools (cof)
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= Site survey report'should include
(continued):
— Problem zones

— Marked-up faclility drawings with aceess; point
placement

_ Acceess, point configuration

= Use plainipaperandibuildingriayout
“'b‘Tueprlnts as tools

= Advisable to createdatabase to store site

Najrobi, Kenya anf Kah & Aliu

survey information amnd-generate reports 2




Device Identifier
Description
Location Details

XXX1SO1AP01
Lab 214 AP 1

AP Location Identifier

AP-214A74

AP Location Notes

AP Mounting Notes

The Access Point is located on the interior wall close to the inner
core of the building as indicated in Figure 1

The Access Point should be mounted to the wall using the
supplied mounting brackets

AP Coverage Notes

The coverage for this access point is indicated by Figure 2 below

AP Power Supply

Alternating current

Antenna Location

Antenna Location
Notes

See figure 9
The antenna is located at the same position as the access point

Antenna Mounting
Notes

The antenna is mounted to the inner wall. The antenna must be
mounted vertically with the antenna facing towards the exterior of
the building

Hardware Specifications

AP Manufacturer

Cisco Systems

AP Model

AIR-AP1220B-A-K9

Antenna Manufacturer

Cisco Systems

Antenna Model

AIR-ANT2012 (Wall Mount, Diversity directional 6.5 dBi gain)

Antenna Diversity

Yes

Configuration Details

Channel

11

Data Rate
Configuration

RF Power Output

11 Mbps - YES; 5.5Mbps — BASIC; 2 Mbps — NO; 1 Mbps - NO

0 dBm (1 mW)

ERIP Output

6 dBm

Figure 7-9: Sample site Beyra\s-figrem Tutorial,

Nairobi, Kenya -Prof.Kah & Aliu
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= Obtaining Business Requirements:
Determine business reasons why WLAN
being proposed or extended

— If this step skipped, almost impossibleito
properly design and implement the network

— Primary.data gathering method is interviewing
— Must determinestype;ofimobility‘required within™
~ organization

— Must determine per-user bandwidth
. May 13-18- Afnog Tutorial,
requirements nairobi, kenya -Prof Kah & Aliu
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= Defining Security' Requirements:
Consider type of data encryption and type of
authentication that will take place across

WLAN

— Consider existing security policies and
procedures

"NGatheringSite-Specific:Bocumentation: ==
W= Blueprints, facility drawings, and'ether

documents |
May 13-18- Afnog Tutorial,
= Show specifi@%eﬁld?gg-'i’rvff’a'stﬁtﬂcture components

ulrfunNso
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(continued):
— Behind-the-scenes site inspection
= May require ladder, flashlight, and an escort

= Documenting Existing Network
Characteristics: New or expanded WLAN
WwWill““dovetail” into networksalieady.nplaces.

- — Determine'degree to'which WLAN will interact
R with other wired networks

— Legacy systems may require additional
equipment to suppert WiKAN:u

Folorunso
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= Collecting RF Information: —

— Note objects in and layout of room
= Use digital camera

— Position AP

= |nitial location will depend on antenna type
= Document starting position of AP

= Using notebook.computer Withisite survey.
S nalyzersoltware running, walk slowly away
from AP

= Observe data d1@'p1=a§/é@0b itgRalyzer program

Nairobi, Keriya -Prof.Rah & Aliu

— Data rate, signal stremgtisonoise floor, and signal-to-noise 253




Performing a Site Survey:

- =riorming s uurve/

AP positioned in corner

Omnidirectional antenna
J

“AP

AP positioned in center

Flgure /-10: Position of Y $3-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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Performing a Site Survey:

e — .
e e "

| = Collecting RF Information (continued):

— Continue moving until data collected for all
areas

— Data collected used to produce:

= Coverage pattern: Area where signal can be
received from the AP

= Data rate boundaries: Range ol CoverageENBRa
.. specifictiansmissionspeed ™
| = Throughput: Number of packets sent'and received

and data rates for each
. May 13-18- Afnog Tutorial, :
= Total transmissionyange:x karnthest distance at

Folorunse 255

which signal can be received by wireless device




Performing a Site Survey:

errorrmru HERST) rvey

—————

Window

Note pillar

Window

Flgure 7/-11: Coverage &8~ Afnog Tutorial,
airobi, Kenya -Prof.Kah & Aliu

Folorunso




Performing a Site Survey:

EOIRRYERS]) Irvey

\

2 Mbps
\ p

1 Mbps

Figure 7-12: Data rate bBurelariesog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
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Performing a Site Survey:
Srioring g SUryey

- Collectlng Non-RE Information:

— Sources of interference can include:

= \WWire mesh security windows, Aquariums, Outer
walls, Ceramic or marble floors, Concrete floors or
pillars, Security booth bullet-proof.glass, Mirrors, and
Elevator shafts or filing cabinets

wElectricalland network connections

._Oigoorﬁuweys Similarto indoor
“sul surveys, but must consider climatic
conditions, trees, differentpossibilities for

Nairobi, Kenya -Prof.Kah & Aliu

antenna pOS|t|0nS Folorunso




Performing a Site Survey:

eys (continued):
— Different tools may be required
= GPS
= Range finder

= Tape measure
= | ighting beacons, flares, and spotlights

=inalizing the Survey Documents: Einal
Tesult ISimapofioptimalanezs ol coverage
orplacement of access point

— If results unacceptable, must relocate AP and

May 13-18- Afnog Tutorial,
start over Nairobi, Kenya -Prof.Kah & Aliu

Folorunso




= Narrative section:
— State customer requirements

— Outline methodology

= Outline all steps taken during survey.
— Clearly state results of measurements

= May. have tables of measurements

= Recommeﬂdg;igns —
R ——

ETShould always address security,

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




Performing a Site Survey:

X

Data Points

Signal to
Noise Ratio

—_—

Data Points

Signal 1o
Noise Ratio

Data Points 0

Signal to 0.0 434 418 415
Noise Ratio 0=000| o=197| 0=1070| 0=530

Figure 7-13: Table of measurements

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




Performing a Site Survey:

i Graphlc section:

— Generally includes maps and diagrams of
coverage area
= Data rate coverage map
= Signhal-to-noise ratio plot

May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & Aliu
Folorunso




Performing a Site Survey:

Credng ine uJE@ SUrYey Regort

e—— e ——

SEREE

Figure 7-14: Data rate cUweragermaporil
Nairobi, Kenya -Prof.Kah & Aliu
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Creztlng irie Slte Survey Reoort

Figure 7-15: 3-D signal-t@wﬂ@i@ef*ﬁaﬁ@uﬁt@t

Nairobi, Kenya -Prof.Kah & Aliu
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