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OUTLINEOUTLINE
 IntroductionIntroduction

–– Evolution of Wired & WirelessEvolution of Wired & Wireless
NetworksNetworks

–– Wired & Wireless LAN in theWired & Wireless LAN in the
EnterpriseEnterprise

 LAN Design ParadigmLAN Design Paradigm

 Wired Local Area NetworksWired Local Area Networks
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 Design Considerations in Wireless LocalDesign Considerations in Wireless Local
Area NetworksArea Networks

–– Speed/StandardsSpeed/Standards

–– Coverage (How far the signal reaches)Coverage (How far the signal reaches)

–– Density   (How many clients can connectDensity   (How many clients can connect
concurrently)concurrently)

OUTLINE OUTLINE ––ContCont’’dd
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OUTLINE OUTLINE –– Cont Cont’’dd
–– Security IssuesSecurity Issues

 Standards (802.11, 802.1x etc)Standards (802.11, 802.1x etc)
 Authentication/AccessAuthentication/Access
 AuthorizationAuthorization
 EncryptionEncryption

–– RF planning/ManagementRF planning/Management
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OUTLINE OUTLINE –– Cont Cont’’dd

 Design, Developing  andDesign, Developing  and
Implementing Wired/WirelessImplementing Wired/Wireless
Networks Networks –– AAUN Case Study AAUN Case Study

 SummarySummary
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EVOLUTIONEVOLUTION
 Mooted in the late 1960sMooted in the late 1960s

 About 10 years ago, different standards,About 10 years ago, different standards,
Topology and Access Media wereTopology and Access Media were
Prevalent (Token Ring, ARCNET, ThickPrevalent (Token Ring, ARCNET, Thick
net, Thin net etc)net, Thin net etc)

 Media such as Coaxial Cables, ShieldedMedia such as Coaxial Cables, Shielded
Twisted Pair etc were predominantly inTwisted Pair etc were predominantly in
Use for LAN DeploymentUse for LAN Deployment
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EVOLUTIONEVOLUTION

 Today, the Ethernet standard is predominantToday, the Ethernet standard is predominant
with UTP and Fiber as choice Mediawith UTP and Fiber as choice Media

 Wireless standard was  ratified by the IEEE inWireless standard was  ratified by the IEEE in
1997 under the 802.11 Ethernet standard1997 under the 802.11 Ethernet standard

 The 802.11 Wireless had up to 2Mbps speedThe 802.11 Wireless had up to 2Mbps speed
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WIRED & WIRELESS LAN IN THEWIRED & WIRELESS LAN IN THE
ENTERPRISEENTERPRISE

 The Enterprise Networks today  runsThe Enterprise Networks today  runs
basically on Ethernet and other Variantsbasically on Ethernet and other Variants

 Structured Wired  & Wireless LANs areStructured Wired  & Wireless LANs are
Easier to Deploy and Manage than Ad-Easier to Deploy and Manage than Ad-
Hoc solutionsHoc solutions

 Standards Have been developed overStandards Have been developed over
time in the deployment of Wired &time in the deployment of Wired &
Wireless LANsWireless LANs
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LAN DESIGN PARADIGMLAN DESIGN PARADIGM

LAN Architecture are either:LAN Architecture are either:

–– FLAT or HIERACHICALFLAT or HIERACHICAL
(Wired Local Area Networks)(Wired Local Area Networks)

–– DISTRIBUTED or CENTRALIZEDDISTRIBUTED or CENTRALIZED
(Wireless Local Area Networks)(Wireless Local Area Networks)
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Hierarchical Network DesignHierarchical Network Design
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WIRED LANsWIRED LANs
 Structured Wired LAN consists of the followingStructured Wired LAN consists of the following

components:components:
–– Cabling Infrastructure (Cables, Trunks or Casing,Cabling Infrastructure (Cables, Trunks or Casing,

Patch Panels, Patch cables, Data Outlets, cabinetsPatch Panels, Patch cables, Data Outlets, cabinets
etc)etc)

–– Active Equipments (Switches, Hubs, Routers etc)Active Equipments (Switches, Hubs, Routers etc)

–– End Devices and Interfaces (Servers, Workstations,End Devices and Interfaces (Servers, Workstations,
NICs etc)NICs etc)

–– Appropriate LabelsAppropriate Labels
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WIRELESS LANsWIRELESS LANs

 Wireless LANs like wired LAN consists ofWireless LANs like wired LAN consists of
the following components:the following components:
–– Access Points or Base stations & Antenna)Access Points or Base stations & Antenna)
–– Active Equipment (Switches, Hubs, PoE etc)Active Equipment (Switches, Hubs, PoE etc)
–– Backbone (Connection to the Wired LAN)Backbone (Connection to the Wired LAN)
–– Wireless LAN Controller & Control SystemWireless LAN Controller & Control System

(Optional)(Optional)
–– RF Planning tool (Optional)RF Planning tool (Optional)
–– Security ComponentsSecurity Components

Access PointAccess Point
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Wireless LAN Architecture & ComponentsWireless LAN Architecture & Components
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Wireless LAN Integrated intoWireless LAN Integrated into
Wired LANWired LAN
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Wireless LAN BackboneWireless LAN Backbone
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DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLANWLAN

 There are special consideration in theThere are special consideration in the
design of WLAN. These are:design of WLAN. These are:

 Speed/Standards : 802.11,a,b or gSpeed/Standards : 802.11,a,b or g
 CoverageCoverage
 DensityDensity
 SecuritySecurity
 PowerPower
 RF Planning/ManagementRF Planning/Management
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 802.11 standard ratified in 1997 had :802.11 standard ratified in 1997 had :
 Data rate up to 2Mbps in the 2.4GHzData rate up to 2Mbps in the 2.4GHz

frequency space (Industry Scientificfrequency space (Industry Scientific
Medical) Medical) ––ISM FrequencyISM Frequency

 Used Frequency-Hopping Spread SpectrumUsed Frequency-Hopping Spread Spectrum
(FHSS) or Direct Sequencing Spread(FHSS) or Direct Sequencing Spread
Spectrum (DSSS) modulationSpectrum (DSSS) modulation

 WEP & WPA Security MechanismWEP & WPA Security Mechanism

DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-SPEED/STANDARDWLAN-SPEED/STANDARD
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DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-SPEED/STANDARDWLAN-SPEED/STANDARD

 802.11 standard ratified in 1997 had was802.11 standard ratified in 1997 had was
extended to 802.11b in July 1999 :extended to 802.11b in July 1999 :

 With theoretical data rate up to 11Mbps inWith theoretical data rate up to 11Mbps in
the 2.4GHz band (ISM Band)the 2.4GHz band (ISM Band)

 Uses Direct Sequencing Spread SpectrumUses Direct Sequencing Spread Spectrum
(DSSS) modulation with 3 non-overlapping(DSSS) modulation with 3 non-overlapping
channelschannels

 Interference from other appliances in theInterference from other appliances in the
2.4GHz Band e.g. Microwave Oven2.4GHz Band e.g. Microwave Oven
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 802.11a used mainly in the United Stated802.11a used mainly in the United Stated

 Has data rate up to 54Mbps in the 5GHz bandHas data rate up to 54Mbps in the 5GHz band

 Uses Orthogonal Frequency Division MultiplexingUses Orthogonal Frequency Division Multiplexing
(OFDM) modulation(OFDM) modulation

 8 channels available (12 in all, 4 outdoor)8 channels available (12 in all, 4 outdoor)

DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-SPEED/STANDARDWLAN-SPEED/STANDARD
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DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-SPEED/STANDARDWLAN-SPEED/STANDARD

 802.11g deployed widely in Europe and802.11g deployed widely in Europe and
AfricaAfrica

 Has data rate up to 54Mbps in the 2.4GHzHas data rate up to 54Mbps in the 2.4GHz
bandband

 Uses DSSS modulation extended to CCKUses DSSS modulation extended to CCK
(Complimentary Code keying)(Complimentary Code keying)

 Supported by ETSI (EuropeanSupported by ETSI (European
Telecommunication Standards Institute)Telecommunication Standards Institute)

 Interoperable and compatible with 802.11bInteroperable and compatible with 802.11b
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 The different standards discussedThe different standards discussed
802.11a,b,g have coverage limitation802.11a,b,g have coverage limitation
usually about 30m (to ensure maximumusually about 30m (to ensure maximum
throughput)throughput)

 Also there are limited non-overlappingAlso there are limited non-overlapping
channel available per Access Point (AP)channel available per Access Point (AP)

 Therefore more than one Access points mayTherefore more than one Access points may
be required for adequate coveragebe required for adequate coverage
depending on the area of interestdepending on the area of interest

DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-COVERAGEWLAN-COVERAGE



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 2222

Area of coverageArea of coverage
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DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-DENSITY/CAPACITYWLAN-DENSITY/CAPACITY

 The different standards discussed 802.11a,b,gThe different standards discussed 802.11a,b,g
have capacity recommendation depending on thehave capacity recommendation depending on the
manufacturermanufacturer

 Per Access Point, the number of simultaneous endPer Access Point, the number of simultaneous end
device connection could range from 10 -70device connection could range from 10 -70
depending on the manufacturerdepending on the manufacturer

 Therefore more than one Access points may beTherefore more than one Access points may be
required depending on the number of end-user inrequired depending on the number of end-user in
the area of interestthe area of interest
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 This is arguably the most important area ofThis is arguably the most important area of
concern for both users and designers ofconcern for both users and designers of
wireless networkswireless networks

  Like all radio frequencies, anyone with a Like all radio frequencies, anyone with a
receiver can tune into a wireless channel, soreceiver can tune into a wireless channel, so
you need to take extra precautions toyou need to take extra precautions to
prevent  your big-eared neighbor andprevent  your big-eared neighbor and
cybercriminals from listening in.cybercriminals from listening in.

DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-SECURITYWLAN-SECURITY
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DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-SECURITYWLAN-SECURITY

 The earliest Access Point were WEP enabledThe earliest Access Point were WEP enabled
(Wired Equivalent Privacy) (Wired Equivalent Privacy) ––WEP offers onlyWEP offers only
limited security featureslimited security features

 WEP can be implemented in 40 or 128-bitsWEP can be implemented in 40 or 128-bits

 WEP regulates access to a wireless networkWEP regulates access to a wireless network
based on a computerbased on a computer’’s hardware-specific MACs hardware-specific MAC
address, which is relatively simple to be sniffed outaddress, which is relatively simple to be sniffed out
and stolenand stolen
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 Newer APs are equipped with WPA (Wi-FiNewer APs are equipped with WPA (Wi-Fi
Protected Access)  which has capabilities forProtected Access)  which has capabilities for
:Temporal Key Integrity Protocol (TKIP), EAP:Temporal Key Integrity Protocol (TKIP), EAP
and its variantsand its variants

–– TKIP builds on WEP and offers new encryptionTKIP builds on WEP and offers new encryption
algorithms, and constantly changes the encryptionalgorithms, and constantly changes the encryption
keys making them harder for wireless hackers tokeys making them harder for wireless hackers to
capture them.capture them.

–– User authentication, which is generally missing inUser authentication, which is generally missing in
WEP, through the extensible authentication protocolWEP, through the extensible authentication protocol
(EAP).(EAP).

DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-SECURITYWLAN-SECURITY
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 In rural areas, providing electric power forIn rural areas, providing electric power for
individual Access Points (APs) can be aindividual Access Points (APs) can be a
major challenge.major challenge.

 The solution proffered is to use Power overThe solution proffered is to use Power over
Ethernet (PoE) Switches and Access PointsEthernet (PoE) Switches and Access Points

DESIGN CONSIDERATION INDESIGN CONSIDERATION IN
WLAN-POWERWLAN-POWER
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 Radio Frequency Planning in the enterpriseRadio Frequency Planning in the enterprise
is essential to avoid overlapping channelsis essential to avoid overlapping channels
during AP placements.during AP placements.

 It is imperative to plan the RF from aIt is imperative to plan the RF from a
centralized point centralized point –– Some vendors have Some vendors have
done a good job of this by providing RFdone a good job of this by providing RF
planning and Management tools e.g.planning and Management tools e.g.
Wireless Control System (WCS)Wireless Control System (WCS)

DESIGN CONSIDERATION IN WLAN-RFDESIGN CONSIDERATION IN WLAN-RF
PLANNING/MANAGEMENTPLANNING/MANAGEMENT
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AAUN NETWORK CASE STUDYAAUN NETWORK CASE STUDY

 Built on Centralized Wireless Design withBuilt on Centralized Wireless Design with
Optical Fiber BackboneOptical Fiber Backbone

 Fully centrally planned  and ManageableFully centrally planned  and Manageable
 Secure and fully integrated with MicrosoftSecure and fully integrated with Microsoft

Active Directory StructureActive Directory Structure
 Based on 802.11g ,54Mbps standard withBased on 802.11g ,54Mbps standard with

full authentication, Authorization andfull authentication, Authorization and
appropriate encryption features.appropriate encryption features.
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 Has capability to support Voice, Video andHas capability to support Voice, Video and
DataData

 Provides wireless access throughout theProvides wireless access throughout the
entire campusentire campus

 All Access Points are Lightweight and areAll Access Points are Lightweight and are
powered via Power over Ethernet (PoE)powered via Power over Ethernet (PoE)
switchesswitches

AAUN NETWORK CASE STUDYAAUN NETWORK CASE STUDY
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Local Area Networks Local Area Networks ––wired and wireless have come towired and wireless have come to
change the way we work, play and live .change the way we work, play and live .

Enterprises, campuses and rural educational establishmentsEnterprises, campuses and rural educational establishments
now more than ever need to tap into the vast opportunitiesnow more than ever need to tap into the vast opportunities
afforded by Local Area Networks to increase efficiency,afforded by Local Area Networks to increase efficiency,
communication and have access to the unlimited amount ofcommunication and have access to the unlimited amount of
information and empowerment available out there.information and empowerment available out there.

Africa can ill afford to be left behind. Cost is no longer muchAfrica can ill afford to be left behind. Cost is no longer much
of an issue as the cost of these infrastructures over theof an issue as the cost of these infrastructures over the
years have been driven downyears have been driven down

SUMMARYSUMMARY



Managing a Wireless LANManaging a Wireless LAN
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Monitoring the Wireless NetworkMonitoring the Wireless Network

 Network monitoring provides valuable dataNetwork monitoring provides valuable data
regarding current state of a networkregarding current state of a network
–– Generate network Generate network baselinebaseline
–– Detect emerging problemsDetect emerging problems

 Monitoring a wireless network can beMonitoring a wireless network can be
performed with two sets of tools:performed with two sets of tools:
–– Utilities designed specifically for WLANsUtilities designed specifically for WLANs
–– Standard networking toolsStandard networking tools
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WLAN Monitoring ToolsWLAN Monitoring Tools

 Two classifications of tools:Two classifications of tools:
–– Operate on wireless device itselfOperate on wireless device itself
–– Function on APFunction on AP

 Device and Operating System Utilities:Device and Operating System Utilities:
–– Most OSs provide basic utilities for monitoringMost OSs provide basic utilities for monitoring

the WLANthe WLAN
–– Some vendors provide more detailed utilitiesSome vendors provide more detailed utilities

 Often include facility to generate statistics byOften include facility to generate statistics by
continually continually ““pingingpinging”” the AP the AP
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WLAN Monitoring ToolsWLAN Monitoring Tools
(continued)(continued)

Figure 10-1: Windows Wireless Network Connection Status
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WLAN Monitoring ToolsWLAN Monitoring Tools
(continued)(continued)

Figure 10-2: Transmit and receive statistics
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WLAN Monitoring ToolsWLAN Monitoring Tools
(continued)(continued)

Figure 10-3: Testing the link
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WLAN Monitoring ToolsWLAN Monitoring Tools
(continued)(continued)

 Access Point UtilitiesAccess Point Utilities
–– All APs have WLAN reporting utilitiesAll APs have WLAN reporting utilities
–– ““StatusStatus”” information sometimes just a summary information sometimes just a summary

of current AP configurationof current AP configuration
 No useful monitoring informationNo useful monitoring information

–– Many enterprise-level APs provide utilities thatMany enterprise-level APs provide utilities that
offer three types of information:offer three types of information:
 Event logsEvent logs
 Statistics on wireless transmissionsStatistics on wireless transmissions
 Information regarding connection to wired EthernetInformation regarding connection to wired Ethernet

networknetwork
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WLAN Monitoring ToolsWLAN Monitoring Tools
(continued)(continued)

Figure 10-5: Access point event log
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WLAN Monitoring ToolsWLAN Monitoring Tools
(continued)(continued)

Figure 10-6: Access point wireless transmissions
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Standard Network MonitoringStandard Network Monitoring
ToolsTools

 Drawbacks to relying solely on info from APDrawbacks to relying solely on info from AP
and wireless devices:and wireless devices:
–– Lack of Retention of dataLack of Retention of data
–– Laborious and time-intensive data collectionLaborious and time-intensive data collection
–– Data generally not collected in time mannerData generally not collected in time manner

 ““StandardStandard”” network monitoring tools: network monitoring tools:
–– Used on wired networksUsed on wired networks
–– Proven to be reliableProven to be reliable
–– Simple Network Management ProtocolSimple Network Management Protocol

(SNMP)(SNMP)
–– Remote Monitoring (RMON)Remote Monitoring (RMON)
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Simple Network ManagementSimple Network Management
Protocol (SNMP)Protocol (SNMP)

 Protocol allowing computers and networkProtocol allowing computers and network
equipment to gather data about networkequipment to gather data about network
performanceperformance
–– Part of TCP/IP protocol suitePart of TCP/IP protocol suite

 Software agent Software agent loaded onto each networkloaded onto each network
device that will be managed using SNMPdevice that will be managed using SNMP
–– Monitors network traffic and stores info inMonitors network traffic and stores info in

management information base (MIB)management information base (MIB)
–– SNMP management station:SNMP management station: Computer with Computer with

the SNMP management softwarethe SNMP management software
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Simple Network ManagementSimple Network Management
Protocol (continued)Protocol (continued)

Figure 10-8: Simple Network Management Protocol (SNMP)



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 4444

Simple Network ManagementSimple Network Management
Protocol (continued)Protocol (continued)

 SNMP management station communicatesSNMP management station communicates
with software agents on network deviceswith software agents on network devices
–– Collects data stored in MIBsCollects data stored in MIBs
–– Combines and produces statistics aboutCombines and produces statistics about

networknetwork
 Whenever network exceeds predefined limit,Whenever network exceeds predefined limit,

triggers an triggers an SNMP trapSNMP trap
–– Sent to management stationSent to management station

 Implementing SNMP provides means toImplementing SNMP provides means to
acquire wireless data for establishingacquire wireless data for establishing
baseline and generating alertsbaseline and generating alerts
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Simple Network ManagementSimple Network Management
Protocol (continued)Protocol (continued)

Figure 10-10: Cisco SNMP traps
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Remote Monitoring (RMON)Remote Monitoring (RMON)

 SNMP-based tool used to monitor LANsSNMP-based tool used to monitor LANs
connected via a connected via a wide area network (WAN)wide area network (WAN)
–– WANs provide communication over largerWANs provide communication over larger

geographical area than LANsgeographical area than LANs
 Allows remote network node to gatherAllows remote network node to gather

network data at almost any point on a LANnetwork data at almost any point on a LAN
or WANor WAN
–– Uses SNMP and incorporates special databaseUses SNMP and incorporates special database

for remote monitoringfor remote monitoring
 WLAN AP can be monitored using RMONWLAN AP can be monitored using RMON

–– Gathers data regarding wireless and wiredGathers data regarding wireless and wired
interfacesinterfaces
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Maintaining the Wireless NetworkMaintaining the Wireless Network

 Wireless networks are not staticWireless networks are not static
–– Must continually be modified, adjusted, andMust continually be modified, adjusted, and

tweakedtweaked
 Modifications often made in response toModifications often made in response to

data gathered during network monitoringdata gathered during network monitoring
 Two of most common functions:Two of most common functions:

–– Updating AP firmwareUpdating AP firmware
–– Adjusting antennas to enhance transmissionsAdjusting antennas to enhance transmissions
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Upgrading FirmwareUpgrading Firmware

 FirmwareFirmware: Software embedded into: Software embedded into
hardware to control the devicehardware to control the device
–– Electronic Electronic ““heartheart”” of a hardware device of a hardware device
–– Resides on Resides on EEPROMEEPROM

 Nonvolatile storage chipNonvolatile storage chip

 Most APs use a browser-basedMost APs use a browser-based
management systemmanagement system

 Keep APs current with latest changes byKeep APs current with latest changes by
downloading the changes to the APsdownloading the changes to the APs
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Upgrading Firmware (continued)Upgrading Firmware (continued)

 General steps to update AP firmware:General steps to update AP firmware:
–– Download firmware from vendorDownload firmware from vendor’’s Web sites Web site
–– Select Select ““Upgrade FirmwareUpgrade Firmware”” or similar option or similar option

from APfrom AP
–– Enter location of firmware fileEnter location of firmware file
–– Click Click Upgrade Upgrade buttonbutton

 Enterprise-level APs often have enhancedEnterprise-level APs often have enhanced
firmware update capabilitiesfirmware update capabilities
–– e.g., may be able to update System firmware,e.g., may be able to update System firmware,

Web Page firmware, and Radio firmwareWeb Page firmware, and Radio firmware
separatelyseparately
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Upgrading Firmware (continued)Upgrading Firmware (continued)

Figure 10-11: Internet firmware update page
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Upgrading Firmware (continued)Upgrading Firmware (continued)

Figure 10-12: AP firmware update page
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Upgrading Firmware (continued)Upgrading Firmware (continued)

Figure 10-13: Separate firmware updates
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Upgrading Firmware (continued)Upgrading Firmware (continued)

 With many enterprise-level APs, once aWith many enterprise-level APs, once a
single AP has been upgraded to the latestsingle AP has been upgraded to the latest
firmware, can distribute to all other APs onfirmware, can distribute to all other APs on
the WLANthe WLAN
–– Receiving AP must be able to hear IP multicastReceiving AP must be able to hear IP multicast

issued by Distribution APissued by Distribution AP
–– Receiving AP must be set to allow accessReceiving AP must be set to allow access

through a Web browserthrough a Web browser
–– If Receiving AP has specific security capabilitiesIf Receiving AP has specific security capabilities

enabled, must contain in its approved user listsenabled, must contain in its approved user lists
a user with the same user name, password, anda user with the same user name, password, and
capabilities as user logged into Distribution APcapabilities as user logged into Distribution AP
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Upgrading Firmware (continued)Upgrading Firmware (continued)

 RF site tuning: RF site tuning: After firmware updatesAfter firmware updates
applied, adjusting APsapplied, adjusting APs’’ setting setting
–– Adjust radio power levels on all access pointsAdjust radio power levels on all access points

 Firmware upgrades may increase RF coverage areasFirmware upgrades may increase RF coverage areas

–– Adjust channel settingsAdjust channel settings
–– Validate coverage areaValidate coverage area
–– Modify integrity and throughputModify integrity and throughput
–– Document changesDocument changes
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Adjusting Antennas: RFAdjusting Antennas: RF
TransmissionsTransmissions

 May need to adjust antennas in responseMay need to adjust antennas in response
to firmware upgrades or changes into firmware upgrades or changes in
environmentenvironment
–– May require reorientation or repositioningMay require reorientation or repositioning
–– May require new type of antennaMay require new type of antenna

 Radio frequency link between sender andRadio frequency link between sender and
receiver consists of three basic elements:receiver consists of three basic elements:
–– Effective transmitting powerEffective transmitting power
–– Propagation lossPropagation loss
–– Effective receiving sensibilityEffective receiving sensibility
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Adjusting Antennas: RFAdjusting Antennas: RF
Transmissions (continued)Transmissions (continued)

Figure 10-14: Radio frequency link
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Adjusting Antennas: RFAdjusting Antennas: RF
Transmissions (continued)Transmissions (continued)

 Link budget: Link budget: Calculation to determine ifCalculation to determine if
signal will have proper strength when itsignal will have proper strength when it
reaches linkreaches link’’s ends end
–– Required information:Required information:

 Antenna gainAntenna gain
 Free space path lossFree space path loss
 Frequency of the linkFrequency of the link
 Loss of each connector at the specified frequencyLoss of each connector at the specified frequency
 Number of connectors usedNumber of connectors used
 Path lengthPath length
 Power of the transmitterPower of the transmitter



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 5858

Adjusting Antennas: RFAdjusting Antennas: RF
Transmissions (continued)Transmissions (continued)

 Link budget (continued):Link budget (continued):
–– Required information (continued):Required information (continued):

 Total length of transmission cable and loss per unitTotal length of transmission cable and loss per unit
length at specified frequencylength at specified frequency

 For proper WLAN performance, link budgetFor proper WLAN performance, link budget
must be greater than zeromust be greater than zero
–– System operating margin (SOM)System operating margin (SOM)
–– Good WLAN link has link budget over 6 dBGood WLAN link has link budget over 6 dB
–– Fade margin: Fade margin: Difference between strongest RFDifference between strongest RF

signal in an area and weakest signal that asignal in an area and weakest signal that a
receiver can processreceiver can process
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Adjusting Antennas: RFAdjusting Antennas: RF
Transmissions (continued)Transmissions (continued)

 Attenuation (loss):Attenuation (loss): Negative difference in Negative difference in
amplitude between RF signalsamplitude between RF signals
–– AbsorptionAbsorption
–– ReflectionReflection
–– ScatteringScattering
–– RefractionRefraction
–– DiffractionDiffraction
–– Voltage Standing Wave RatioVoltage Standing Wave Ratio
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Adjusting Antennas: AntennaAdjusting Antennas: Antenna
TypesTypes

 Rod antenna:Rod antenna: Antenna typically used on a Antenna typically used on a
WLANWLAN
–– OmnidirectionalOmnidirectional
–– 360 degree radiation pattern360 degree radiation pattern
–– Transmission pattern focused along horizontalTransmission pattern focused along horizontal

planeplane
–– Increasing length creates Increasing length creates ““tightertighter”” 360-degree 360-degree

beambeam
 Sectorized antennaSectorized antenna: : ““CutsCuts”” standard 360- standard 360-

degree pattern into four quartersdegree pattern into four quarters
–– Each quarter has own transmitter and antennaEach quarter has own transmitter and antenna
–– Can adjust power to each sector independentlyCan adjust power to each sector independently
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Adjusting Antennas: AntennaAdjusting Antennas: Antenna
Types (continued)Types (continued)

Figure 10-15: Rod antenna pattern
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Adjusting Antennas: AntennaAdjusting Antennas: Antenna
Types (continued)Types (continued)

 Panel antenna:Panel antenna: Typically used in outdoor Typically used in outdoor
areasareas
–– ““TightTight”” beamwidth beamwidth

 Phase shifter: Phase shifter: Allows wireless device toAllows wireless device to
use a use a beam steering antenna beam steering antenna to improveto improve
receiver performancereceiver performance
–– Direct transmit antenna pattern to targetDirect transmit antenna pattern to target

 Phased array antenna:Phased array antenna: Incorporates Incorporates
network of phase shifters, allowing antennanetwork of phase shifters, allowing antenna
to be pointed electronically in microseconds,to be pointed electronically in microseconds,
–– Without physical realignment or movementWithout physical realignment or movement
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Adjusting Antennas: AntennaAdjusting Antennas: Antenna
Types (continued)Types (continued)

 Radiation pattern emitting from antennasRadiation pattern emitting from antennas
travels in three-dimensional travels in three-dimensional ““donutdonut”” form form
–– Azimuth and elevationAzimuth and elevation planes planes

 Antenna Accessories:Antenna Accessories:
–– Transmission problem can be resolved byTransmission problem can be resolved by

adding adding ““accessoriesaccessories”” to antenna system to antenna system
–– Provide additional power to the antenna,Provide additional power to the antenna,

decrease power when necessary, or providedecrease power when necessary, or provide
additional functionalityadditional functionality
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Adjusting Antennas: AntennaAdjusting Antennas: Antenna
Types (continued)Types (continued)

Figure 10-17: Azimuth and elevation pattern
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Adjusting Antennas: RF AmplifierAdjusting Antennas: RF Amplifier

 Increases amplitude of an RF signalIncreases amplitude of an RF signal
–– Signal gainSignal gain

 Unidirectional amplifier: Unidirectional amplifier: Increases RFIncreases RF
signal level before injected into transmittingsignal level before injected into transmitting
antennaantenna

 Bidirectional amplifier: Bidirectional amplifier: Boosts RF signalBoosts RF signal
before injected into device containing thebefore injected into device containing the
antennaantenna
–– Most amplifiers for APs are bidirectionalMost amplifiers for APs are bidirectional
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Adjusting Antennas: RFAdjusting Antennas: RF
AttenuatorsAttenuators

 Decrease RF signalDecrease RF signal
–– May be used when gain of an antenna did notMay be used when gain of an antenna did not

match power output of an APmatch power output of an AP
 Fixed-loss attenuators: Fixed-loss attenuators: Limit RF power byLimit RF power by

set amountset amount
 Variable-loss attenuators: Variable-loss attenuators: Allow user toAllow user to

set amount of lossset amount of loss
 Fixed-loss attenuators are the only typeFixed-loss attenuators are the only type

permitted by the FCC for WLAN systemspermitted by the FCC for WLAN systems
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Adjusting Antennas: Cables andAdjusting Antennas: Cables and
ConnectorsConnectors

 Basic rules for selecting cables andBasic rules for selecting cables and
connectors:connectors:
–– Ensure connector matches electrical capacity ofEnsure connector matches electrical capacity of

cable and device, along with type and gender ofcable and device, along with type and gender of
connectorconnector

–– Use high-quality connectors and cablesUse high-quality connectors and cables
–– Make cable lengths as short as possibleMake cable lengths as short as possible
–– Make sure cables match electrical capacity ofMake sure cables match electrical capacity of

connectorsconnectors
–– Try to purchase pre-manufactured cablesTry to purchase pre-manufactured cables
–– Use Use splitters splitters sparinglysparingly
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Adjusting Antennas: LightningAdjusting Antennas: Lightning
ArrestorArrestor

 Antennas can inadvertently pick up highAntennas can inadvertently pick up high
electrical dischargeselectrical discharges
–– From nearby lightning strike or contact withFrom nearby lightning strike or contact with

high-voltage electrical sourcehigh-voltage electrical source
 Lightning Arrestor: Lightning Arrestor: Limits amplitude andLimits amplitude and

disturbing interference voltages bydisturbing interference voltages by
channeling them to groundchanneling them to ground
–– Designed to be installed between antenna cableDesigned to be installed between antenna cable

and wireless deviceand wireless device
 One end (3) connects to antennaOne end (3) connects to antenna
 Other end (2) connects to wireless deviceOther end (2) connects to wireless device
 Ground lug (1) connects to grounded cableGround lug (1) connects to grounded cable
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Adjusting Antennas: LightningAdjusting Antennas: Lightning
Arrestor (continued)Arrestor (continued)

Figure 10-18: Lightning arrestor
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Establishing a Wireless SecurityEstablishing a Wireless Security
PolicyPolicy

 One of most important acts in managing aOne of most important acts in managing a
WLANWLAN
–– Should be backbone of any wireless networkShould be backbone of any wireless network
–– Without it, no effective wireless securityWithout it, no effective wireless security
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General Security Policy ElementsGeneral Security Policy Elements

 Security policy: Security policy: Document or series ofDocument or series of
documents clearly defining the defensedocuments clearly defining the defense
mechanisms an organization will employ tomechanisms an organization will employ to
keep information securekeep information secure
–– Outlines how to respond to attacks andOutlines how to respond to attacks and

information security duties/responsibilities ofinformation security duties/responsibilities of
employeesemployees

 Three key elements:Three key elements:
–– Risk assessmentRisk assessment
–– Security auditingSecurity auditing
–– Impact analysisImpact analysis
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Risk AssessmentRisk Assessment

 Determine nature of risks to organizationDetermine nature of risks to organization’’ss
assetsassets
–– First step in creating security policyFirst step in creating security policy

 Asset: Asset: Any item with positive economicAny item with positive economic
valuevalue
–– Physical assetsPhysical assets
–– DataData
–– SoftwareSoftware
–– HardwareHardware
–– PersonnelPersonnel

 Assets should be assigned numeric valuesAssets should be assigned numeric values
indicating relative value to organizationindicating relative value to organization
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Risk Assessment (continued)Risk Assessment (continued)

 Factors to consider in determining relativeFactors to consider in determining relative
value:value:
–– How critical is this asset to the goals of theHow critical is this asset to the goals of the

organization?organization?
–– How much profit does it generate?How much profit does it generate?
–– How much revenue does it generate?How much revenue does it generate?
–– What is the cost to replace it?What is the cost to replace it?
–– How much does it cost to protect it?How much does it cost to protect it?
–– How difficult would it be to replace it?How difficult would it be to replace it?
–– How quickly can it be replaced?How quickly can it be replaced?
–– What is the security impact if this asset isWhat is the security impact if this asset is

unavailable?unavailable?
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Risk Assessment (continued)Risk Assessment (continued)

Table 10-1: Threats to information security
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Security AuditingSecurity Auditing

 Determining what current securityDetermining what current security
weaknesses may expose assets to threatsweaknesses may expose assets to threats
–– Takes current snapshot of wireless security ofTakes current snapshot of wireless security of

organizationorganization
 Each threat may reveal multipleEach threat may reveal multiple

vulnerabilitiesvulnerabilities
 Vulnerability scanners: Vulnerability scanners: Tools that canTools that can

compare an asset against database ofcompare an asset against database of
known vulnerabilitiesknown vulnerabilities
–– Produce discovery report that exposes theProduce discovery report that exposes the

vulnerability and assesses its severityvulnerability and assesses its severity



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 7676

Impact AnalysisImpact Analysis

 Involves determining likelihood thatInvolves determining likelihood that
vulnerability is a risk to organizationvulnerability is a risk to organization

 Each vulnerability can be ranked:Each vulnerability can be ranked:
–– No impactNo impact
–– Small impactSmall impact
–– SignificantSignificant
–– MajorMajor
–– CatastrophicCatastrophic

 Next, estimate probability that vulnerabilityNext, estimate probability that vulnerability
will actually occurwill actually occur
–– Rank on scale of 1 to 10Rank on scale of 1 to 10
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Impact Analysis (continued)Impact Analysis (continued)

 Final step is to determine what to do aboutFinal step is to determine what to do about
risksrisks
–– Accept the riskAccept the risk
–– Diminish the riskDiminish the risk
–– Transfer the riskTransfer the risk

 Desirable to diminish all risks to someDesirable to diminish all risks to some
degreedegree
–– If not possible, risks for most important assetsIf not possible, risks for most important assets

should be reduced firstshould be reduced first
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Functional Security PolicyFunctional Security Policy
ElementsElements

 Baseline practices: Baseline practices: Establish benchmarkEstablish benchmark
for actions using wireless networkfor actions using wireless network
–– Can be used for creating Can be used for creating design anddesign and

implementation practicesimplementation practices
 Foundation of what conduct is acceptable on theFoundation of what conduct is acceptable on the

WLANWLAN

 Security policy must specifically identifySecurity policy must specifically identify
physical securityphysical security
–– Prevent unauthorized users from reachingPrevent unauthorized users from reaching

equipment in order to use, steal, or vandalize itequipment in order to use, steal, or vandalize it
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Functional Security PolicyFunctional Security Policy
Elements (continued)Elements (continued)

 Social engineering: Social engineering: Relies on tricking orRelies on tricking or
deceiving someone to access a systemdeceiving someone to access a system
–– Best defeated in two ways:Best defeated in two ways:

 Develop strong procedures/policies regarding whenDevelop strong procedures/policies regarding when
passwords are given out, who can enter premises,passwords are given out, who can enter premises,
and what to do when asked questions by anotherand what to do when asked questions by another
employee that may reveal protected informationemployee that may reveal protected information

 Educating all employees about policies and ensuringEducating all employees about policies and ensuring
they are followedthey are followed



Tutorial On Implementing and ManagingTutorial On Implementing and Managing
NetworksNetworks
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Project ManagementProject Management

 Managing staff, budget, timelines, and otherManaging staff, budget, timelines, and other
resources and variables to achieve specificresources and variables to achieve specific
goal within given boundsgoal within given bounds

 Attempts to answer at least followingAttempts to answer at least following
questions:questions:
–– Is proposed project feasible?Is proposed project feasible?
–– What needs must project address?What needs must project address?
–– What are projectWhat are project’’s goals?s goals?
–– What tasks are required to meet goals?What tasks are required to meet goals?
–– How long should tasks take, and in what orderHow long should tasks take, and in what order

should they be undertaken?should they be undertaken?
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Project Management (continued)Project Management (continued)

 Attempts to answer at least the followingAttempts to answer at least the following
questions (continued):questions (continued):
–– What resources are required, and how much willWhat resources are required, and how much will

they cost?they cost?
–– Who will be involved and what skills areWho will be involved and what skills are

needed?needed?
–– How will staff communicate?How will staff communicate?
–– After completion, did project meet stated need?After completion, did project meet stated need?

 Most projects divided into phasesMost projects divided into phases
 Milestone: reference point markingMilestone: reference point marking

completion of major task or group of tasks incompletion of major task or group of tasks in
projectproject
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Project Management (continued)Project Management (continued)

Figure 15-1: Project phases
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Determining Project FeasibilityDetermining Project Feasibility

 Feasibility study outlines costs and benefitsFeasibility study outlines costs and benefits
of projectof project
–– Attempts to predict whether it will yield favorableAttempts to predict whether it will yield favorable

outcomeoutcome
–– Should be performed for any large-scale projectShould be performed for any large-scale project

before resources committedbefore resources committed
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Assessing NeedsAssessing Needs

 Needs assessment: process of clarifyingNeeds assessment: process of clarifying
reasons and objectives underlying proposedreasons and objectives underlying proposed
change(s)change(s)
–– Interviewing usersInterviewing users
–– Comparing perceptions to factual dataComparing perceptions to factual data
–– Analyzing network baseline dataAnalyzing network baseline data
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Assessing Needs (continued)Assessing Needs (continued)
 Needs assessment may address theNeeds assessment may address the

following:following:
–– Is expressed need valid or does it mask aIs expressed need valid or does it mask a

different need?different need?
–– Can need be resolved?Can need be resolved?
–– Is need important enough to allocateIs need important enough to allocate

resources to its resolution? Will meeting itresources to its resolution? Will meeting it
have measurable effect on productivity?have measurable effect on productivity?

–– If fulfilled, will need result in additionalIf fulfilled, will need result in additional
needs? Will fulfilling it satisfy other needs?needs? Will fulfilling it satisfy other needs?

–– Do users affected by the need agree thatDo users affected by the need agree that
change is a good answer? What kind ofchange is a good answer? What kind of
resolution will satisfy them?resolution will satisfy them?
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Setting Project GoalsSetting Project Goals

 Project goals help keep project on trackProject goals help keep project on track
–– Necessary when evaluating whether project wasNecessary when evaluating whether project was

successfulsuccessful
 Popular technique is to begin with broadPopular technique is to begin with broad

goal, narrow down to specific sub-goalsgoal, narrow down to specific sub-goals
 Project goals should be attainableProject goals should be attainable

–– Feasibility study helps determine attainabilityFeasibility study helps determine attainability
 Sponsors: managers and others whoSponsors: managers and others who

oversee resource allocationoversee resource allocation
 Stakeholder: any person affected by theStakeholder: any person affected by the

projectproject
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Project PlanningProject Planning

 Project plan: organizes details of a projectProject plan: organizes details of a project
–– e.g., timeline and significant taskse.g., timeline and significant tasks
–– May use text or spreadsheet documents forMay use text or spreadsheet documents for

small projectssmall projects
–– For large projects, use project managementFor large projects, use project management

softwaresoftware
 Provides framework for inputting tasks, timelines,Provides framework for inputting tasks, timelines,

resource assignments, completion dates, and so onresource assignments, completion dates, and so on
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Project Planning (continued)Project Planning (continued)

Figure 15-2: A project plan in Microsoft Project
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Tasks and TimelinesTasks and Timelines

 Project should be divided into specific tasksProject should be divided into specific tasks
–– Divide large tasks into sub-tasksDivide large tasks into sub-tasks
–– Assign duration, start date, finish date to eachAssign duration, start date, finish date to each

task and sub-tasktask and sub-task
–– Designate milestones, task priority, and howDesignate milestones, task priority, and how

timeline might changetimeline might change
 Allow extra time for significant tasksAllow extra time for significant tasks
 Gantt chart: popular method for depictingGantt chart: popular method for depicting

when projects begin and end along awhen projects begin and end along a
horizontal timelinehorizontal timeline
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Tasks and Timelines (continued)Tasks and Timelines (continued)

Figure 15-3: A simple Gantt chart
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CommunicationCommunication

 Project manager responsible for facilitatingProject manager responsible for facilitating
regular, effective communication amongregular, effective communication among
project participantsproject participants
–– Must communicate with stakeholders as wellMust communicate with stakeholders as well

 Must prepare users for changes:Must prepare users for changes:
–– How access to network will be affectedHow access to network will be affected
–– How data will be protected during change(s)How data will be protected during change(s)
–– Whether you will provide means for users toWhether you will provide means for users to

access the network during change(s)access the network during change(s)
–– Whether users will have to learn new skillsWhether users will have to learn new skills
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Contingency PlanningContingency Planning

 Even meticulously planned projects may beEven meticulously planned projects may be
derailed by unforeseen circumstancesderailed by unforeseen circumstances

 Contingency planning: process of identifyingContingency planning: process of identifying
steps that minimize risk of unforeseensteps that minimize risk of unforeseen
events that could affect quality or timelinessevents that could affect quality or timeliness
of projectof project’’s goalss goals
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Using a Pilot NetworkUsing a Pilot Network

 Pilot network: small-scale network thatPilot network: small-scale network that
stands in for a larger networkstands in for a larger network
–– Used to test changes before applying toUsed to test changes before applying to

enterpriseenterprise
–– Should be similar enough to closely mimicShould be similar enough to closely mimic

larger networklarger network’’s hardware, software,s hardware, software,
connectivity, unique configurations, and loadconnectivity, unique configurations, and load

 Tips for creating realistic and useful pilotTips for creating realistic and useful pilot
network:network:
–– Include at least one of each type of device thatInclude at least one of each type of device that

might be affected by the changemight be affected by the change
–– Use same transmission methods and speeds asUse same transmission methods and speeds as

employed on your networkemployed on your network
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Using a Pilot Network (continued)Using a Pilot Network (continued)

 Tips for creating realistic and useful pilotTips for creating realistic and useful pilot
network (continued):network (continued):
–– Try to emulate number of segments, protocols,Try to emulate number of segments, protocols,

and addressing schemes in current networkand addressing schemes in current network
–– Try to generate similar amount of trafficTry to generate similar amount of traffic
–– Implement same server and client software andImplement same server and client software and

configurations as found in current networkconfigurations as found in current network
–– Test for at least 2 weeksTest for at least 2 weeks
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Testing and EvaluationTesting and Evaluation

 Test after completing each major stepTest after completing each major step
 Must establish testing planMust establish testing plan

–– Including relevant methods and criteriaIncluding relevant methods and criteria
 Testing should reveal:Testing should reveal:

–– Whether task was successfulWhether task was successful
–– Unintended consequencesUnintended consequences
–– Whether new needs exposedWhether new needs exposed



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 9797

Network ManagementNetwork Management

 In broad terms, assessment, monitoring,In broad terms, assessment, monitoring,
and maintenance of all aspects of a networkand maintenance of all aspects of a network

 Network management applications may beNetwork management applications may be
used on large networksused on large networks
–– Continually check devices and connections toContinually check devices and connections to

ensure they respond within expectedensure they respond within expected
performance thresholdperformance threshold

–– May not be economically feasible on smallMay not be economically feasible on small
networknetwork

 Several disciplines fall under heading ofSeveral disciplines fall under heading of
network managementnetwork management
–– All share goal of preventing costly downtime orAll share goal of preventing costly downtime or

lossloss
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Obtaining BaselineObtaining Baseline
MeasurementsMeasurements

 Baseline: report of networkBaseline: report of network’’s current state ofs current state of
operationoperation
–– Baseline measurements allow comparison ofBaseline measurements allow comparison of

future performance increases or decreasesfuture performance increases or decreases
caused by network changes with past networkcaused by network changes with past network
performanceperformance

 The more data gathered while establishingThe more data gathered while establishing
the baseline, the more accurate predictionsthe baseline, the more accurate predictions
will bewill be

 Several software applications can performSeveral software applications can perform
baseliningbaselining
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Obtaining BaselineObtaining Baseline
Measurements (continued)Measurements (continued)

Figure 15-4: Baseline of daily network traffic
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Obtaining BaselineObtaining Baseline
Measurements (continued)Measurements (continued)

 Baseline assessment should address:Baseline assessment should address:
–– Physical topologyPhysical topology
–– Access methodAccess method
–– ProtocolsProtocols
–– DevicesDevices
–– OSsOSs
–– ApplicationsApplications
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Performance and FaultPerformance and Fault
ManagementManagement

 Performance management: monitoring howPerformance management: monitoring how
well links and devices are keeping up withwell links and devices are keeping up with
demandsdemands

 Fault management: detection and signalingFault management: detection and signaling
of device, link, or component faultsof device, link, or component faults

 Organizations often use enterprise-wideOrganizations often use enterprise-wide
network management softwarenetwork management software
–– At least one network management consoleAt least one network management console

collects data from multiple networked devices atcollects data from multiple networked devices at
regular intervalsregular intervals
 PollingPolling
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Performance and FaultPerformance and Fault
Management (continued)Management (continued)

 Each managed device runs a networkEach managed device runs a network
management agentmanagement agent
–– Collects information about deviceCollects information about device’’s operations operation

and provides it to network managementand provides it to network management
applicationapplication

 Definition of managed devices and dataDefinition of managed devices and data
collected in a Management Informationcollected in a Management Information
Base (MIB)Base (MIB)

 Simple Network Management ProtocolSimple Network Management Protocol
(SNMP): TCP/IP protocol used by agents to(SNMP): TCP/IP protocol used by agents to
communicatecommunicate
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Performance and FaultPerformance and Fault
Management (continued)Management (continued)

Figure 15-5: Network management architecture
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Performance and FaultPerformance and Fault
Management (continued)Management (continued)

 Network management application canNetwork management application can
present an administrator with several wayspresent an administrator with several ways
to view and analyze datato view and analyze data

 Network management applications areNetwork management applications are
challenging to configure and fine-tunechallenging to configure and fine-tune

 Multi Router Traffic Grapher (MRTG):Multi Router Traffic Grapher (MRTG):
command-line utility that uses SNMP to pollcommand-line utility that uses SNMP to poll
devices, collects data in a log file, anddevices, collects data in a log file, and
generates HTML-based views of datagenerates HTML-based views of data



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 105105

Performance and FaultPerformance and Fault
Management (continued)Management (continued)

Figure 15-6: Map showing network status
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Performance and FaultPerformance and Fault
Management (continued)Management (continued)

Figure 15-7: Graphs generated by MRTG
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Asset ManagementAsset Management

 Identifying and tracking hardware andIdentifying and tracking hardware and
software on a networksoftware on a network
–– First step is taking detailed inventory of eachFirst step is taking detailed inventory of each

node on networknode on network
 Asset management tool choice depends onAsset management tool choice depends on

organizationorganization’’s needss needs
 Should ensure that asset managementShould ensure that asset management

database regularly updateddatabase regularly updated
 Simplifies maintaining and upgrading theSimplifies maintaining and upgrading the

networknetwork
 Provides info about costs and benefits ofProvides info about costs and benefits of

hardware or softwarehardware or software
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Software ChangesSoftware Changes

 General steps:General steps:
–– Determine whether change is necessaryDetermine whether change is necessary
–– Research purpose of change and potentialResearch purpose of change and potential

effects on other applicationseffects on other applications
–– Determine whether change should apply toDetermine whether change should apply to

some or all userssome or all users
–– Notify system administrators, help deskNotify system administrators, help desk

personnel, and userspersonnel, and users
 Schedule change for off-hours, if possibleSchedule change for off-hours, if possible

–– Back up the current system or softwareBack up the current system or software
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Software Changes (continued)Software Changes (continued)

 General steps (continued):General steps (continued):
–– Prevent users from accessing system or part ofPrevent users from accessing system or part of

system being alteredsystem being altered
–– Keep upgrade instructions handy and followKeep upgrade instructions handy and follow

themthem
–– Make the changeMake the change
–– Test the system fullyTest the system fully
–– If successful, re-enable access to systemIf successful, re-enable access to system

 If not, roll back changesIf not, roll back changes

–– Communicate changes madeCommunicate changes made
–– Record changes in change managementRecord changes in change management

systemsystem



May 13-18- Afnog Tutorial,May 13-18- Afnog Tutorial,
Nairobi, Kenya -Prof.Kah & AliuNairobi, Kenya -Prof.Kah & Aliu

FolorunsoFolorunso 110110

PatchesPatches

 Patch: correction, improvement, orPatch: correction, improvement, or
enhancement to particular piece of aenhancement to particular piece of a
software applicationsoftware application
–– Changes only part of an applicationChanges only part of an application
–– Often distributed at no charge by softwareOften distributed at no charge by software

vendorsvendors
 Fix bugsFix bugs
 Improve functionalityImprove functionality

 Back up system before installingBack up system before installing
 Install during off-hoursInstall during off-hours
 Test after installingTest after installing
 Regularly check with vendor for patchesRegularly check with vendor for patches
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Client UpgradesClient Upgrades

 Software upgrade: major change to aSoftware upgrade: major change to a
software packagesoftware package’’s existing codes existing code
–– Designed to add functionality and fix bugs inDesigned to add functionality and fix bugs in

previous version of the clientprevious version of the client
 Typically overwrites some system filesTypically overwrites some system files

–– Installation may affect other applicationsInstallation may affect other applications
adverselyadversely

 Test on single workstation beforeTest on single workstation before
distributing to all usersdistributing to all users

 Workstation-by-workstation or networkWorkstation-by-workstation or network
installationinstallation
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Shared Application UpgradesShared Application Upgrades

 Apply to software shared by clients onApply to software shared by clients on
networknetwork
–– Same principles as modification of clientSame principles as modification of client

softwaresoftware
 Usually designed to enhance applicationUsually designed to enhance application’’ss

functionalityfunctionality
–– Weigh time, cost, and effort against necessityWeigh time, cost, and effort against necessity

 For significant upgrade, may need toFor significant upgrade, may need to
provide user trainingprovide user training
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Network Operating SystemNetwork Operating System
UpgradesUpgrades

 Usually involves significant changes to wayUsually involves significant changes to way
servers and clients operateservers and clients operate
–– Requires forethought, product research, andRequires forethought, product research, and

rigorous testing before implementationrigorous testing before implementation
 May require specific project planMay require specific project plan

 Consider the following in project plan:Consider the following in project plan:
–– Effect on user IDs, groups, rights, and policiesEffect on user IDs, groups, rights, and policies
–– Effect on file, printer, and directory accessEffect on file, printer, and directory access
–– Effect on applications or client interactionsEffect on applications or client interactions
–– Effect on configuration files, protocols, andEffect on configuration files, protocols, and

servicesservices
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Network Operating SystemNetwork Operating System
Upgrades (continued)Upgrades (continued)

 Consider the following in project planConsider the following in project plan
(continued):(continued):
–– Effect on serverEffect on server’’s interaction with other devicess interaction with other devices
–– Accuracy of testing in simulated environmentAccuracy of testing in simulated environment
–– How it will be used to increase efficiencyHow it will be used to increase efficiency
–– Technical support arrangement with OSTechnical support arrangement with OS’’ss

manufacturermanufacturer
–– Allotted enough time to perform upgradeAllotted enough time to perform upgrade
–– Can reverse the installation if troubles ariseCan reverse the installation if troubles arise
–– Communicate benefits to othersCommunicate benefits to others
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Network Operating SystemNetwork Operating System
Upgrades (continued)Upgrades (continued)

 Basic steps for performing upgrade:Basic steps for performing upgrade:
–– ResearchResearch
–– Project planProject plan
–– ProposalProposal
–– EvaluationEvaluation
–– TrainingTraining
–– Pre-implementationPre-implementation
–– ImplementationImplementation
–– Post-implementationPost-implementation
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Reversing a Software ChangeReversing a Software Change

 Backleveling: process of reverting toBackleveling: process of reverting to
previous version of software afterprevious version of software after
attempting to upgradeattempting to upgrade

Table 15-1: Reversing a software upgrade
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Hardware and Physical PlantHardware and Physical Plant
ChangesChanges

 Often performed to increase capacity,Often performed to increase capacity,
improve performance, or add functionality toimprove performance, or add functionality to
networknetwork

 Proper planning is key to successfulProper planning is key to successful
upgradeupgrade

 Steps for changing network hardware:Steps for changing network hardware:
–– Determine whether change necessaryDetermine whether change necessary
–– Research upgradeResearch upgrade’’s potential effects on others potential effects on other

devices, functions, and usersdevices, functions, and users
–– Communicate change to others and schedule itCommunicate change to others and schedule it
–– Back up current hardwareBack up current hardware’’s configurations configuration
–– Prevent users from accessing systemPrevent users from accessing system
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Hardware and Physical PlantHardware and Physical Plant
Changes (continued)Changes (continued)

 Steps for changing network hardwareSteps for changing network hardware
(continued):(continued):
–– Keep installation instructions and hardwareKeep installation instructions and hardware

documentation handydocumentation handy
–– Implement changeImplement change
–– Test hardwareTest hardware

 Preferably with higher than normal loadPreferably with higher than normal load

–– If successful, re-enable access to deviceIf successful, re-enable access to device
 If not, isolate device or reinsert old deviceIf not, isolate device or reinsert old device

–– Communicate results of changes to othersCommunicate results of changes to others
–– Record change in change management systemRecord change in change management system
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Adding or Upgrading EquipmentAdding or Upgrading Equipment

 Difficulty depends largely on experienceDifficulty depends largely on experience
with specific hardwarewith specific hardware

 Networked workstation: simplest device toNetworked workstation: simplest device to
addadd
–– Directly affects only a few usersDirectly affects only a few users
–– Does not alter network access for othersDoes not alter network access for others

 Networked printer: slightly harder thanNetworked printer: slightly harder than
adding networked workstationadding networked workstation
–– Shared, unique configuration processShared, unique configuration process
–– Time required to install does not usually affectTime required to install does not usually affect

productivityproductivity
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Adding or Upgrading EquipmentAdding or Upgrading Equipment
(continued)(continued)

 Hub or access point:Hub or access point:
–– Only worry about downtime if upgrading orOnly worry about downtime if upgrading or

swapping out existing hub or access pointswapping out existing hub or access point
–– Must consider traffic and addressingMust consider traffic and addressing

implicationsimplications
 Server requires great deal of foresight andServer requires great deal of foresight and

planningplanning
–– Consider hardware and connectivityConsider hardware and connectivity

implications, as well as issues relating to NOSimplications, as well as issues relating to NOS
–– Add while network traffic low or nonexistentAdd while network traffic low or nonexistent
–– Restrict access to new serversRestrict access to new servers
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Adding or Upgrading EquipmentAdding or Upgrading Equipment
(continued)(continued)

 Switches and routers: often physicallySwitches and routers: often physically
disruptivedisruptive
–– Affects many usersAffects many users
–– Router or switch may have unintended effectsRouter or switch may have unintended effects

on segments other than the one it serviceson segments other than the one it services
–– Plan at least weeks in advancePlan at least weeks in advance
–– Keep safety in mindKeep safety in mind
–– Follow manufacturerFollow manufacturer’’s temperature, ventilation,s temperature, ventilation,

antistatic, and moisture guidelinesantistatic, and moisture guidelines
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Cabling UpgradesCabling Upgrades

 May require significant planning and time toMay require significant planning and time to
implementimplement

 Best way to ensure future upgrades goBest way to ensure future upgrades go
smoothly is careful documentation ofsmoothly is careful documentation of
existing cableexisting cable

 Upgrade cabling in phasesUpgrade cabling in phases
 Weigh importance of upgrade againstWeigh importance of upgrade against

potential for disruptionpotential for disruption
 Larger organizations rely on contractorsLarger organizations rely on contractors

who specialize in cabling upgradeswho specialize in cabling upgrades
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Backbone UpgradesBackbone Upgrades

 Most comprehensive and complex networkMost comprehensive and complex network
upgradeupgrade
–– Upgrading entire backbone changes wholeUpgrading entire backbone changes whole

networknetwork
 Examples:Examples:

–– Migrating from Token Ring to EthernetMigrating from Token Ring to Ethernet
–– Migrating from slower technology to faster oneMigrating from slower technology to faster one
–– Replacing routers with switchesReplacing routers with switches

 May require upgrading cabling andMay require upgrading cabling and
hardwarehardware

 First step is to justify upgradeFirst step is to justify upgrade
 Second step is determining backboneSecond step is determining backbone

design to implementdesign to implement
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Reversing Hardware ChangesReversing Hardware Changes

 Provide a way to reverse hardwareProvide a way to reverse hardware
upgrades and reinstall old hardware ifupgrades and reinstall old hardware if
necessarynecessary
–– Keep old components safe and nearbyKeep old components safe and nearby

 Old hardware may contain importantOld hardware may contain important
configuration informationconfiguration information
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THANK YOUTHANK YOU
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              QUESTIONS?QUESTIONS?


