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R dnsmon

« Monitor DNS servers from many places
- Independent and Objective

- Intuitive Graphical Presentation
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—nce dnsmon Probe Locations
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TRE Why Measure This Way?

 There are lots of bad measurements out there!
— Ping - what does it measure??
— From single locations ...

» People (press, regulators) use them!

« Better Measurements are Needed

— From multiple points
— Real DNS traffic

Daniel Karrenberg ccTLD Sofia October 2006 http:/www.ripe.net
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vee  Single Point Measurement

Query Delays (AVERAGE) for ns.ripe.net [12.06.2004 00:00 - 18.06.2004 23:59 UTC]
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Query Delays (AVERAGE) for

ns.ripe.net [12.06.2004 00:00 - 18.06.2004 23:59 UTC]
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Query Delays (AVERAGE)

for ns.ripe.net [12.06.2004 00:00 - 18.06.2004 23:59 UTC]
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Query Delays (AVERAGE) for ns.ripe.net(_[17.06.2004 00:00 - 17.06.2004 23:59 UTC]
N\

AIHILI0 TA0L A o0olddy

AYERAGE of Response Time [0-280] (ms)

—
/
\
€5 f \
/ \ L -
1
] -
1 1 [
\
|
s f \
1 |
l H
=t]
Rk L,
45
1 1 a il 1 1 o . 1 i L bk aiod a ik
40 i
35
T
20 1
25 I
| | ‘ ﬂu.l I
z0
1
| i
15 ‘l l'
\ 1
1
T
10 f
\
\
\ /
c \ i
R .\ l.
7
4
u} \‘1“'
0z2: 00 04: 00 0g: 0o 0g: 00 10: 00 12:00 14: 00 18 00 18: 00 20: 00 22:00
W oo:jordaan (ML) O 04: 104 (HLD W 02 tEO3CHL) O 02: tt0s(sE) W 04: tt100 O os: tt101 W 05: tt10z2 O o7: tt103
W 05 te10s O o9 tt108 W A0 tti107 O 14: ted08 Wiz tt109 O 43 tti10 [ IREASER O 15: tt112
W 165 tE113 O 17:tt114 W 15 tt115 O 19: tt117 W 20 tt125 O 21:tt128 W Z2: tE130HL) O 23 tt250IE)
W 24 tt270Us) O 25 tt2alus) W ZE: tt2 (CH) O 27 tt2z2(IT) W 22 tt240F I O 29: tt2E01E) W 0 TE3E0FR) O 21:tta0ieu)
W 32 Tt42(GR) O =3 tt4slUs) W 4 tTa7(NZ) O =5: tt4a(FR) W =5 LTS20HL) O 37: tT530UE) W 35 TE540UK) O 39: t155(FT)
W a40: ttSE(EE) O 41: tLEF(FR) W 42 tt520IT) O 43: t£53(NL) W 34 ttE2(BE) [ 45: tLEECUS] W a5 ttesus) O 47: ttE3(EE)
W 38 te710IT) O 49 tt720F T2 W B ttFIAT) O =1 te7alaul W =2 fLFECUED O &2 tL77(DED W 54 tE7SUK) O =& tt200JF)
I S5 TES10NL) O 57 tte2ius) W 55 tTe40us) O 59: Tte5(CH) W E0: LTSE0CH) O B1: tTEFLUS) W 2 tres0IL) O &3: t1330UK)
W E4: tt30(FR) O E5: t1az(FR) W EE: TTa4(HL) O E7: tEa7(NL) W E&: tTagNL) O O O
O 8% < MAXCUnanswered Queries) < 90% B MAXCUnanswered Queries) »= 90 W no data available

Daniel Karrenberg ccTLD Sofia October 2006 http:/www.ripe.net




R . Unanswered Queries (AVERAGE) for ns.ripe.net [17.06.2004 00:00 - 17.06.2004 23:59 UTC]

J EEEEEEEEY e
o o5 oo '.
0 i i i i i i
/ \ |
&5 4 é I é é é é :
i i | ; | i
3 1 :
# 50 ¢ i
) L c——— |
i 45 I
| ; ; F|
H
= 07 :
0 H 4 | |
=) | | I |
= ! ;
= 5 3 i i
L
i :
E;
L B0 - :
bl 3
= #
= |
= 25 - | |
] | |
%] i : H i i 1
=T i i i i i
(= H H H H H
u =y 5 5 5 5
15 4 i i i i '
i \ | /
10 4 i i f f \ / :
g 4 i i i i
. /
o ; ; ; \V i i ;
02! 00 04: 00 08 00 0g: 00 10: 00 12100 14:00 18! 00 15! 00 200 00 2200
O oo:jordaan(iLy O 01: £t0d CHLD [ 02: ttO3CHL) [ 03: ttO02(5E) O o4: tt400 O 05: tt104 O 0&: tt402 [ o7: tt103
O 08 tt10s O 09 tt40s O 40 tt107 O 14:tt403 O 12:tt403 O 43 tt110 O 14: 414 O 15:tt412
O 16 13 O17:tti14 O 48 tt115 O 19 tri17 O 20: tt125 O 21:tt126 O 22 tt130HL) O 23 tt250IE)
[ 24: tt27(Us) [ 25: tt2a0Us) [ 26: Lt 0CH) [ 27: tt32(IT) [ 22 tt340F L) O 29 tt3s0IE) O =0 tt3E0FR) O =1: tt400EN]
[ =2 tt42(5R) [ 53: tt460US) [ 34 Lt47CHE) [ =5: tt43(FR) [ 36: ttS20HL) O 37: tEE3CUK) O =& tt54{UK) O 32 ttE5(FT)
O 40: ttSE(EE] O #1: tt57IFR) O 42: tt5a0IT) O 43 tt5aCHL) O 44: ttE2(EE] O 45: ttEE(US) O 46: tEE2(US) O 47: ttE3(RED
O 42 tt?10IT) [ 49: tt720PT) [ 50 LE73CAT) [0 51 tr740AU) [ 52! ttPELUE) [ 53: tt77(DE) O =4 tt72(UK) O =5 tt=00TF)
[ 55 ttS10HL) [ 57: ttE2us) [ 58 tTE40us) [ 59: trE50CH) [ B0: ETEELCH) O &1: LLE7LUS) O &2 traalIL) O B3 tt2aCUK)
O &4: tt30CFR) O EE: t193(FR) O BE: tE3diHL) [0 B7: tta7(HL) [0 B2: ttaginL) O O O

O 8% < MAXCUnanswered Queries) < 90% B MAXCUnanswered Queries) »= 90 O no data available

Daniel Karrenberg ccTLD Sofia October 2006 http:/www.ripe.net



Unanswered Queries (AVERAGE) for ns.ripe.net
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TRe How to Read the Graphs

- Server View
— shows quality of service provided by the server to all probes

« Domain View

— summarises quality of service provided by all servers serving
a domain

* (Probe View)

— shows quality of service provided by all servers at a particular
probe location

Daniel Karrenberg ccTLD Sofia October 2006 http:/www.ripe.net
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Ripe .
TR What is Measured

- Real DNS queries
+ Poisson distributed, ~60/hour/server/probe
* From 60+ probes around the world

* Response time

-+ Server instance ID (anycast, load balancing)
- SOA version number

- Server software version

17
Daniel Karrenberg ccTLD Sofia October 2006 http:/www.ripe.net



Ripe

—NCC

What is Not Measured

DNS queries used in actual name resolution
Total DNS service quality, e.g. ‘user experience’

global service quality: 60+ points, RIPE region bias
Effects that last less than about a minute

But still very comprehensive measurements!
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Some More Examples
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O 48 t£730AT) O 49: tt74CAud O 50 tL7ECUKD O =4: t£77(0E) O s2: tt72uK) O 53 tt20(JF) O S4: t£2q (ML) O s&: tta2ius)
O =6: trs40us) [ 57 t1S50CH) [0 58 tT8E(CH) O =9 traFius) O e0: tts3CIL) O B1: tT23CUE] [ g2: tt30(FR) [ B3: tT33(FR)
[0 B4: tt34(NL) [0 BE: £TI7INL) O BE: tTI3CNL) O O O O O
O 8% < MAXCUnanswered Queries) < 90% B MAXCUnanswered Queries) »= 90 O no data available
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Unansvered Queries for Domain 'root’ from 62 Probes (AVERAGE)

[13.06.2004 00:00 - 19.06.2004 23:59 UTC]
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