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¢ 3. Test courier-authlib
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¢ 7. POP3 and IMAP over SSL

¢ 8. Install sqwebmail

¢ 9. Configure and start sgwebmail

* 10. Test sqwebmail

¢ 11. Optional extraexercises

e 12. Security and virtual accounts

For scalability, we are going to arrange for exim to deliver al local mail in Maildir format. This creates a subdirectory called "Maildir"
in the user’s home directory, which in turn contains three subdirectories: new, cur andtnp. Messages are written into t np, moved to
new When delivery is complete, and moved to cur when read. Each message has along unique filename based on the hostname and the
time of day.

Because each message is stored in a separatefile, it is much faster for the pop3 daemon to start up every time a user connects. It also
allows for safe delivery onto a shared (NFS) disk backend.

Exim does not include any software for retrieving mail from a mailbox, so we need to install additional software. Courier isamail
system which includes a number of packages. In fact it hasitsown MTA, but we will ignorethis (it is still under heavy development,
and does not have the flexibility needed for an I SP environment). The components we are interested in are the IMAP/POP3 servers and
"sqwebmail’, the webmail server.

Y ou can get the entire courier system as one package (including the MTA), or just the components. We will get the authlib, pop3/imap
and webmail components separately.

Remember: in the command examples given below, commands shown with the prompt "$" should be run as your normal non-root
userid. Only those commands with prompt "#"' need to be run asroot.

0. Reconfigure exim for Maildir local delivery

Edit / usr/ exi ni configure, findthel ocal _delivery transport and modify it as follows:

| ocal _delivery:
driver = appendfile
directory = $hone/ Maildir
mai | dir_f ormat
mai | dir_use_size_file
del i very_dat e_add
envel ope_t o_add
return_pat h_add

# group = nmail

# node = 0660

Optionally you could add further parameters to this transport which let you impose quotas on your users, for example to limit al users
to 10 megabytes of storage each:

maildir_tag = , S=$nmessage_si ze
quot a_si ze_regex = ,S=(\d+)
quota = 10M

quot a_war n_t hreshol d = 90%

(Aside: this quota mechanism relies on users not meddling with the quota information which is stored within their maildir; in other
words, users with shell access would be able to bypass their quotaif they knew what they were doing)
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Remember to HUP your exim daemon. Now test out your new configuration by delivering to some local account on your machine:

$ /usr/eximbin/exim-bt |ocaluser
| ocal user @cnn. el. ws. af nog. org
router = |ocaluser, transport = |ocal _delivery
$ /usr/exim bin/eximlocal user
Here is a test

$ cd /hone/l ocal user/ Mail dir

$1s

cur new tmp

$ |I's new

102078119. 7969. pcnn. el. ws. af nog. or g, S=426
$ cat new *

Ret ur n-pat h: <root @cnn. el. ws. af nog. or g>

Here is a test

Note: once you have changed to Maildir delivery, you will find that any local Unix MUA (which looks for new messagesin
/var/mail/username) will no longer see your incoming mail. How to fix this depends on which MUA you are using. Some examples:

mutt

Edit /usr/1ocal /etc/Mttrc and put:
set spoolfile="~/Maildir/"

pine
Not supported by default, patch available. http://www.math.washington.edu/~chappa/pine/info/maildir.html
elm
To be confirmed
kmail

Has direct access to /var/mail or Maildir directly; can also use POP3/IMAP to retrieve new mail.

Y ou can get the entire courier system as one package (including the MTA), or just the components. We will get the authlib, pop3/imap
and webmail components separately.

As with most software packages under FreeBSD, you have a choice of installing directly from source, or using the ports system. If you
install from source you have the most control over which version isinstalled and which compilation options are used. However
installing from packagesis easier, gives you arecord of which fileswhere installed where, and installs the files in the "normal"” places
you' d expect for a FreeBSD system. In particular, the commands get installed in

/usr/1ocal /binand/usr/local/sbin, whichisalready inyour $PATH. We will use the portsin thislab.

1. Install courier-authlib

The courier packages now share a single authentication library, courier-authlib. This packageis responsible for looking up usernames
and passwords - it can retrieve this information from various locations, including Unix system accounts (authpam), SQL databases
(authmysgl and authpgsql), LDAP databases (authldap), and local file databases (authuserdb). Having a separate package means that
the same authentication configuration can now be shared by both POP3/IMAP and Webmail.

# cd /usr/ports/mail/courier-authlib-vchkpw

# make
# make install
# make clean (optional step - deletes tenporary files in "work’ subdir)
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2. Configure and start courier-authlib

courier-authlib runs a pool of authentication daemons which perform the actual work; courier-imap and sqwebmail communicate with
these daemons via a socket. So the next thing we need to do is to start the daemons. First you need to edit / et c/rc. conf :

# vi letc/rc. conf
add the following line:
couri er _aut hdaenond_enabl e=" YES"

Courier-authlib itself has a single configuration file, / usr/ 1 ocal / et ¢/ aut hl i b/ aut hdaemonrc.  For the purposes of this exercise, we
will turn on authentication debugging.

# cd /usr/local/etc/authlib
# vi aut hdaenonrc

change this line

DEBUG_LOG N=0

to:
DEBUG_LOG N=1

To save resources, you can aso configure the authdaemond process not to try any authentication mechanisms which you know you
don't need. For example, if al your authentication is only viaPAM for Unix system passwords, then you can remove al the others:

aut hnodul el i st =" aut hpant

Now we are ready to start the authentication daemons:

# lusr/local/etc/rc.d/courier-aut hdaenond. sh start

Starting courier_aut hdaenond.

# ps auxww | grep aut hdaenond

r oot 36787 0.0 0.2 1220 720 pl S 10: 40AM  0: 00.00 /usr/ Il ocal /sbhin/courierl ogger
-pi d=/usr /| ocal / var/ spool / aut hdaenon/ pid -start /usr/local/libexec/courier-authlib/authdaenond

r oot 36788 0.0 0.2 1464 880 pl S 10: 40AM  0:00.00 /usr/local/libexec/courier-authlib/
r oot 36789 0.0 0.2 1464 880 pl S 10: 40AM  0:00.00 /usr/local/libexec/courier-authlib/
r oot 36790 0.0 0.2 1464 880 pl S 10: 40AM  0:00.00 /usr/local/libexec/courier-authlib/
r oot 36791 0.0 0.2 1464 880 pl S 10: 40AM  0:00.00 /usr/local/libexec/courier-authlib/
r oot 36792 0.0 0.2 1464 880 pl S 10: 40AM  0:00.00 /usr/local/libexec/courier-authlib/
r oot 36793 0.0 0.2 1464 880 pl S 10: 40AM  0:00.00 /usr/local/libexec/courier-authlib/

ps shows one courierlogger process, and six authdaemond processes (one master, five workers). If you didn’t see " Starting
courier_authdaemond" then you made atyping error.

3. Test courier-authlib

Y ou can test the authentication system by itself; the "authtest” command sends requests down the authentication socket, and displays
the responses which come back. Test using any Unix login account which already exists on your system.

# authtest brian -- find an account called ’'brian’
# authtest brian foo -- check "brian’ has password 'foo’
# aut henuner at e -- list all accounts

Try it also with a non-existent username, and with both the right password and awrong password for an account, to confirm that
passwords are being validated properly.

Because we enabled login debugging, you should find that each authentication request generates detailled information in
/var /1 og/ debug. | og showing how the request is passed to each module in turn. Have alook in this file to confirm:

# |l ess /var/log/debug. | og

Further documentation for courier-authlib can be found on the web at http://www.courier-mta.org/authlib/, and isalso installed in

/usr/1ocal /share/doc/courier-authlib/

4. Install courier-imap

Using ports, building courier-imap is straightforward:

# cd /usr/ports/mail/courier-imp
# make



# make 1 nstall
# make cl ean (optional step)

5. Configure and start courier-imap

Y ou can choose to run POP3, IMAP, or both. Thereis a configuration file for each one:

/usr/local/etc/courier-inmap/pop3d
lusr/local/etc/courier-imp/impd

The default configuration is acceptable in most cases. However for alarge server you may wish to increase the maximum number of
concurrent connections from the default of 40, if you have fairly powerful hardware:

# cd /usr/local/etc/courier-imp
# vi pop3d

MAXDAEMONS=300
# vi i mapd
MAXDAEMONS=300

Then, you need to enable the daemon(s) which you wishtorunin/etc/rc. conf

# vi /etc/rc.conf

add the followi ng line(s):
courier_i map_pop3d_enabl e=" YES"
courier_i map_i napd_enabl e=" YES"

And then run the startup script(s):

# lusr/local/etc/rc.d/courier-imp-pop3d.sh start
Starting courier_i map_pop3d.
# lusr/local/etc/rc.d/ courier-imp-impd.sh start
Starting courier_i map_i mapd.

6. Test POP3 and IMAP

Test using telnet: POP3 and IMAP are both text-based layer 7 protocols and you can drive them by hand.

# telnet |ocal host 110

Connected to | ocal host.ws. af nog. org

Escape character is '"]'.

+OK Hello there.

user usernane

+OK Password required.

pass password

+CK | ogged in.

stat

+OK 26 49857

retr 1

+0K 1073 octets fol |l ow.
nessage

dui t
+OK Bye- bye.
Connection closed by foreign host.

# tel net |ocal host 143

Connected to | ocal host. ws. af nog. org.

Escape character is '"]’.

* OK [ CAPABI LI TY | MAP4revl U DPLUS CH LDREN NAMESPACE THREAD=ORDEREDSUBJECT
THREAD=REFERENCES SORT QUOTA | DLE ACL ACL2=UNI ON STARTTLS] Courier-|NMAP ready.
Copyright 1998-2005 Double Precision, Inc. See COPYING for distribution information.
1 ogi n user name password

OK LOG@ N k.

exam ne i nbox

FLAGS (\ Answered \Fl agged \ Del eted \ Seen \ Recent)

OK [ PERVANENTFLAGS ()] No permanent flags permtted

26 EXI STS

0 RECENT

OK [U DVALI DI TY 989061119] Gk

OK [ READ- ONLY]

| ogout

BYE Courier-1 MAP server shutting down

OK LOGOUT conpl et ed

Connection closed by foreign host.

D FQ F ok F ok Ok XD QD QD

NOTE: The daemonswill fail to login if the mail directory does not exist, although current versions do now provide an error message.
Hence you need to have delivered at |east one message to the user, to create their mailbox, before they can login (or use the
"maildirmake’ command to createit). Look for logging messagesin

/var/log/maillogand /var/log/debug.!og.

4 of 10
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7. pop3 and imap over SSL

If you wish, you can choose to allow pop3 over SSL (port 995) and imap over SSL (port 993). The advantage isthat, for clients which
support it, the traffic is encrypted. The disadvantage is higher CPU load on your server for the encryption of data.

To run SSL you will need a certificate. For testing purposes you can use a’ self-signed’ certificate. Thepop3d. cnf andi mapd. cnf
files contain the

parameters for the Snakeoil certificate. Y ou may edit this for you environment, but note that it is not proper certificate signed by a
recognised CA.

Run the following scripts which will generate them for you:

cd /usr/local/etc/courier-imp
cp pop3d.cnf.dist pop3d.cnf

cp 1 mapd. cnf. di st i nmapd. cnf
nmkpop3dcert

ki mapdcert

HHHFHH

Next, enable the SSL daemons in /etc/rc.conf:

# vi /etc/rc.conf
courier_i map_pop3d_ssl _enabl e=" YES" # pop3 over ssl, port 995
courier_i map_i mapd_ssl _enabl e=" YES" # I map over ssl, port 993

Then you start the servers:

# [usr/local/etc/rc.d/courier-imp-pop3d-ssl.sh start
Starting courier_i map_pop3d_ssl .
# [usr/local/etc/rc.d/courier-imp-imapd-ssl.sh start
Starting courier_imp_i mapd_ssl.

You can't use aregular telnet to test it, because al your communication needs to be encrypted, but openssl has an SSL client you can
use to make an encrypted connection for testing:

# openssl s_client -connect |ocal host: 995

If you were running the service commercially you would be better to get a proper certificate signed by arecognised CA, rather than
using a self-signed certificate.

8. Install sqwebmail

Webmail isavery useful service to offer your clients - although you may need to be careful of the extra CPU load and bandwidth it
might use.

Unlike many other webmail solutions, which use POP3 or IMAP to talk to the mail store, sqwebmail reads and writes Maildir
directories directly. This makesit efficient in the case where POP/IMAP and webmail run on the same box, or where thereisan
NFS-shared mailstore.

sgwebmail is feature-rich, very customisable through HTML templates and stylesheets, supports multiple languages, and is ssmpleto
install (it runs as asingle CGl). Note however that it is still under very active development and hence subject to change quite
frequently.

If you don’t haveit, install and test Apache first:

# cd /usr/ports/ww apachel3- nodssl

# make all install clean

# vi /etc/rc.conf

apache_enabl e=" YES"

# [usr/local/etc/rc.d/ apache.sh start

Check your Apache install isworking by pointing aweb browser at http://localhost/
Now install sqwebmail:

# cd /usr/ports/ mil/sqwebmai l

# make W TH_CHARSET=al |

# make install

# make clean (optional step)

The option "WITH_CHARSET=all" allows sqwebmail to view messages in awide range of character sets. Thisincreases the size of
the binary by about one megabyte with the extra trand ation tables which are included.

One other change is required: add the following lineto/ et ¢/ cront ab to periodically clean out old sessions:

0 * * * * bin /usr/local/share/ sqwebnai | / cl eancache. pl
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Sqwebmail comes in two parts: asmall CGI stub which sends HT TP requests down a socket; and a pool of daemons which perform the
actual work. The CGI stub isinstalled in /usr/1 ocal / ww cgi - bi n- di st by default, and there are some graphicsinstalled in

/usr/ | ocal / ww/ dat a- di st/ sqwebrmi | / *. These locations will work for a default Apacheinstall, but if you have changed the normal
Apache configuration (e.g. DocumentRoot) then you may need to copy these somewhere else.

9. Configure and start sqwebmail

sgwebmail’s main configuration fileis/ usr /1 ocal / et ¢/ sqwebrmai | / sqwebrmai | d - however you almost certainly don’t need to changeit.

Asusual, you will need to enable the sqwebmail daemonin/etc/rc. conf, and then call its startup script.
# vi letc/rc.conf
squebmai | d_enabl e=" YES"

# lusr/local/etc/rc.d/ squwebmail - sqwebmai | d. sh start
Starting sqwebmail d.

10. Test sqwebmail

If everything is working correctly, you should be able to point a web browser at http://|ocal host/cqi-bin/sqwebmail/sqwebmail and be
presented with alogin screen, where you can enter a username and password and login.

If this does not work:
* Check your ApaChe|OgS-/var/I og/ htt pd- access. | og and /var/ | og/ httpd-error. | og
* Check your mail log - / var /1 og/ mai I | og
¢ Check your debug log - / var /1 og/ debug. | og

Further documentation for sqwebmail can be found at http://www.courier-mta.org/sagwebmail/ and installed in
/usr/1ocal /share/doc/ sqwebnai | /

11. Optional extra exercises

11.1 Give your neighbour a mail account on your system. Let them check that they can collect mail using POP3, IMAP and Webmail.

11.2 When users send mail via sqwebmail, we would like their 1P address and login name to be recorded in one of the Received:
headers to provide a security audit. This can be done by modifying the script ’ sendit.sh’  which sqwebmail usesto send all outgoing
mail.

# vi [usr/local/sharel/ sqwebmail/sendit. sh

change:

exec /usr/sbin/sendmail -oi -t $DSN -f "$1"

to:

exec /usr/sbin/sendmail -oi -t -f "$1" -oM "$SERVER PROTOCOL" -oMa "$REMOTE_ADDR' -oM "$2"
# lusr/local/etc/rc.d/ squwebmail - sqwebnai | d. sh restart

After making this change, compose amail viathe sqwebmail interface. When it is delivered, check the full headers and look for the
bottom Received: header which should record the source of the mail.

Recei ved: from[192.168.0.1] (ident=fred@]Iintstone.org)
by billdog.local.linnet.org with HTTP/1.1 (Exi m 4.43 (FreeBSD))
id 1Cd n2K- 0000Pd- EP
for wilma@]|intstone.org; Tue, 04 Jan 2005 11:39:40 +0000

11.3 A number of behaviours of courier-imap and sqwebmail can be changed by means of "account options'. These can be set globally,
and overridden for individual accounts (although not for Unix system accounts). Try the following:

# vi [usr/local/etc/authlib/authdaenonrc

change

DEFAULTOPTI ONS=""

to

DEFAULTOPTI ONS="wbnodsn=1, wbnochangi ngf r om=1, di sabl eshar ed=1"
# lusr/local/etc/rc.d/ courier-authdaenond. sh restart

Y ou can see account options for an account using " aut ht est user nane” , and list all accounts together with their options using
"aut henunerate -o"

The available options are;

Disable shared folder functionality (hidesthe 'key’ icon in sqwebmail). Shared folders need additional setting

di sabl eshared=1 up, and only work for systems with virtual accounts.
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di sabl epop3=1 . .
di sabl el map=1 Disable these types of access from this account
di sabl ewebrmai | =1

wbnochangi ngf rom1 | Webmail: disable ability for users to set the From: header on outgoing mail
wbnochangepass=1 | Webmail: disable ability for users to change their passwords

wbusexsender =1 Webmail: add an X-Sender: header to outgoing mail

wbnoi mages=1 Webmail: use atext-only interface

wbnodsn=1 Webmail: disable the "return receipt” functionality (Exim does not support this so we must disable it anyway)

12. Security and virtual accounts (advanced)

In the simple examples above, we have been using the system password file to authenticate users. When creating new "E-mail only"
accounts on your system, you probably don’t want your users to be able to login to Unix using ssh or telnet. To disable this, you can
simply create their accounts with a nonexistent shell.

# pw useradd username -m -s /nonexistent

To improve security and scalability further, you may wish to keep all your mail accountsin a completely separate password file or
database; these users won’t be known to Unix at al. The mail directories and messages have to be owned by some Unix user, so we can
choose to make them all owned by the’mailnull’ user.

Y ou have many choices of authentication module: for example an LDAP database, a mysgl or postgresql database, or alocal dom file
(courier supports aformat called "userdb’). These databases will contain the mail login usernames and passwords, and the directories
where the mail will be stored. Y ou'll need to configure Courier to use this new database as alogin source, and also configure Exim to
read this source to determine whether a user exists and where to deliver mail to.

The following example shows how to do this with authuserdb, which is described in "man makeuserdb” and "man userdb”. We'll create
two usersin the table, and two empty maildirs. We' Il make them under directory / var/ vmai | 01, which we'll assumeisafast SCSI

hard drive. To support many domains we'll make the POP3 login be user @domain instead of just a username. We'll have a separate
directory for each domain, and also use the first two characters of the username as subdirectories, so that if we have ten thousand users
for one domain we don’t end up with ten thousand accounts within the same directory.

First we make an empty userdb, and make sure it’s not world readable

# touch /usr/local/etc/userdb
# chnmod 600 /usr/local/etc/userdb

Next we create some accounts and empty maildirs:

# userdb fred@|intstone.org set uid=26 gid=6 hone=/var/vnmil01/flintstone.org/f/r/fred
# userdbpw -nd5 | userdb fred@]Ilintstone.org set systenpw

Password: wi bbl e

Reent er password: w bble

# nkdir -p /var/vmail 01l/flintstone.org/f/r/fred

# mai |l di rmake /var/vmail O1l/flintstone.org/f/r/fred/ Maildir

# chown -R mailnull:mail /var/vmail0l/flintstone.org/f/r/fred

# userdb wil ma@|intstone.org set uid=26 gi d=6 hone=/var/vnmail 01/flintstone.org/wi/wlma
# userdbpw -nd5 | userdb wilma@]lintstone.org set systenmpw

Passwor d: boi ng

Reent er password: boing

# nkdir -p /var/vnail 01/fl
# mail di rmake /var/vnail 01
# chown -R mailnull:mil /

intstone.org/wi/wlm
/flintstone.org/wi/w | na/Mildir
var/vmai | 01/flintstone.org/wWi/wlm

(Inred life you'd write a script to automate this process for creating new accounts). The compulsory fields we need to provide are
"home" and numeric "uid" and "gid"; these are documented in "man makeuserdb".

Now we check the userdb contents - it’s just a plain text file - then convert it into userdb.dat which is the fast indexed version that
authuserdb reads. Note that authuserdb requires encrypted passwords.

# cat /usr/local/etc/userdb

fred@!intstone.org home=/ var/vmai | 01/ f/flintstone.org/fred| systenpw=$1$96YgsKCe$00ey3dzwOnzt dby6l CFxRO| gi d=6| ui d=26
wilma@]lintstone.org home=/ var/vmai | 01/ f/flintstone.org/ wil ma|systenpw=$1$nXNJyXcB$1m t Zj aFnOV/ 3YHby8SQuO| gi d=6| ui d=26
# makeuser db

# 1s -1 [usr/local/etc/userdb. dat
-rwr--r-- 1 root wheel 65536 May 14 16:23 /usr/local/etc/userdb. dat

Now you can configure courier-imap and sqwebmail to login using these new accounts. If you leave authpam in the configuration then
you can login with both the userdb accounts and the system accounts. If you removed authuserdb from the list of authentication
modules earlier, then put it back now:

# vi /usr/local/etc/authlib/authdaenonrc
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aut hrodul el i st =" aut huser db aut hpant

# Jusr/local /etc/rc.dl courier-aut hdaenond. sh st op
# [usr/local/etc/rc.d/courier-authdaenond. sh start

At this point you should be able to login using one of the new accounts, and see the (empty) mail directory.

# telnet |ocal host 110

Trying 127.0.0.1...

Connected to | ocal host. presanog. org. bt.
Escape character is '"]’".

+OK Hello there.

user fred@!|intstone.org

+OK Password required.

pass wi bbl e

+OK | ogged in.

st at

+0K 0 0

qui t

+OK Bye- bye.

Connection closed by foreign host.

If this doesn’t work, follow the instructions for debugging authentication problems given earlier. Remember the authtest and
authenumerate commands, and look in
/var/log/ maillogand /var/log/debug.!og

Now all that is necessary isfor Exim to know how to deliver messages to these users. There are a couple of ways this can be done;
Exim can be configured to read

/usr/local / et c/ user db. dat directly, or it can be configured to talk to courier’s authdaemond process. Both can be set up using Exim’s
general-purpose configuration language.

It'satribute to the flexibility of Exim that this can be done even though Exim does not have any specific features for using userdb or
authdaemond, although it does mean that the configuration looks complicated at first glance. If you want to find out in detail how these
configurations work, you will need to read the Exim documentation carefully.

Firstly, we need a separate list of which domains which need lookups in the userdb database; for simplicitly we will make thisaplain
text file which is searched linearly. If this getslarge it can be converted into an indexed database.

# vi /[usr/exi mvdomai ns
flintstone.org

# vi /usr/local/etc/eximconfigure
Change the | ocal domains setting to say:
domainlist |ocal _domains = @: Isearch;/usr/eximvdomins

Toread/usr/1ocal / etc/ userdb. dat directly, we use the "dbmnz" lookup type. It's made a bit awkward because courier uses a vertical
bar to separate fields, whereas Exim'’s "extract” operator expects fields separated by spaces, but we can use the regular expression
substitution operator (sg) to convert thisinto the form we want.

[put this inmrediately after 'begin routers’]

user db:
driver = accept
transport = |ocal _delivery_userdb
domai ns = | search;/usr/exi mvdonmai ns

address_data = ${| ookup{$l ocal _part @donai n} dbrmz{/ usr/| ocal / et c/ userdb. dat }\
{${sg{sval ue} {(["=] +)=(["[]H)\\ [ 2}{\$1="182" }}}fail}
# note the space between "\$2" and }}}

# If the address_data | ookup succeeds, then we’'ll go to the transport.
# But if the address_data | ookup fails, then we fall through to here; all
# remai ni ng addresses in vdonains need to be bounced.

user db_bounce:
driver = redirect

domai ns = ! sear ch; /usr/ exi m vdomai ns
data = :fail:unknown user
al l ow fail

fail _verify

[put this anywhere after ’'begin transports’]
I ocal _delivery_userdb:
driver = appendfile
directory = ${extract{hone}{$address_data}}/${extract{nmail}{$address_data}{$val ue}{Mildir}}/
mai | dir_format
mai | dir_use_size file
del i very_dat e_add
envel ope_t o_add
return_path_add
user = ${extract{uid}{$address_data}}
group = ${extract{gid}{$address_data}}
neildir_tag = , S=$nessage_si ze
quot a_si ze_regex = , S=(\d+)
quota = ${if match{${extract{quota}{$address_data}}}{([0-9]+)S}{$1}
quota_filecount = ${if match{${extract{quota}{$address_data}}}{([O-
quot a_war n_t hreshol d = 90%

) GH{$1}{}}

Once you' ve done this, test using



# /usr/eximbin/exim-bt brian@I!1ntstone.org
brian@I|intstone.org is undeliverable:

unknown user
# Jusr/exinmbin/exim-bt fred@Ilintstone.org
fred@!intstone.org

router = userdb, transport = |ocal _delivery_userdb
# lusr/eximbin/exim-v fred@!|intstone.org
Subj ect: test

hel l o

LOG MAIN

<= root @oc. presanog. org. bt U=sroot P=local S=302
LOG MAIN

=> fred <fred@]|intstone. org> R=userdb T=l ocal _delivery_userdb
LOG MAIN

Conpl et ed

It's even possible for Exim to send a request to courier’ s authdaemond process to perform the lookup, which has the advantage that it
will work for any courier authentication module or combination of modules. However there are similar difficulties with parsing the
response properly, and the debug output you get from courier is not as good as Exim produces.

[put this imediately after 'begin routers’]

# W use manualroute with enpty route_data as a dummy router, just to
# set address_data to the value read fromthe socket.

aut hdaenon_| ookup:
driver = manual route
route_data =
domai ns = | search;/usr/exi mvdonmai ns
address_data = ${sg{${readsocket{/usr/loca
{PRE . exim $l ocal _part @donai n\n}}}
# note the space between "\$2" and }}

/ aut hdaenon/ socket }\
Mol )\ n}{\$1="\$2" }}

| / var/ spool
{([~=1+)=(1
# Next, if the response contains HOVE= then we know this address is valid
# and we can send it to the local delivery transport

courier:
driver = accept
transport = local _delivery_courier
domai ns = | search;/usr/exi mvdonai ns

condition = ${extract{HOVE}{$address_data}{1}{0}}

# Otherw se, the address was bad. If it contains FAIL then it’s a pernanant
# failure, otherwise it's a tenporary failure

couri er_bounce:
driver = redirect

domai ns = | search;/usr/exi mvdonai ns
data = ${if match{$address_data}{FAIL}{:fail:unknown user}fail}
al l ow fail

fail _verify

[transports]
| ocal _delivery_courier:
driver = appendfile
directory = ${extract{HOVE}{$address_data}}/ ${extract{MAI LDl R} {$address_dat a}{$val ue}{Maildir}}/
mai | dir_format
mai | dir_use_size file
del i very_dat e_add
envel ope_t o_add
return_path_add
user = ${extract{Ul D} {$address_dat a}}
group = ${extract{d D} {$address_data}}

naildir_tag = , S=$nessage_si ze

quot a_si ze_regex = , S=(\d+)

quota = ${if match{${extract{ QUOTA}{$address_data}}}{([0-9]+)S}{$1}{}}
quota_filecount = ${if match{${extract{ QUOTA}{$address_data}}}{([0-9]+) C{$1}{}}

quot a_war n_t hreshol d = 90%

Finaly, if you are building a box where you know that all the mail will be owned by the’exim’ or 'mailnull’ user, then in fact the
daemons no longer need to run with root privileges - they can run as the exim user only, as they never have to change to any other
userid. Thisin theory should make your system more secure.
There are some steps you can take to do this for each daemon:
Exim
Set the ’deliver_drop_privilege' option in/usr/exinf configure. You'll probably also have to adjust permissions so that the
exim user has access to the authdaemon socket:

# chown nmilnull:mail /usr/local/var/spool/authdaenon

Courier-imap
Edit /usr/local/etc/courier-imap/pop3d and imapd and add "-user=mailnull" to couriertcpd options, i.e.
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TCPDOPTS="- nodns| ookup - nol dent | ookup -user=mailnull"

Sgwebmail

In principle you can run the sqwebmaild startup script as user 'mailnull’, using su:
# su mailnull -c "/usr/local/etc/rc.d/ squebnsil - sqwebmail d. sh start”

However, for thisto work, you first need to sort out some permissionsissues: you need to recompile and reinstall sqwebmail
using

# make W TH_CACHEOWNER=mai | nul

and change the entry in /etc/crontab to run cleancache.pl as user "mailnull’ not user "bin’. Y ou aso need to change ownerships of
the configuration files and temporary directory:

# cd /usr/local/etc
# chown mailnull:mail sqwebmail/sqgwebmail d authlib/authdaenonrc
# chown -R mailnull:mail /usr/local/var/sqwebmai
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